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I. INTRODUCTION

Rapid advances in wireless technologies
provide opportunities to utilize these technologies in
support of advanced vehicle safety applications. In
particular, the new Dedicated Short Range
Communication (DSRC) offers the potential to
effectively support vehicle-to vehicle and vehicle-to-
roadside safety communications, which has become
known as Vehicle Safety Communication (VSC)
technologies. DSRC enables a new class of
communication applications that will increase the
overall safety and efficiency of the transportation
system.

Intelligent Transportation Systems (ITS) are
the future of transportation. As a result of emerging
standards, such as 5.9 GHz dedicated short-range
communication, vehicles soon be able to talk to one
another as well as their environment. A number of
applications will be made available for vehicular
networks that improve the overall safety of the
transportation infrastructure. For instance, the
system will be able to monitor traffic to coordinate
traffic lights so that traffic flows smoothly. Sensors
will use feedback from vehicles to detect traffic jams.
Public safety vehicles will broadcast, via the wireless
channel, to change traffic signals in order to respond
quickly to an emergency. Cars will communicate with
one another to drive cooperatively, therefore
avoiding collisions and improving efficiency. These
are some of the possible applications, in the future,
that will be possible with the advent of the DSRC
standard.

Considering the tremendous benefits
expected from vehicular communications and the
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huge number of vehicles, it is clear that vehicular ad
hoc networks (VANET) are likely to become the most
relevant realization of mobile ad hoc networks. The
appropriate integration of on-board computers,
roadmaps, and GPS positioning devices along with
communication capabilities, opens tremendous
opportunities, but also raises formidable research
challenges.

In this project we discuss the overview of
VANET, along with some possible challenges and
their solutions.

IILWIRELESS AD-HOC N/W CLASSIFICATION .
It is mainly classified as in three
category, as follows
1. MANET
a) VANET
b) IMANET
2. WSN
3. WMN

1. MANET:-

A mobile ad hoc network (MANET) is
a self-configuring infrastructure less network of
mobile devices connected by wireless. Each device in
a MANET is free to move independently in any
direction, and will therefore change its links to other
devices frequently. Each must forward traffic
unrelated to its own use, and therefore be a router.
The primary challenge in building a MANET is
equipping each device to continuously maintain the
information required to properly route traffic. Such
networks may operate by themselves or may be
connected to the larger Internet. MANETSs are a kind
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of wireless ad hoc networks that usually has a
routable networking environment on top of a Link
Layer ad hoc network.

e  VANET -Vehicular Ad hoc Networks are used for
communication among vehicles and between
vehicles and roadside equipment

e IMANET-Internet based mobile ad hoc
networks are ad hoc networks that link mobile
nodes and fixed Internet-gateway nodes. In
such type of networks normal ad hoc routing
algorithms don't apply directly.

2. WSN-

A wireless sensor network (WSN)
consists of spatially distributed autonomous sensors
to monitor physical or environmental conditions,
such as temperature, sound, pressure, etc. and to
cooperatively pass their data through the network to
a main location. The more modern networks are bi-
directional, also enabling control of sensor activity.
The development of wireless sensor networks was
motivated by military applications such as battlefield
surveillance; today such networks are used in many
industrial and consumer applications, such as
industrial process monitoring and control, machine
health monitoring, and so on.

The WSN is built of "nodes" — from a
few to several hundreds or even thousands, where
each node is connected to one (or sometimes
several) sensors. Each such sensor network node has
typically several parts: a radio transceiver with an
internal antenna or connection to an external
antenna, a microcontroller, an electronic circuit for
interfacing with the sensors and an energy source.

3. WMN-

A wireless mesh network (WMN) is a
communications network made up of radio nodes
organized in a mesh topology. Wireless mesh
networks often consist of mesh clients, mesh routers
and gateways. The mesh clients are often laptops,
cell phones and other wireless devices while the
mesh routers forward traffic to and from the
gateways which may, but need not, connect to the
Internet. The coverage area of the radio nodes
working as a single network is sometimes called a
mesh cloud. Access to this mesh cloud is dependent
on the radio nodes working in harmony with each
other to create a radio network. A mesh network is
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reliable and offers redundancy. When one node can
no longer operate, the rest of the nodes can still
communicate with each other, directly or through
one or more intermediate nodes. Wireless mesh
networks can be implemented with various wireless
technology including 802.11, 802.15, 802.16, cellular
technologies or combinations of more than one type.
The solutions are as diverse as
communication needs, for example in difficult
environments such as emergency situations, tunnels,
oil rigs, battlefield surveillance, high speed mobile
video applications on board public transport or real
time racing car telemetry. An important possible
application for wireless mesh networks is VolP. By
using a Quality of Service scheme, the wireless mesh
may support local telephone calls to be routed
through the mesh.
I1lLA TAXONOMY OF VEHICULAR COMMUNICATION
SYSTEMS:-

1. Inter vehicle communication:-
communication take place between vehicle to
vehicle.

a) Single Hop :- SIVC systems are useful for
applications requiring short-range communications
(e.g., lane merging, automatic cruise control)

b) Multi Hop :- MIVC systems are more complex
than SIVCs but can also support applications that
require long-range communications (e.g., traffic
monitoring)

2.Hybrid vehicle communication:- HVC systems are
proposed for extending the range of RVC systems. In
HVC systems vehicles communicate with roadside
infrastructure even when they are not in direct
wireless range by using other vehicles as mobile
routers. An HVC system enables the same
applications as an RVC system with a larger
transmission range.

The main advantage is that it requires less
roadside infrastructure. However, one disadvantage
is that network connectivity may not be guaranteed
in scenarios with low vehicle density.
3.Road side vehicle communication :- RVC systems
assume that all communications take place between
roadside infrastructure (including roadside units
[RSUs]) and OBUs.
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c)Sparse Roadside vehicle communication:- capable
of providing communication services at hot spots. A
busy intersection scheduling its traffic light, a gas
station and prices, and parking availability at an
airport, are examples of applications requiring an
SRVC system.

d) Ubiquitous Roadside Vehicle communication:-
providing all roads with high-speed communication
would enable applications unavailable with any of
the other systems.

IV. VEHICLE-TO-VEHICLE VERSUS VEHICLE-TO/FROM-
INFRASTRUCTURE:-

Two types of DSRC devices are used
for communication in the VANET: an On-Board Unit
(OBU) and a Road-Side Unit (RSU). First, each vehicle
is equipped with an OBU which is a transceiver
mounted within a vehicle along with a computational
device. Each vehicle also has an omni-directional
antenna that the OBU uses to access the wireless
channel. Furthermore, each vehicle has sensors to
provide input to the OBU. The sensors record the
local conditions of the vehicle. Second, RSU are
stationary devices that are mounted road side. The
RSU is similar to an OBU in that it has a transceiver,
antenna, processor, and sensors. The RSU are
strategically placed along the road in order to
provide services to vehicles. For instance, a RSU may
be placed near an intersection to improve the flow of
traffic through that intersection and reduce
accidents. Also, a commercial entity can deploy a
RSU to provide value-added services to their
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customers. As an illustration, a gas station can use a
RSU to collect electronic payments from their
customers. The RSU may use either a directional
antenna or an omni-directional antenna depending
on the type of application provided by the RSU. A
directional antenna is beneficial when the signal only
needs to propagate in a specific direction. For
example, a distribution company could use a RSU for
access control at the gate of a warehouse. In doing
so, only pre-approved vehicles would be allowed
through the gate. Since the transmission is to a
specific location, in this case the gate, a directional
antenna is used. To conclude, a VANET is composed
of OBUs and RSUs.

Vehicular ad hoc networks are not
pure ad hoc networks. An infrastructure of RSU will
exist, which allows the VANET access an external
network such as the Internet. Also, a RSU can
communicate with another RSU through a wired
infrastructure, making the communication between
RSUs more reliable. To conclude, each RSU will
require a license to operate the unit at a specific
location and a specific frequency. The FCC requires a
license for each RSU to maintain the integrity of the
network and so that the services provided by
commercial entities does not detract from the
primary purpose of the network, thus ensuring
safety. If the FCC did not regulate the spectrum,
applications (such as multimedia services) would
hinder the safety applications.
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V.IEEE 802.11P STANDARD:-
IEEE 802.11p is an approved
amendment to the IEEE 802.11 standard to add
wireless access in vehicular environments (WAVE). It
defines enhancements to 802.11 (the basis of
products marketed as Wi-Fi) required to support
Intelligent Transportation Systems (ITS) applications.
This includes data exchange between high-speed
vehicles and between the vehicles and the roadside
infrastructure in the licensed ITS band of 5.9 GHz
(5.85-5.925 GHz). |EEE 1609 is a higher Ilayer
standard based on the IEEE 802.11p.
802.11p will be
groundwork for Dedicated

used as the
Short Range
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Communications (DSRC), a U.S. Department of
Transportation project based on the SO
Communications, Air-interface, Long and Medium
range (CALM) architecture standard looking at
vehicle-based communication networks, particularly
for applications such as toll collection, vehicle safety
services, and commerce transactions via cars. The
ultimate vision is a nationwide network that enables
communications between vehicles and roadside
access points or other vehicles. This work builds on
its predecessor ASTM E2213-03.
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VI. DEDICATED SHORT-RANGE COMMUNICATION:-

DSRC is meant to be a complement
to cellular communications by providing very high
data transfer rates in circumstances where
minimizing latency in the communication link and
isolating relatively small communication zones are
important. DSRC is also known as WAVE (Wireless
Access in Vehicular Environments). Furthermore, an
IEEE task group is currently working on the IEEE
802.11p standard for both the PHY layer and the
MAC layer of DSRC. The primary reason why the
MAC and PHY layers are being developed under
802.11 is to ensure that the standard remains stable
over time. One of the cited problems of the original
915 MHz DSRC is that few implementations
completely followed the standard. Instead, most of
the original DSRC implementations were based on
proprietary solutions. Realizing that proprietary
implementations were one of the main causes of 915
MHz DSRC’s lack of success, the new 5.9 GHz DSRC is
an open standard.
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The 5.9 GHz DSRC overcomes many
of the weaknesses associated with 915 MHz DSRC.
To begin, an increased amount of bandwidth is
available for 5.9 GHz DSRC. Also, the 5.9 GHz DSRC
spectrum is composed of seven channels of 10 MHz
each. One channel is reserved for the control
channel and six additional channels are service
channels. Whereas, 925 MHz DSRC standard only
supports the use of one or two channels. Next, 5.9
GHz DSRC supports high speed data transfers ranging
from 6 Mb/s to 27 Mb/s. Under certain
circumstances, the data rate can reach 54 Mb/s
when two service channels are combined to form
one 20 MHz channel. On the contrary, 915 MHz
DSRC supports a data rate of only 0.5 Mb/s. Also, the
transceivers used in vehicles required a reduced
transmit power compared to 915MHz DSRC. In
addition, the communication range is increased for
5.9 GHz DSRC. Transmission ranges of up to 1000 m
are supported by 5.9 GHz DSRC, but typically the
transmission range is shorter to promote greater
frequency reuse. The transmission range that is used
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is based on the type of application and the channel in use

TABLE I. Comparison of DSRC Technologies

902 - 928 MHz Band

5850 - 5925 MHz

Spectrum

Data Rate
Interference Potential
Coverage

Maximum Range
Minimum Separation
Channel Capacity

Downlink Power

Uplink Power

12 MHz

0.5 Mbps

High

One communication zone
300 ft

1500 ft

1 to 2 channels

Nominally less than 40 dBm|Nominally less than 33 dBm

Nominally less than 6 dBm

75 MHz

6 Mbps - 27 Mbps

Low

Overlapping communication zones
1000 m

50 ft

7 channels

Nominally less than 33dBm

A) Channel Assignment:-

Critical Safety High Power
of Life Control Channel Public Safety
Ch 172 Ch174 Ch 176 Ch178 Ch 180 Ch 182 Ch 184
o el e s s s ——
[ =] =0 = (=] = = =2 =
S 2 S & 2 & > S
w ("2 W W (") W ["1] ("2 ]
. Frequency (GHz) =
Service Channels Service Channels
e Channel 172 is reserved for medium power e Channel 178 is the control channel it support

safety applications.

e Channel 174 is reserved for medium power
applications that are shared by all.
e Channel 175 is a combination of channels 174 °

and 176.

e Channel 176 is reserved for medium power
applications that are shared by all. °
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all power levels, safety application broadcasts,
service announcements, and vehicle-to-vehicle
broadcasts messages.

Channel 180 is reserved for low power
configurations and provides little interference
when units are separated by 50 ft or more.
Channel 181 is a combination of channels 180
and 182.
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e Channel 182 is reserved for low power
configurations and provides little interference
when units are separated by 50 ft or more.

e Channel 184 is reserved for a high power
service channel that is used to coordinate
intersection applications.

B) Complementary Technologies:-

A number of additional technologies
will be used in DSRC, as a complement to 802.11P.
To begin, a digital map is required by each vehicle in
the VANET. A digital map enables the application of
an enhanced vehicle navigational system. Another
use of a digital map is for location-based routing. A
major challenge of DSRC is the dissemination of new
maps, such as when traveling to a city never visited
before or dissemination of an updated map when a
road is altered. A further requirement of DSRC is that
all vehicles must be able to determine their location.
Global Positioning Systems (GPS) provides a great
solution to the problem of determining a vehicle’s
location. The main drawback of GPS is the location
can only be determined when there is a clear path to
the satellite, which means that GPS will not work in
all situations (such as when vehicle pass through a
tunnel). Next, sensors are used to provide additional
input to the system. Both vehicles and RSUs (i.e.,
RSU are stationary devices that are mounted road
side that function similar to access point) are
equipped with sensors that monitor the local
conditions. To illustrate, sensors placed along the
roadway can detect conditions such as ice on the
road so that drivers are able to alter their driving. A
RSU receives input from the sensor that ice is on the
road and then transmits this information to the
vehicles in the location. Finally, another technology
that is sure to be initially included in DSRC is radar
because not all vehicles in the future are likely to be
DSRC enabled. A radar device is added to a RSU so
that it is able to detect vehicles lacking a DSRC
transceiver. The RSU can then relay location
information about a non-DSRC equipped vehicle to
the other vehicles in the VANET. Although the
802.11P protocol is the core component of the
system, a number of complementary technologies
will also find their way into DSRC.
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C) Control Channel Access:-

Channel 178 is reserved for the
control channel. The control channel is the most
important channel of DSRC, and the efficient use of
this channel is critical. Each OBU monitors the
control channel for both broadcast safety messages
and brief service channel announcements. The
control is monitored by each vehicle and RSU. Since
there is a limited amount of bandwidth available,
communication on the control channel is brief. The
FCC recommends that the control channel is used for
messages that take less than 200 ps to transmit. If
the communication last longer than 200 pus another
channel must be used. Vehicles must periodically
switch to the control channel to receive safety
messages. A requirement of DSRC is that all vehicles
must switch to the control channel every 100 ms and
remain on the channel for a minimum amount of
time. The purpose of vehicle switching to the control
channel every 100 ms is to allow the reception of the
safety broadcast from the surrounding vehicles. To
guarantee that safety messages are not sent before
the vehicles switch to the control channel, the time
that the vehicles switch to the channel must be
synchronized. One possible way to synchronize the
control channel access is with the time received from
a GPS unit. There are a number of proposals for the
DSRC standard as to how to best implement
synchronization with GPS for control channel access.

The control channel is also used for
service announcements. When a service discovered
is of interest to the OBU, it will switch from the
control channel to the service channel to use the
service. For instance, a RSU may provide the service
of a map update. An updated map is then
transferred to a vehicle. The OBU of a vehicle will
discover the map update and switch to a service
channel to begin the transfer of the new digital map.
If the transfer takes too long to complete, the vehicle
must switch to the control channel to receive safety
messages and then switch back to the service
channel to resume the file transfer. The control
channel coordination allows a vehicle to correctly
receive safety messages and also use the available
services in the network.
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VII. WAVE(Wireless  Access in Vehicular
Environments):-

WAVE standard component consist
of,
o P1609.1 Resource Manager:-
. describes key components of WAVE system
architecture and defines data flows and resources
. defines command message formats and data
storage formats
. specifies the types of devices that may by

supported by OBU
e  P1609.2 Security Services for Applications and
Management Messages
o defines secure message formats and
processing.
o circumstances for using secure message
exchanges.
e  P1609.3 Networking Services
o defines network and transport layer services,
including addressing and routing, in support of
secure WAVE data exchange
e defines WAVE Short Messages (WSM), providing
an efficient WAVE-specific alternative to IP that
can be directly supported by applications
e defines MIB for WAVE protocol stack
e  P1609.4 Multi-Channel Operations
° enhancements to 802.11 MAC to support
WAVE.

VIII. SECURITY AND PRIVACY:-

Securing  vehicle-to-vehicle and
vehicle-to-roadside communication is an
indispensable prerequisite for DSRC deployment and
real world use. The system must ensure that the
transmission comes from a trusted source, and that
the transmission has not been tampered with. For
example, with the Traffic Signal Violation Warning
application, the in-vehicle system will use
information communicated from the infrastructure
located at traffic signals to determine if a warning
should be given to the driver. An incorrect
transmission from a malfunctioning, invalid or
compromised unit might jeopardize the safety of the
vehicle and endanger others in the vicinity. Similarly,
future implementation of safety applications (such as
the Approaching Emergency Vehicle Warning
application) would be greatly compromised without
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assurance that transmissions are from an actual
emergency vehicle.

Privacy and anonymity are major
issues that also need to be addressed. Vehicle safety
communication applications broadcast messages
about a vehicles current location, speed and
heading. It is desirable that users have their privacy
in order to prevent their full identities from being
disclosed.

In this section, we first describe
potential attacks and security needs. We then
discuss approaches on threat mitigation in the
vehicular networks.

A) Potential Attacks:-

Due to the Ilarge number of
independent network members and the presence of
the human factor, it is highly probable that
misbehavior will arise in the future vehicular
networks.

Potential attacks of vehicular networks include:
¢ Bogus information:

Attackers send inaccurate information into
the network to affect the behavior of other drivers.
For example, an adversary may report false
information about other parts of the vehicular
networks (e.g., nonexistent traffic jams or accidents)
to divert traffic from a given road and thus free the
road for itself.

e Imposture:

Attackers pretend to be other vehicles by
using false identities. To illustrate, a vehicle may
pretend to be a police car or fire truck to issue
Emergency Vehicle Approaching Warning to free the
traffic.
¢ Denial of service:

Attackers may want to bring down the
vehicular network or even cause an accident.
Example attacks include channel jamming and
aggressive injection of dummy messages.

e Surveillance:

Vehicle Safety Communication technology
might lead to increased surveillance of drivers
engaging in everyday activities on the public roads.
Potential abuses of vehicle tracking systems are
rampant, including stalkers, terrorists, law
enforcement tracking, automatically issued speeding

&)
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tickets, or rental car agencies issuing fines for going
out of state.
¢ Replay legitimate messages:

A legitimate message may be intercepted
and replayed at a different time and/or at different
locations. For example, a vehicle may save a received
Emergency Vehicle Approaching Warning and replay
it later.

B) Security and Privacy Needs:-

In general, the vehicular network
traffic must be viewed as adversarial rather than
cooperative. In addition, it is essential to ensure
network robustness through security protocols that
work despite misbehaving participants. The future
vehicular networks must assure the following
properties:

e Anonymity:

the full identity of a vehicle sending each
packet/data should be kept private. The privacy
principles of ITS America include an Anonymity
Principle that states: “Where practicable, individuals
should have the ability to utilize Intelligent
Transportation Systems on an anonymous basis.”
This anonymity requirement is very important in
principle. People who are concerned about tracking
might disable their radio, impacting the safety and
other benefits. The system also needs to reassure
people that Big Brother is not in the passenger seat.
¢ Authenticity:

the system must assure that the packet/data
are generated by a trusted source. Privacy and
anonymity might be important for our social and
business well-being, but authenticity is essential for
survival.

e Integrity:

The system must assure that the packet/data
has not been tampered with or altered after it was
generated. Integrity is not concerned with the origin
of the data who created it, when, or how — but
whether it has been modified since its creation.

e Accountability:

The system must have the ability to attribute
actions to the entity that caused those actions, in
case of conflict.
¢ Revocation capability:
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The system must have the capability to
reject messages from known compromised units.
* Real-time constraints:

The security solution must still allow low
latency communication. Safety messages are very
much time-sensitive. Most safety applications
require latency less than 100 milliseconds.

IX.SECURITY ASPECTS:-
e  Long-lived IP addresses:-

Theory can be used as a tracking token.
However, the system is not designed for the handoff
of IP sessions from one RSU to another. So, long lived
IP sessions only happen when a vehicle is stationary.
All devices in the vehicular network will change their
IP address when an OBU moves from one RSU
communication zone to another. Therefore, it will be
similar to the wired Internet. As a consequence, a
vehicle is at less risk of being tracking.

e Random MAC addresses:-

In computer networking a Media Access
Control address (MAC address) is a unique identifier
attached to most forms of networking equipment.
On broadcast networks such as Ethernet and
Wireless LAN, the MAC address allows each host to
be uniquely identified and allows frames to be
marked for specific hosts. MAC addresses are
designed to be globally unique. However, it is
sufficient to be unique among immediate
communication neighboring hosts. To help facilitate
anonymity, random MAC addresses can be used to
avoid associating a particular vehicle with a
particular MAC address. In vehicular networks, the
immediate communication range is often within 300
meters, with a few hundred vehicles. With a very
large address space (246) and small groups, two
vehicles in the same group are very unlikely to
randomly pick the same MAC address at the same
time. To avoid being tracked, a vehicle will need to
change its MAC address very frequently, (e.g., in an
order to a few minutes or less).

e |EEE 1609.2 SECURITY:-

Digital signatures and public key
certificates are attached to safety messages for the
purpose of authentication and integrity, which also

&
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be used as tracking tokens. To help facilitate
anonymity, one proposal suggests vehicle based
units should be issued multiple digital certificates,
making identification or tracking of individual
vehicles more difficult. This scheme is mainly based
on digital signatures under the PKI (Public Key
Infrastructure). Under the PKI solution, each vehicle
will be assigned a set of public/private key pair. Each
message sent will contain a digital signature and a
A) The IEEE Std 1609.2 security services framework:-

corresponding certificate. Thus, the resulting
message might be three times the original message.
To ensure privacy, a vehicle will have to store a large
key/certificate set and frequently change keys. Each
certificate contains a unique identifier, but no
distinguishing information. According to the analysis
by Raya and Hubaux in , a vehicle should change its
anonymous key within an interval of around one
minute to avoid being tracked.

CA certificate cache —

DSRC/WAVE application \|
Encrypted recipients :} /

Security manager

r
Secured message |

(T) Protocol version

2) Message type
3 Plaintext/signed/encrypted message

[

=
; WAVE radio j>

*Assume that Alice is the sender and Bob is the receiver.

certificate store e CRL
Root certificate cache
Bob’s public ke '
PKB ! ELZ';?;; Signingkey/WAVE certificate
L : \&ﬁ\
A | i v P | O
{ Randomly chosen key ! i : P $
| k | |Message + || Hash (message) || | AT
I N o | | I S
| | I I 1 N
: : ' Sigska(hash(message)) '« | ¥
e B
Epxa(k) ,
Ex(message, Sigsga(hash(message)))
Secured
message
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The IEEE 1609.2 standard addresses the
issues of securing WAVE messages against

eavesdropping, spoofing, and other
attacks.
The components of the IEEE 1609.2

security infrastructure are shown in Fig.
and are based on industry standards for
public key cryptography, including support
for elliptic curve cryptography (ECC), WAVE
certificate formats, and hybrid encryption
methods.

IEEE 1609.2 does not define driver
identification and privacy protection where
the short-lived certificates are discarded
once after being used.

B) RSU-AIDED CERTIFICATE REVOCATION :-
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Whenever a certificate is revoked, the CA
will broadcast a certificate revocation
notification to all the RSUs.

Each RSU then checks the status of the
certificates contained in all the messages
broadcast by the passing vehicles.

If a certificate has been confirmed as
revoked, the RSU will broadcast a warning
message such that all other approaching
vehicles can update their CRLs and avoid
communicating with the compromised
vehicle.

warning message among vehicles can be
forwarded through IVC communications,
that is, forwarded by each vehicle, hop by
hop.
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a
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Certificate authority
(CA

i it

e e | =

e
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e [
.

Certificate revocation notification sent by CA

Revoked certificate warning sent by an RSU
802.11p

A revoked certificate holder

C) silent attack :-

compromised vehicle may
intentionally disable message broadcasting while it
passes through an RSU to avoid being detected. In
this case, whenever a vehicle passes through an RSU,
the vehicle asks the RSU to sign its certificate. The

X.BASIC CONFIGURATION:-

elSSN1303-5150

signature serves as evidence that can demonstrate
its authenticity and legitimacy to other vehicles. If a
vehicle discovers that a neighbor vehicle is using a
certificate that has not been verified by an RSU for
longer than a certain period of time, the
corresponding messages will be disregarded.
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X

800 to 900 MHz

and 909.75-921.75 MHz
5.850-5.925 GHz 1800 to 1900 MHz Toll & Parking
Multi-Application Cellular Phone Antenna oBU
Antenna (Add-on when
(360 deg horizontal pattern) needed)
5.850-5.925 GHz u\ Infrared
Multi-Application QBU
(:)BU ) — (Add-on when
(factory installation) = - needed for super

{connected to the in-vehicle

high data rates)
Data Bus)

Other ITS
Communications
Equipment

B87.5-107.9 MHz
FM sub carrier

1575.42 MHz
GPS Receiver

2322.5-2345 MHz
for Xm
Satellite Radio

Muitiple Bands
Two-way Radio

76-T7 GHz
Collision
Avoidance Radar

1800 to 1900 MHz \
2.5/3G PCS Phone Computer
(which is connected to the (factory installation)
in-vehicle Data Bus) (connected to the
in-vehicle Data Bus)

Interface Devices
(Built-in Display, Annunciator,
Microphone, Keypad, etc.
connected to the Computer,
which is connected to the
in-vehicle Data Bus)

. APPLICATIONS FOR VANETS:- *  Vehicle platooning
Public Safety Applications * Road conditions warning
Traffic Management Applications * Collision alert
Traffic Coordination and Assistance Applications * Stoplight assistant
Traveller Information Support Applications *  Emergency vehicle
Comfort Applications * Deceleration warning
Air pollution emission measurement and * Toll collection
reduction * Border clearance
Law enforcement * Adaptive cruise control
Broadband services *  Drive-through payment
A) Applications (details):- * Merge assistance

Congestion detection

Xlll. ROAD EMERGENCY RESPONSE UNDER SECURE VANET:-

elSSN1303-5150
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Communication technology

—E—

802.11p

(©))
Mesh router

© Left lane closed ahead due to accident.
You can take Exit 278 to avoid traffic jam.

()
f 5Mesh router

@ Left lane closed ahead due to accident.
Please prepare to change into the right lane.

(=)
f 6Mesh
router

@ Thereis an accident in m
area, which blocks the le
lane.

XIV. BOTTLENECKS IN DEPLOYMENT:-

* Unavailability of basic road side infrastructure.

* lack of coordination among manufacturing
giants.

e Security, the most challenging part and biggest
issue.

*  Privacy of vehicle.

XV. MANET VS VANET:-

e Both are collection of
cooperative mobile nodes.

* No central administration ,
communication.

* VANET is more structured but having highly
dynamic topology due to high speed of vehicles.

networked highly

wireless

elSSN1303-5150

* Resource , computation power and memory are
not a constraint unlike MANET.
e Large number of network nodes.

XVI. CONCLUSION:-

There are still many issues that must
be addressed before vehicular networks are
deployed. The standards for DSRC are still a work in
progress. Currently, groups such as Vehicle Safety
Communication Consortium are working on the
initial prototypes of DSRC. Also, the Crash Avoidance
Metrics Partnership (CAMP) is a group of automobile
manufacturers, including both GM and Ford, which is
currently working on the realization of the collision

YO
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avoidance components of DSRC. The CAMP
Intelligent Vehicle Initiative (IVI) is a research
program that brings together a number of
automobile manufacturers and suppliers to work
cooperatively with the US Department of
Transportation (US DOT). The CAMP IVI includes the
following four projects: Vehicle Safety
Communications Project, Forward Collision Warning
Requirements Project, Driver Workload Metrics
Project, and Enhanced Digital Maps Project.
Furthermore, I|EEE 802.11p standard is not vyet
complete for the physical layer and MAC layer of
DSRC. In the next few years, the standardization of
the various aspect of DSRC will come to a close.

The technologies used for vehicular
networks are still not mature and will probably not
be implemented in the immediate future. The
opportunities that a VANET presents are unlimited.

elSSN1303-5150

The future introduction vehicular networks offers a
tremendous opportunity to increase the safety of the
transportation system and reduce traffic fatalities.
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