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Abstract 
Even after considering the well-known applications, advantages, extensibility of cloud storage service, 
security, reliability and consistency of stored data was always major topic of discussion among users 
and the researchers. Multiple solutions including encryption or the secure connection for data transfer 
were introduced and are utilized by several system and services. Security issues during 
implementation of encryption algorithms and the threat of malicious users at cloud service provider 
level is responsible for exploiting data. D-HOM (Distributed - Hidden Ownership Mechanism) is multi-
layered secured distributed cloud storage service which allow user to split data in multiple clouds and 
replaced cloud storage file access methodology to hide data owner information may lead to virtually 
disappearing file identity to malicious users. D-HOM mainly deals with multiple file storage clouds to 
split the files in a way to recover data from other servers in case of failure of anyone. Along with 
maintaining the security, system aimed to prepare for better commercials values cloud storage are 
meant to be a commercial services. Proposed system addressed the said problem with novel solution 
named D-HOM. 
Keywords Cloud storage, D-HOM, Reliability 
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I. INTRODUCTION 
As almost every big organization having web 
identity and runs on hosting or cloud 
environment, the organizational information 
becomes important aspect. Even after clouds 
provides organizations a wide range of security 
services and system free from malicious 
software virus attacks, still the data is not safe 
from malicious users having administrative 
rights. One having super user rights can access 
the data from cloud storage with malicious 
purpose. After going through different solutions 
to reduce malicious user attack we found 
keeping the data out of user reach will make 
data more secure than by any other way, but we 
can’t forget the fact we have to keep the data 
somewhere hence the proposed system is 
designed by keeping these scenarios in 
consideration where we will distribute and 
secure the data at different cloud storage 
locations in order to hide original data directly 

from user. Here system will take smart decisions 
on the basis of user request and split the data 
after successful encryption in to different blocks 
and store it on the multiple cloud storages, now 
malicious user can access the data but of no use. 
Another point of consideration is the safety of 
data in case of critical condition. The proposed 
system is less with capability to recalculate the 
data from rest of the cloud storage if any one of 
the storage gets failure 
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Figure 1. Security Breaches 
 

Different mechanism including authentication-
using credentials, defining file ownership in 
order to restrict the file access, firewalls, 
encryption techniques are available to protect 
information. It is unfortunate that none of the 
stated method guaranteed the complete 
security of the data and even after providing 
high security the major threat to the data on 
public cloud is malicious user. Figure 1 states the 
same issue where user can encrypt the 
information over cloud in secure environment 
but at the same time these storage locations are 
always accessible to the malicious user who is 
part of the public cloud service provider 
infrastructure. This vulnerability is not easily 
traceable and no direct solution can be provided 
to this issue. D-HOM system mainly aims at 
hiding data and its ownership identity to make 
data inaccessible to malicious user, which leads 
to securing the confidential data. Basic idea is to 
split file F in multiple parts F1, F2 and F3 then 
encrypting it intoF1e, F2e and F3e respectively 
finally ‘PUSH’ it to public cloud storages. 

Almost in every well-known file storage 
server there is arrangement of separating the 
user files in user specific folder or directory 
which is normally named with user identification 
or user name. This makes folders vulnerable and 
searchable if hacker is looking for specific user’s 
files. Take an example of file storage server, file 
storage service has a user management by 
allocating different folders to every user, but 

which creates a biggest threat of user ownership 
identification where by looking at service 
configuration one can identify the owner of the 
files. Part of the proposed system is Hidden 
Ownership Mechanism .Here no entity including 
file storage service has information about files 
stored on the storage. It simply means system 
will store all users’ files on same drive or same 
folder with different names or naming 
ambiguity. Now this will protect owner identity 
and file access threats. However, for this we 
need to replace complete file storage service 
access on the entire cloud service provider. For 
the proof of concept, we have rebuild file 
storage service and tested it over private cloud 
environment. Now how it will work, first client 
will pass the file to file storage service along 
with some security key, file storage service will 
then rename the file with unique identification 
number or key which is generated from user key 
. Once this new renamed file stored on the 
storage owner identity will be lost, no system 
will be there to identify, which file contains what 
and who is the owner of the file. See how useful 
it will be if we split then hide the identity of file. 
Every time while reading or accessing the file or 
file parts system will Calculate or generate the 
original name of the file and access it. 

II. RELATED WORK 
Several researchers are working in the field of 
multi cloud security by providing various 
approaches in recent time. Major challenge for 
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customer in multi-cloud environment is proper 
selection of cloud service providers who will 
provide guaranteed service quality Nirnay 
Ghosh, Soumya Ghosh and Sajal das in [21] has 
provided new framework SelCSP for proper 
selection of cloud service providers using 
trustworthiness and competence. Their 
framework estimates risk, trust and reputation 
and calculates trustworthiness using personal 
experiences. Competence is accessed using 
transparency of SLA of service provider. This 
information is useful for selecting efficient 
service provider. 

In [22] authors have discussed energy-
efficient and fault tolerant data storage scheme 
for mobile cloud. Mobile cloud computing has a 
major challenge of running resource consuming 
mobile application which consumes more 
battery power. Authors have suggested 
approach called as K out of N computing in 
which mobile devices successfully store or 
process data even if k out of N remote servers is 
available. They have provided algorithm for 
estimation of communication cost in mobile 
cloud as well as fault-tolerant and energy- 
efficient process scheduling algorithm. They 
have tested performance evaluation using 
Mobile DFS. 

CHARM: Cost-efficient multi cloud data 
hosting scheme with high availability is 
discussed in [23] where proposed algorithm host 
data intelligently in multiple clouds u 
replication and erasure coding redundancy 
mechanism with high availability .Integrity of 
data is ensured while uploading and 
downloading multiple chunks using message 
digest createdfromMD5.Heuristicalgorithm 
assigns unique values to each of multiple clouds 
using availability, storage, bandwidth and 
operation pricing. Preference of cloud is chosen 
using this value. It saves approximates 20 % of 
cost. 

DEPSKY: Dependable and Secure Storage 
in a Cloud-of-Clouds is discussed in [24]where 
authors have implemented system which 
improves confidentiality, integrity and 
availability of data stored in multiple clouds 
using encryption, encoding and replication. Their 
system addresses loss of availability, loss of 
data, vendor-lock-in problem and loss of privacy. 

The system satisfies consistency professional 
storage property. Authors have specified that 
system requires double the cost to store data as 
compared to single cloud storage but it has 
overcome most of the limitations of single cloud 
system. 
In[25]storekeeper,privacy-preserving 
aggregation service for improving cloud storage 
security is explained. It allows file sharing on 
multi user and multi- cloud storage while 
maintaining confidentiality of data. Users did not 
share common clouds but they have control 
over their own cloud accounts. System 
performance over public cloud is shown. Even 
though system provides privacy preservation but 
it has dangling pointer, lost updates and free 
riding problems. 

RACS, Redundant Array of Cloud storage 
system [26] is a proxy, which transparently 
stores data across multiple clouds similar to 
RAID systems. This proxy is sitting between 
client application and set of N cloud storage 
accounts splitting data into m redundant data 
shares and stores them on multiple clouds. This 
system has provided solution for economic 
failure, which happens due to vendor lock-in 
problem but does not have implementation for 
integrity and confidentially of the data. 

HAIL system discussed in [27]  are more 
file integrity checking protocol that improves 
efficiency and security improvements on multi 
server applications. It is dependent on single 
trusted verifier and supports low overhead, 
static file protection, direct client-server 
communication but it does not support for 
confidentiality. 

In Hybris: Robust Hybrid Cloud Storage 
paper [28] authors presented robust cloud 
storage system by storing metadata on trusted 
private cloud and data on untrusted public 
cloud. It gives better system performance and 
less storage cost with provision of guaranteed 
consistency as compared to previous similar 
multi cloud systems. It is efficient, scalable and 
required only f+1 cloud during recovery as 
compared to 3f +1 clouds of other similar 
systems. but current version of hybris do not 
have front end client application and has 
metadata servers which are limited to only one 
location. 
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DROPS system discussed in 
[29] proposed secured and efficient multi cloud 
system by divisioning and replicating of data 
over multiple clouds. It divides data into 
multiple chunks and stored them on n cloud 
nodes which are separated from each other by 
specific distance using graph T-colouring .They 
have use controlled replication of data chunks 
where only 1 copy is replicated. They have 
compared their system with 10 other replication 
schema for various parameters like nodes, 
fragments and storing capacity and shown 
performance improvement. They have tested 
their system only on multiple nodes of single 
cloud hence it is not fully multi cloud storage 
system and major focus was on replication for 
recovery of data. 

Our research work will use work done 
recently by various researchers in multi-cloud 
environment to address recent issues in multi 
cloud storage security. 
 
 

III. MATERIAL AND METHODS 
D-HOM OVERVIEW 

Even though cloud paradigm is popular 
for low cost, scalability and security but at the 
same time, there are different threats and 
vulnerability existing for cloud user data. 
Malicious system administrator is most difficult 
entity to handle at public cloud storage The 
proposed system provides secure 
implementation of users data using encryption 
techniques on multiple cloud storages. System 
divides data into multiple fragments and 
distributes encrypted data in multiple cloud 
platforms. Since every cloud storage get only 
partial information hence system administrator 
attack is nullified The Meta data is situated on 
local application server thus providing strongest 
security and saves round trip time for searching 
metadata as compared to other similar systems. 
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Figure 2.System Architecture 

 
 
As describe in figure 2, our system allow users 

at SaaS level to securely authenticate, set up and 
configure different cloud servers in order to 
have multiple storage cloud access. We have 
developed API for file accessing in different 
clouds. Before putting files over cloud user 
needs encryption techniques and our system 
supports multiple symmetric encryption 
algorithms but AES is most secured and 
preferable. We have developed file 
management classes in native windows driver 
and web interface to upload and download files 
in cloud storage 

At the client end, client will first 
make a connection with authentication server 
before sending or receiving file data. Application 
layer will provide all required protocols to 
establish connection, secure handshaking and 
start transferring block of information over a 
secure established connection. 
 The DFS file system API provides all functions 
required for implementation of proposed 
features and functionality along with protocols 
for the distributed implementation of files over 
the local as well as global network. It makes the 
system more secure and flexible and makes the 
system robust. 

The distributed file structures along 
with the methods has been implemented to 
make the connection between distributed file 

environments. Application interface with 
reusable application packages are implemented 
over the next layer of system development. The 
independent reusable packages are designed 
and developed to satisfy the need of real time 
deployment of the system. The package has the 
different modules stated below, 
 
1. Encryption/Decryption Module: This 
package provides functions required to encrypt 
or decrypt file along with key generation 
methods. List of developed packages: 
 

a. KeyGen(keysize,Type): 
Parameterized function that 
used to generate a key to represent 
a file which is used while 
writing/reading a file in or out from 
the server. 

b. EncMethod(mode): Parameterized 
function that used to provide 
encryption method while uploading 
a file into the cloud where mode 
parameter is used to select the 
type of encryption. 

c. Enc(Infile, Outfile, key) : 
Parameterized function that used 
to generate a encrypted file of the 
original file by providing the 
identifier for input and output file 
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along with the key received from 
key generation function. This 
function returns a encrypted file. 

d. Dec(Infile, Outfile, key): 
Parameterized function that used 
to generate a decrypted version of 
the encrypted file by providing the 
identifier for input and output file 
along with the key received from 
client. This function returns original 
file. 

e. Header Deletion (Boolean): In order 
to make the file unreadable using 
supportable software this 
parameterized function used to 
remove the metadata headers of 
the files. 

 
2. De-Construction Module: This reusable 
package provides a set of function to split file 
into multiple chunks and again merge file into 
single file. List of developed packages: 

a. Set_file_count(n):This function defines a 
number of parts in which user wants to 
splits the file. 

b. Set_Mode(Mode):This function allow 
user to define the splitting mode like 
binary splitting or ASCII splitting 
methods. 

c. Split_File(Infile): This method used to 
split the input file into ‘n’ number of part 
defined using Set_File_Count’ function 
and generate multiple files as a output. 

d. Merge_file(FirstNameArray): This 
function use to merge all given files into 
single file. Method accepts the filename 
array as an input. 
 File Transfer module: It is a set of 
functions required to make a connection 
to the server. List of developed package: 

e. SetIP(): It is a function that used to set IP 
for establishment of connection with 
server. 

f. SetPort():It is a function that used to set 
PORT for establishment of connection 
with server. 

g. Set_Transfer_Mode():It is a function that 
used to set data transfer mode for 
connection with server. 

h. Send_File_Chunk(Byte): It is a function 
that used to send file block of 
information over a established 
connection with server. 

i. Rec_File_Chunk(Byte) : It is a function 
that used to receive file block of 
information over a established 
connection with server. 

j. Connect() : It is a function that used for 
connection handshake required for 
establishment of connection with server. 

k. Disconnect() : It is a function that used 
for disconnection socket with server. 

l. Transfer() : It is a function that used to 
start sending file block of information 
over a established connection with 
server. 

m. Transfer_Status() : It is a function that 
used to get acknowledgement of send file 
block of information over a established 
connection with server. 

 Network layer consists of various protocols that are 
required and implemented during the creation of 
secure connection with global cloud provider that 
will used to store and secure file into the cloud. 

The last layer entity that we have considered for 
our implementation are the vendor clouds; they 
are the current market vendor’s which are 
available to provide cloud services. 

 

IV. SYSTEM IMPLEMENTATION 
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Figure 3. Upload / Write Process 
Upload Process: 

As shown in figure 3, a client first upload source file (F) along with user defined encryption key 
(k). Key generation function which helps to encrypt the file and generate the (Fk)e. Once the 
encrypted file is generated (Fk)eget splits into the‘n’number of parts (Fk)e[0], (Fk)e[1] and 
(Fk)e[2]where n is provided by user while writing the file into the application server. The application 
server may be a local server or a public cloud server. We have considered it as local one. Local server 
(A) store (Fk)e[0] part at defined storage space which is first part of the complete file and this saves 
cost for one public cloud required for complete system. Then it try to connect configured public cloud 
servers (B) and (C) and upload the files (Fk)e[1] and (Fk)e[2]respectively to servers using cloud specific 
file uploading classes of methods. This mechanism prevents file from the malicious server 
administrator or user. The complete process has two important functionality where first is encryption 
and second is splitting. Encryption and splitting can be scheduled and rearranged according to the user 
need. 
Algorithm: Upload/Write File  

1. Inputfile (F)�Fp 

2. Key(k) 

3. Enc(F,k)�(Fk)e 

4. Varsz=3 

5. For(i=0to ‘n’) 

6. ((Fk)e).GetByte(len(F)/sz);�(Fk) e[i] 

7. Sz=sz-1; 

8. Next 

9. For(i=0to ‘n’) 

10. Connect.Server[i]�Conn 

11. Conn.Upload((Fk)e[i]) 

ApplicationServer 

StoredonL

ocal 

FtpServer 

Connecttoft

pand 

Upload 

Connecttoft

pand 

Upload 

Client 

Split

File 

Upload

File 

340



NeuroQuantology| June 2021 | Volume 19 | Issue 6 | Page 334-347| doi: 10.48047/nq.2021.19.6.NQ21106 
Dr. Manoj V. Bramhe et al/ D-HOM: A Novel Approach Towards Multilayer Security for Cloud Storage Services 

eISSN1303-5150                                                                                                                               www.neuroquantology.com                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               
                                                                                                                                   

  

12. Next 

13. IndexTBL�Entry(OriginalFL) 

14. Close. 

 
Download Process:  

  
A client initialize the request for getting the desired file by selecting the file name from file 

listing table so that system can get the metadata about server connection details and then connect to 
the server to get all the parts of file for merging. First system get the file name from user to download 
and merge (F) and get the key associated with file encryption along with “one time request key” 
received after submitting the file read request by user to a system. The client authentication is done 
by evaluating the key and one time request key provided on its registered mobile number provided 
during the download phase of the application. This provides two-factor authentication to the system. 
After successful authentication, system allow user to select the file to download (F) and key (k). 
System get the server connection details for specified file name from metadata server. After 
connecting to the server it download the chunks in temporary directory in order to merge file parts 
(Fk)e[0], (Fk)e[1] and (Fk)e[2] to single file. System create a blank file to merge all parts in to single file 
Fp then it writes first part in to Fp and append rest of the parts in to Fp. After merging all parts in to 
single file, system decrypt file with provided key(k) and generate the original file and finally set the 
original file for downloading to the client machine and after successful download system delete all 
parts, merged file and decrypted file from temporary directory for security reason. 
 
Algorithm: Read /Download file  

1. Inputfile(F) 

2. Key(k) 

3. For(i=0to ‘n’) 

4. Connect.Server[i]�Conn 

5. F[i]�Conn.Download((Fk)e[i]) 

6. Next 

7. CreateFile(Fp,TempDir/(getGUID 
))�F[0] 

8. Fp.AppendFile(F[1]) 

9. Fp.AppendFile(F[2]) 

10. Dec(Fp,k)�OriFileName 

11. Download(OriFileName) 

12. Close Fp 
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Figure 4. Download / Read Process 

 
Figure 4 shows visualization of the complete 
process which we have just described. The file 
has three parts that is requested by the user. 
They are Part A, B, and C respectively. The Part 
A is available with the localhost and rest of the 
parts B and C is residing on the public cloud. All 
the parts required are searched from local as 
well as public cloud available with the system 
and call to merger and decryption module is 
made for downloading a requested file. 

 

V. RESULTS AND DISCUSSION 
We have implemented our system 

usingasp.net framework and tested it in cloud 
environment. We have used server with Xeon E3 
processor having 4 CPU cores @ 3,1GZ, 4GB 
memory, 2 TB storage. 
 

The various graphs shows the time 
taken by a file to be uploaded to or downloaded 
from global clouds. The graph shows the time 
taken by available cloud vendors considered 
while implementation of our system. 
Amazon web services, Azure, Go Daddy and 
Distributed hidden ownership mechanism 

models are compared over the chunk of 
information. 
In order to perform experiments we have 
considered different file size sample space, 
which are ranging from 1MB, 2MB, 5MB, 10MB 
and 50MB. 
The network used is with the parameters on 
high priority while performing the testing as only 
these files are uploading or downloading while 
performing this experiment on the various set. 
 The high speed internet at 512 KB/s is used 
having high network priority with no traffic is 
considered to get results. Since we are working 
in distributed environment, various network 
parameters affect transfer process like 
connection time, handshake time, transfer time 
and network load time. Total time required to 
process data in distributed network 
environment is total of the all above times. 

We have made comparison of our 
system, distributed hidden ownership 
mechanism (D-HOM) in two different ways. 
Firstly, we compared our proposed model with 
various cloud vendors as mentioned in following 
graphs and then we have made comparison of 
progression time with three other similar 
systems as DepSky, Hybris and Tahoe-LAFS. 

The comparative analysis concludes that 
our model i.e., distributed hidden ownership 
mechanism provides better results in 
comparison with others public cloud 
environment over the parameters considered 
for experiments. 
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Figure (5.1): Upload & Download Compare– 1MB File  Figure (5.2): Upload & Download Compare – 2MB File 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure (5.3): Upload & Download Compare– 10MB File 
 Figure (5.4): Upload & Download Compare– 50MB File 
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Figure 6.Comparative Analysis of various systems over time period 
 

Figure 7.Progression Analysis of various systems 
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The graph shown in figure 6 gives candlestick 
comparison between various systems compared 
for evaluation i.e DepSky, Hybris, Tahoe- LAFS 
and D-HOM. These models are compared over 
the chunk of information parameterized on 
time. 
The plotted graph provides results on the min 
time, max time, normal low time and normal 
high time as parameters. 
The results shows that DepSky, Hybris, Tahoe-
LAFS and D-HOM, distributed hidden ownership 
mechanism model has a result of box plot 
ranging from 9 sec to 10 sec, 9.5 sec 
to10sec,10sec to 12.25sec, 8.75 sec to 10 sec 
respectively and it is clear that Hybris and our 
system D- HOM has best outcome in the 
considered class. 

The results in figure 7shows the 
progression analysis of DepSky, Hybris, Tahoe-
LAFS and D-HOM over a period in seconds. The 
results are plotted over a 2D space with 
progression in percentage and time in seconds. 
The sample space generated the results over the 
progression of 10 % along with the frequency of 
time in every second. 

The result shows that almost all the 
considered techniques converge on the initial 10 
% of progression as well asmid-
termprogressioni.e,50to60 
% progression of sample space. 
As the percentage of progression goes on 
increasing, the variation in the resulting sample 
space is observed. 
After completion of 100% progression, the 
results are for DepSky, Hybris, Tahoe-LAFS and 
D-HOM over a period in seconds are 6 sec, 7 sec, 
7 sec, 5 sec respectively. 
The concluding remark on completion of the 
100% progression is our implemented technique 
i.e. Distributed Hidden Ownership Mechanism 
model gives better result over the compared 
class of methods. 
VI CONCLUSION 
In our proposed system, we have analyzed 
different aspects of cloud computing and 
different file storage mechanism including local 

and distributed file system. Across the 
development, we studied different available 
solutions and tried to find out what parameters 
can be considered and re-designed to enhance 
the performance or minimize the cost factor. 
We carried out the     development of D-HOM 
(Distributed Hidden Ownership Mechanism) 
system, which will enhance the file security by 
encrypting, and distributing the file parts over 
multiple clouds and re-join when accessing the 
file. With simulation and implementation, we 
generated the performance result and resulting 
parameters are enhanced. We found that our 
system performs better on the basis of cost, 
security and resource dependency. We have 
proposed hiding ownership 
information through our novel index table. 
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