
NeuroQuantology | August 2017 | Volume 15 | Issue 3 |Page 223-264| doi: 10.48047/nq.2017.15.3.1059 

Vaghani Divyeshkumar et al/ SECURE WIRELESS NETWORKS: CRYPTOGRAPHIC DATA ENGINEERING FOR NEXT GEN APPLICATIONS 

 

             eISSN1303-5150                                                                                                                                                 www.neuroquantology.com                                                  

 

SECURE WIRELESS NETWORKS: 

CRYPTOGRAPHIC DATA ENGINEERING FOR 

NEXT GEN APPLICATIONS 
 

Vaghani Divyeshkumar 

Government engineering college, rajkot 

divyeshvaghani96@gmail.com 

 

Chiyars Malhotra 

Government engineering college, rajkot 

chiyarssocial0321@gmail.com 

 

 

Paper Received: 19 February 2017; Accepted: 21 March 2017 

 

Abstract 

Wireless networks play a pivotal role in various critical fields, including military, security, healthcare, and 

manufacturing, yet they remain vulnerable to eavesdropping and impersonation due to their open signal 

transmission. This research explores the essential security needs of wireless communication, focusing on 

two primary aspects: maintaining information privacy (confidentiality) and verifying identities 

(authentication). The study traces the evolution of data security from historical methods, such as the 

Enigma machine used by the German army in World War II, to contemporary cryptographic techniques. 

We emphasize that confidentiality prevents unauthorized access to sensitive messages, while 

authentication ensures that recipients can verify the sender's identity, thus thwarting potential attacks. 

Furthermore, we investigate modern encryption methods, including the XOR method, and highlight the 

importance of secure key management to enhance data protection. By understanding both the 

strengths and vulnerabilities of current security systems, this research aims to contribute to the ongoing 

discourse on improving wireless network security, ensuring that data remains protected against 

emerging threats. 
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I. INTRODUCTION 

Wireless networks can be used in many 

important fields like the military, security, 

healthcare, the environment, farming, and 

manufacturing (Du& Chen, 2008). Wireless 

communication networks are easy to eavesdrop 

on and trick because they send signals out 

openly. In wireless communication networks, 

there are two main security needs to protect 

against threats: keeping information private 

(confidentiality) and verifying identities 

(authentication). Confidentiality keeps snoopers 

from reading secret messages. Authentication 

ensures that the people receiving a message 

can verify where it came from, and it prevents 
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any attackers from pretending to be the sender 

(Liu et al., 2016). 

Data security started long before wireless 

communication because people needed to send 

information (during wars and peacetime) 

without letting others see it. The first and most 

famous machine, called Enigma, was used by 

the German army in World War II to code their 

messages. The machine was like a basic 

typewriter but had a part that mixed up the 

messages to make them hard to understand (Al 

Tamimi, 2006). Since then, many ways to deal 

with security threats have been created, but 

most have been dropped or replaced with 

better options. These changes made security a 

constant important topic. 

If data is not safe, many people could lose their 

personal information. When someone gets 

access to our phone, they will first look for our 

important information. If this information is not 

protected, some of it could be exposed. These 

days, people want to keep their data on their 

mobile devices, but they do not feel very safe 

doing it because they are worried their data 

might get stolen. To help users feel safe, their 

data should be protected so they do not worry 

about saving it on their phones (Agrawal & 

Deshmukh, 2014). 

A network security system usually uses several 

layers of protection. It includes different parts, 

like software that monitors and secures the 

network, as well as hardware devices. All parts 

work together to make the computer network 

safer. Data can be kept safe using a method 

called cryptography. In simple words, we can 

say that cryptography is a new technology that 

is important for keeping networks safe (Bellare 

et al., 2005). 

Cryptography is the practice of making codes 

and using smart methods to keep information 

safe and private. A good encryption method 

should keep data safe from people who should 

not see it and only allow the right user to access 

it. It should also stop anyone who is not allowed 

to make any changes to the data (Mathur, 

2012). Modern cryptography combines math, 

computer science, and electrical engineering. 

Cryptography is used in things like ATM cards, 

computer passwords, and online shopping. The 

creation of the World Wide Web led many 

people to use cryptography for online shopping 

and business (Menezes, 2008). 

By using various ways to scramble data, the 

information can be stored in a completely 

different format from the original. This makes it 

hard for someone trying to steal the data to get 

back the original information. The secret key 

should be created randomly, and it should not 

be the same as other keys very often. The 

coded message (cipher text) made from this key 

should also be random and not repeated. This 

way, the data will be safe, and it will be less 

likely to find patterns in the encrypted 

information. Decryption is the way to change 

coded text back into regular text using a secret 

key. The coded text and the key are the inputs, 

and the regular text is the output (Mathur, 

2012). The decryption process lets users see the 

original data, and they can also encrypt it again 

after looking at it. To lock or unlock 

information, a special key is passed between 

the person sending it and the person getting it. 

The user can choose the secret key, or it can be 

created automatically. It is important to keep it 

safe. If a different secret key is used when 

encrypting at each step, then each time, you 

will get a different encrypted message, which 

helps keep the data safe. 

The difficult problem is figuring out how to 

share encrypted data safely. Using a strong and 

secret key to encrypt messages, which only the 

sender and receiver know, is very important for 

keeping a wireless network secure. It is very 

hard to safely share keys between the sender 

and receiver in a network with limited 

resources. Users should encrypt their data 

before sending it to a remote cloud storage 

service. This way, the data stays secure and 

private, ensuring that the cloud service 

providers cannot read it. When users want to 

search for something in their data, the cloud 

system can help without knowing what the 

specific encrypted information is about. This 

paper looks at how to secure networks through 

cryptographic data engineering. 

II. RELATED WORK 
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Many studies and uses have been developed to 

keep secret information safe so that it is hard 

for someone trying to access it to reveal the 

data. Encryption is a way to protect data. It 

should be done on servers because mobile 

devices are not very powerful. If we try to do it 

on phones, it could drain the battery and slow 

down performance (Chen & Ku, 2009). If we do 

encryption and decryption inside the app, it will 

take longer to run and use more battery. When 

encrypting data, it is important to keep the 

secret key safe so that the information cannot 

be easily read. The user can also pick and use 

their own secret key (Mathur, 2012). Instead of 

asking the user for the key, we could figure it 

out automatically from the input. We created a 

secret key from the original text. If we store the 

coded text in one way, it will keep the data 

safer. Each time we encrypt the data, a 

different secret key will be made, resulting in 

different coded text. This way, it will be hard to 

notice any patterns. A secret key can be picked 

using a random number generator (Chen & Ku, 

2009). We used this random number generator 

to find where the text goes. Once the positions 

are found, the matching characters are picked 

and joined together to form a string. This way, 

the key created comes from the input. Using a 

Random Number Generator makes it harder to 

break codes (Arya et al., 2013). Every time we 

use a random function to create a secret key, 

the chance of getting the same key again is very 

low. This is because the secret key is made from 

the ASCII values of user data. If the data is 

longer, the chance of repeating the key is even 

lower, which means we get a unique secret key 

every time. Instead of using the text directly, we 

can use the ASCII values of the letters (Mathur, 

2012). This means that the amount of data we 

give will always be more than what we provide. 

Since ASCII values can have either 2 or 3 digits, 

it would be hard for the enemy to tell which 

character is which. This is because some 

numbers in the text could be two digits or three 

digits, and they would be mixed up in a 

different way. Using the XOR method to encrypt 

data is a safe way to protect information (Sahu 

et al., 2012; Chen & Ku, 2009). We are using this 

as the last step to secure the data. Sending data 

using TCP/IP is a safe method because the 

server always responds when it receives the 

information it needs. This acknowledgment is 

useful for users because they expect to receive 

a coded message from the server that is saved 

in the app. Data is usually divided into small 

pieces, which travel along different paths, but 

they all end up in the same place (Rouse, 2008). 

When learning about ways to keep information 

safe, it is also important to study how to break 

those safety methods. This helps us understand 

how weak our security systems are and how we 

can make them better (Forouzan & 

Mukhopadhyay, 2012). A Brute Force attack 

would be very difficult because the attacker has 

to try every possible key, and the secret key is 

long. This would take a lot of time to find the 

right key. Also, each time data is encrypted, the 

secret key and the coded text replace the old 

ones. A Pattern Attack is hard to do because 

whenever data is locked away (encrypted), a 

new random secret key is created each time. 

This means the new coded message (cipher 

text) is not connected to the ones that came 

before it. It would be really hard to see a 

pattern in the coded message. 

2.1 Wireless Network Security 

Wireless security means protecting computers 

connected to wireless networks from being 

accessed or harmed by people who are not 

allowed to do so. The two most common types 

of wireless security are WEP and WPA. WEP is 

known to be a very weak security system. The 

password can usually be broken in just a few 

minutes using a regular laptop and common 

software tools. WAP security mainly comes 

from Wireless Transport Layer Security (WTLS). 

This helps keep information safe between a 

mobile device and the WAP gateway that 

connects to the internet. There are a few ways 

to ensure security from beginning to end in 

WAP. One common method is that the mobile 

device uses TLS on top of TCP/IP, and the 

wireless network can send IP packets. The WAP 

architecture is created to address two main 

challenges of using the web on mobile devices: 

the small screens and limited ways to input 
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information, as well as the slow data speeds of 

wireless networks. Two key ideas in WTLS are 

the secure session and the secure connection. 

These terms are explained in the specification 

as: 

1. Safe connection: A connection is a way 

to send information that offers the right 

type of service. For SSL, these 

connections are direct links between 

two parties. The connections are 

temporary. Each connection is linked to 

one session. Between any two parties, 

like a client and server using HTTP, 

there can be several secure 

connections. In theory, there could be 

several meetings happening at the 

same time between people, but in 

reality, this doesn't happen. 

2. Secure session: An SSL session is a 

connection between a client and a 

server. Sessions are made by the 

Handshake Protocol. Sessions set up a 

group of security rules that can be used 

by several connections. Sessions help 

save time and effort by not having to 

negotiate new security details for every 

single connection. Each session has 

several states linked to it. Once a 

session starts, there is a way to read 

and write data (that means to receive 

and send information). Also, during the 

Handshake Protocol, some read-and-

write states are set up. When the 

Handshake Protocol is successfully 

finished, the waiting states change to 

the current states. 

2.2 Data Encryption: Symmetric and 

Asymmetric Encryption 

To safely send information between two points, 

the system has to scramble the data so that it 

can't be understood without a special code. This 

process measures how strong the security 

system is. The more difficult it is to decode the 

encrypted message, the safer the system is. 

Figure 1 shows how encryption and decryption 

work. First, regular messages (called plain text) 

are turned into a secret code using a special 

method. Then, these coded messages are sent 

over the network and can be changed back into 

regular messages at the other end. 

 
Figure 1: Data Encryption and Decryption 

Data encryption methods are mainly divided 

into two types based on the security keys used 

to lock and unlock the protected data. There 

are two types of encryption methods: 

Asymmetric and Symmetric. 

Symmetric Encryption 

In this kind of encryption, the person sending 

the message and the person receiving it both 

know a special secret key. Then, they use this 

special key to code and decode the messages 

they send. Figure 2 explains how symmetric 

cryptography works. Nodes A and B first need 

to decide on the method they will use to 

encrypt and decrypt the data they send to each 

other. Then, they decide on the secret key that 

they will both use for this connection. After the 

encryption is set up, node A begins to send its 

data in a coded form using a shared key. On the 

other side, node B uses the same key to decode 

the messages.  



NeuroQuantology | August 2017 | Volume 15 | Issue 3 |Page 223-264| doi: 10.48047/nq.2017.15.3.1059 

Vaghani Divyeshkumar et al/ SECURE WIRELESS NETWORKS: CRYPTOGRAPHIC DATA ENGINEERING FOR NEXT GEN APPLICATIONS 

 

             eISSN1303-5150                                                                                                                                                 www.neuroquantology.com                                                  

 

 
Figure2: Symmetric Encryption 

The biggest worry with symmetric encryption is 

figuring out how to safely share the secret key 

between the two people. If the key is revealed 

for any reason, the entire system fails. 

Managing keys for this type of encryption can 

be difficult. If each connection between two 

users has its own unique secret key, then for n 

users, you would need to save and handle a lot 

of keys—specifically, n(n-1)/2 keys. 

Today, people use secret key encryption 

methods like: 

• Data Encryption Standard (DES): DES is 

a method for securing data that uses a 

56-bit key and works with blocks of 

data that are 64 bits long. The DES 

algorithm, explained by Davis (1978), 

takes a set length of ordinary text bits 

and changes them through many 

complex steps into coded text bits of 

the same length. 3DES (Triple DES) 

(NIST, 2004) is an improved version of 

DES. It uses a block size of 64 bits and a 

key size of 192 bits. This standard uses 

the same encryption method as the 

original DES, but it applies it three times 

to make the encryption stronger and 

keep the data safe for a longer time. 

• Advanced Encryption Standard (AES): 

AEC is a method used to protect 

information. It was created to be better 

than an older method called DES, and it 

is now used in many businesses. It uses 

blocks that are 128 bits long and keys 

that can be 128, 192, or 256 bits. The 

number of times the cipher goes 

through its process depends on how 

long the key is. There are ten rounds for 

a 128-bit key. Unlike the older DES, AES 

does not use a Feistel network. Feistel 

networks don't encrypt the whole block 

at once. For example, in DES, they 

encrypt 32 bits in each round instead of 

the full 64 bits. AES encrypts all 128 bits 

at once in one go. 

• Blowfish: Blowfish is a type of 

encryption method created by Bruce 

Schneier (1993). It works with blocks of 

64 bits of data and is designed to be 

fast, especially on 32-bit computers that 

handle a lot of information at once. It is 

much quicker than another method 

called DES when used on certain types 

of computers like Pentium or PowerPC. 

Key lengths can range from 32 to 448 

bits. Blowfish is a free tool that can be 

used instead of DES or IDEA, and it is 

used in many products. It is a 16-round 

Feistel cipher that uses large S-boxes 

that depend on the key. The S-boxes 

take in 8 bits of data and give out 32 

bits of data. In each round, one part of 

the P-array is used. After the last round, 

each half of the data block is combined 
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with one of the two P-array parts that 

were not used. 

• Twofish (Bruce, 2005): It works by 

taking blocks of 128 bits and can use 

keys that are 128, 192, or 256 bits long. 

Made to be very safe and adaptable, 

this is good for big microprocessors, 8-

bit smart card microprocessors, and 

special hardware. Created by a team led 

by Bruce Schneier, this was one of the 

algorithms considered in the second 

round of the AES selection process. 

Twofish has unique traits, like using 

special S-boxes that depend on a pre-

calculated key and a rather complicated 

way of arranging the keys. One part of 

the n-bit key is used for encryption, and 

the other part changes how the 

encryption works (key-dependent 

Sboxes). Twofish takes some ideas from 

other designs, like the pseudo-

Hadamard transform (PHT) used in the 

SAFER family of ciphers. Twofish has a 

design similar to DES, which is called a 

Feistel structure. 

• Camellia (Mitsuru & Toshio, 2000): A 

special type of encryption method 

created together by Nippon Telegraph 

and Telephone (NTT) Corp in the year 

2000. It uses a secret key and works by 

dividing data into blocks. Mitsubishi 

Electric Corporation (MEC) was founded 

in 2000. C shares some features with 

AES: it uses a 128-bit block size, 

supports key lengths of 128, 192, and 

256 bits, and works well in both 

software and hardware on regular 32-

bit processors as well as smaller 8-bit 

processors like smart cards and other 

special devices. Camellia is a type of 

encryption method called a Feistel 

cipher. It can have 18 steps when using 

128-bit keys or 24 steps when using 192 

or 256-bit keys. Every six rounds, a 

logical change is made: this is called the 

"FL function" or its opposite. Camellia 

uses four boxes that are 8 x 8 bits each, 

along with math and logical operations, 

to change the input and output. The 

cipher also uses special keys to change 

the input and output. The diffusion 

layer uses a simple change based on a 

matrix with five branches. 

• KASUMI (Mitsuru & Toshio, 2000): 

KASUMI is a type of encryption that 

uses a 128-bit key and works with 64-

bit blocks. It is part of the Third-

Generation Partnership Project (3gpp), 

which used to be called the Universal 

Mobile Telecommunications System 

(UMTS). KASUMI is a method used to 

keep messages and signaling data safe 

and secure in new mobile 

communication systems. KASUMI is 

used in the A5/3 keystream generator 

and in GPRS in the GEA3 keystream 

generator. In 2010, Dunkelman, Keller, 

and Shamir shared a new way for 

someone with bad intentions to get the 

complete A5/3 key using a method 

called a related-key attack (Dunkelman 

et al., 2010). KASUMI is based on a 

system that repeats the same process 

eight times in a special way. The round 

functions in the main Feistel network 

are one-way transformations similar to 

those in a Feistel network. In each 

round, the round function uses a special 

key made up of eight small keys. These 

small keys are created from the original 

128-bit key using a set method. 

Asymmetric Encryption  

Asymmetric encryption is a type of encryption 

that uses two keys. To clarify, only Key1 can 

lock something, and only Key2 can unlock it. 

The same goes the other way around. It is also 

called Public Key Cryptography (PKC) because 

people use two keys: a public key that everyone 

can see and a private key that only the user 

knows. Figure 3 below shows how the two keys 

are used between point A and point B. After 

deciding on the kind of encryption to use, node 

B sends its public key to node A. Node A uses 

the public key it has to secure its messages. 

When the secret messages come in, node B 

uses its special key to open them.  
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Figure3: Asymmetric Encryption 

This ability solves the issue of handling secret 

keys in symmetric encryption. However, this 

special aspect of public key encryption makes it 

easier for attackers to target. Also, asymmetric 

encryption methods are nearly 1000 times 

slower than symmetric ones because they need 

more computer power to work. 

To enjoy the advantages of both ways, people 

often use a mix of the two methods. In this 

method, a special kind of encryption called 

asymmetric encryption is used to share a secret 

key. After that, regular encryption, called 

symmetric encryption, is used to send data 

between the sender and the receiver. 

Today, we use public-key cryptography 

methods for sharing keys or creating digital 

signatures, including: 

 

RSA 

The first and still most popular way to use 

public key cryptography was created by three 

mathematicians from MIT: Ronald Rivest, Adi 

Shamir, and Leonard Adleman (Rivest, et al., 

1978). RSA is used in many software programs 

today. It can help with sharing keys, signing 

documents, or encrypting small pieces of 

information. RSA uses an encryption block and a 

key that can be of different sizes. A key pair 

comes from a big number, n, which is made by 

multiplying two special prime numbers. These 

prime numbers can each be 100 digits or more 

long, making n have about twice as many digits 

as the two primes. RSA has three steps: making 

keys, locking information, and unlocking 

information. 

Key Creation Stage 

The receiver creates a pair of keys: one that is 

public and one that is private. Here is how the 

algorithm works: 

1. Choose two different prime numbers, p 

and q. 

2. Find n by multiplying p and q.     

3. Find f(n) by calculating (p - 1) times (q - 

1). 

4. Choose a whole number e so that the 

greatest common divisor of f(n) and e is 

1; also, make sure that e is greater than 

one and less than f(n). 

5. Find the value of d such that d is 

congruent to e minus 1, modulo f(n). 

6. Public key PUK = (e, n) 

7. Private key PRK=(d, n) can be simplified 

to: The private key PRK is made up of 

two numbers, d and n. 

Encryption Stage 

The sender uses the receiver's Public Key to lock 

the message so only the receiver can open it. 

The steps of the algorithm are as follows: 

1. We know Plain Text M, and M is less 

than n. 

2. The Cipher Text C is found by: 

C= Memod n 

Decryption Stage 
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The receiver uses their Private Key to read the 

message. Here is the process: 

1. We know the secret message C. 

2. Plain Text M is figured out as 

M = Cdmod n 

 

 

Diffie-Hellman Key Exchange 

A straightforward way to share secret keys is 

through the Diffie-Hellman key exchange 

method (Diffie & Hellman, 1976). This method 

allows two people to create a secret key using a 

public-key system that relies on discrete 

logarithms. The protocol is safe only if we can 

confirm that both participants are who they say 

they are. DH is only used to share secret keys, 

not to prove identity or sign documents. Here is 

how the algorithm works: 

1. Choose two global public elements: a 

prime number. 

p is a prime number, and α is a whole number 
that is a special kind of root of p. 

1. Creating Sender Key: The sender picks a 

random number XA that is less than p 

and keeps it private. Then, they 

calculate YA, which is a public number, 

using the formula YB = α XA mod p. 

2. Receiver Key Generation: The receiver 

picks a random whole number, XB, that 

is less than p, which they keep private. 

Then, they calculate YB by using the 

formula YB = α XB mod p, and this 

result is public. 

3. The sender figures out the secret key 

using the formula: K = (YB ) XA mod p 

4. The receiver figures out a secret key 

that is the same as the sender's secret 

key. K = (YA) XB mod p. 

Elliptic Curve Cryptography  

It is similar to the Diffie-Hellman Key Exchange. 

ECC (Koblitz, 1987; FIPS 180, 1993) is a method 

of secure communication that uses math 

related to curves to keep information private. 

Elliptic curve math can be used to create 

different types of elliptic curve cryptography 

(ECC), such as sharing keys, encrypting data, 

and making digital signatures. For ECC, 

calculations with elliptic curves use a special 

equation based on a limited set of numbers. 

The numbers and letters in the equation come 

from a limited set of values. The security of ECC 

relies on how hard it is to solve the ECDLP 

problem. Elliptic Curve Discrete Logarithm 

Problem. Revised: The Problem of Finding the 

Discrete Logarithm with Elliptic Curves. 

Digital Signature Standard 

The digital signature standard (DSS) is a 

guideline from NIST that uses a secure way to 

create a unique code called the secure hash 

algorithm (SHA), which was established in 1993 

(FIPS 180, 1993). 

A digital signature is a way to confirm who 

made a message by adding a special code that 

acts like a signature. A signature is usually 

created by making a hash of the message and 

then encrypting that message with the creator's 

private key. The signature confirms where the 

message comes from and that it has not been 

changed. 

Figure 4 shows how to create and use digital 

signatures. The sender can use a special method 

to create a digital signature for a message. The 

algorithm takes two things: the message and 

the sender's secret key. Another person, called 

the receiver, can check the signature using a 

verification method. This method needs the 

message, the signature, and the sender's public 

key.  
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a) Digital Signature Without Hash Function 

 
b) Digital Signature With Hash Function 

Figure 4: Digital Signature Process 

The DSS uses a method that is made just for 

creating digital signatures. It cannot be used to 

keep information secret or to share secret 

codes. Still, it is a method that uses a public key. 

Figure 5 shows the difference between how DSS 

makes digital signatures and how RSA does it. In 

the RSA method, the message that needs to be 

signed is fed into a special function called a 

hash function, which creates a secure code of a 

set length. This hash code is then locked with 

the sender's private key to create the signature. 

Both the message and the signature are sent. 

The person receiving the message creates a 

hash code. The receiver also unlocks the 

signature using the sender's public key. If the 

hash code we calculated is the same as the 

decrypted signature, we consider the signature 

to be valid. Only the sender has the private key, 

so only they can create a valid signature. 

The DSS method also uses a hash function. The 

hash code is given to a signature function along 

with a randomly generated number for this 

specific signature. The signature function also 

relies on the sender's secret key (PRa) and a 

group of known parameters shared among the 

people who are communicating. This group can 

be seen as a worldwide public key called PUG. 

The result is a signature made up of two parts, 

called s and r.  
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Figure 5: Digital Signature Approaches 

Table 1: Applications for Public-Key Cryptosystems 

Algorithm  Encryption/Decryption  Digital 

Signature  

Key 

Exchange  

RSA  Yes  Yes  Yes  

Diffie- 

Hellman  

No  No  Yes  

Elliptic 

Curve  

Yes  Yes  Yes  

DSS  No  Yes  No  

 

Block and Stream Ciphers 

Another way to sort encryption methods is by 

looking at the type of data they work with. 

There are two kinds: Block Cipher and Stream 

Cipher. This part talks about the main features 

of the two types, how they work, and compares 

them regarding safety and performance. 

Block Cipher  

A method of encrypting information by dividing 

it into fixed-size blocks and then changing each 

block to keep the information safe. 

In this method, information is changed into a 

secret code and then back again in blocks. In its 

easiest way, you split the plain text into small 

parts. These parts are then given to the cipher 

system to create parts of coded text. 

There are many types of block ciphers, each 

using different methods to make the system 

more secure. The most common methods are 

ECB (Electronic Codebook), CBC (Chain Block 

Chaining), and OFB (Output Feedback). ECB is a 

simple type of clock cipher where pieces of data 

are changed directly into coded blocks (like in 

the picture). CBC mode uses the encrypted 

block from the last step for the current step, 

creating a linked way of encrypting. OFB works 

with normal text like a stream cipher, which will 

be explained later. In this method, the key used 

for encrypting at each step relies on the key 

from the step before it. 

  



NeuroQuantology | August 2017 | Volume 15 | Issue 3 |Page 223-264| doi: 10.48047/nq.2017.15.3.1059 

Vaghani Divyeshkumar et al/ SECURE WIRELESS NETWORKS: CRYPTOGRAPHIC DATA ENGINEERING FOR NEXT GEN APPLICATIONS 

 

             eISSN1303-5150                                                                                                                                                 www.neuroquantology.com                                                  

 

 
Figure 6: Block Cipher: ECB MODE 

Stream Cipher 

A stream cipher works on data by handling it 

one bit at a time. A stream cipher has two main 

parts: a key stream maker and a mixing process. 

The mixing function is usually just an XOR 

operation, while the key stream generator is 

the main part of stream cipher encryption. For 

example, if the keystream maker creates a 

series of zeros, the resulting coded message will 

be exactly the same as the original message. 

To start the Key Stream series, an Initialization 

Vector (IV) is sent to establish the starting 

value. A shared signal between the sender and 

the receiver is often used to keep them in sync. 

The IV can be created automatically or 

increased with each packet, depending on what 

the system can do. 

The stream cipher method can be divided into 

two types: Synchronous Stream Cipher and Self-

Synchronizing Stream Cipher. In a Synchronous 

Stream Cipher, the Key Stream Generator relies 

only on the main key used for encryption. 

Figure 7 shows how synchronization works. 

Stream Mode (the "easy" mode) works on both 

the sender's side and the receiver's side. The 

sender uses a common key to scramble the 

message before sending it. The receiver then 

uses that same key to unscramble the message. 

The biggest problem with this method is that if 

the base key is discovered, the entire system is 

at risk.   

 
Figure 7: Stream Cipher: Simple Mode 

The other type is called a Self-Synchronizing 

Stream Cipher. In this mode, the Key Stream 

Generator's state (the key used at that 

moment) is based on the earlier states of the 

cipher text bits. The algorithm sets and decides 

the number of previous states. The Self-

Synchronizing method is safer than the old way, 

but it works more slowly. Figure 8 below shows 

how the self-synch stream cipher works to 

scramble and unscramble data.   

 
Figure 8: Stream Cipher: Self-Synch. Mode 
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A stream cipher is faster and easier to 

understand than a block cipher, which is one of 

its main benefits. At the same time, it is a well-

known fact that stream ciphers are not as 

secure as block ciphers. That is why most 

current standards suggest using block ciphers 

instead of stream ciphers (Chandra, 2005). 

Data Encryption Standards: DES, AES, and RC4 

After quickly looking at the main types of data 

ciphers, which include both stream ciphers and 

block ciphers, in this part, we will briefly explain 

some popular encryption methods that are 

widely used. We will also talk about the main 

points and drawbacks of each standard. 

DES 

DES (Data Encryption Standard) was the first 

encryption method suggested by NIST (National 

Institute of Standards and Technology). It is 

based on a method suggested by IBM called 

Lucifer. DES was made a standard in 1974. Since 

then, many attacks and techniques have been 

found that take advantage of DEC's weaknesses, 

making it an unsafe block cipher. To improve 

DEC, a new encryption method called 3DES 

(Triple DES) was suggested. In this standard, the 

encryption method is similar to the original DES, 

but it is done three times to make it more 

secure. Everyone knows that 3DES is slower 

than other ways to encrypt data. 

AES 

AES (Advanced Encryption Standard) is a new 

way to keep data safe, and NIST has suggested 

that it take the place of DES. The Rijndael 

algorithm, pronounced "Rain Doll," was chosen 

in 1997 after a contest to find the best way to 

encrypt data. A brute force attack is the only 

known effective way to break the encryption. In 

this type of attack, the hacker tries every 

possible combination of characters to unlock it. 

AES and DES are types of block ciphers. 

RC4 

RC4, also known as ARC-Four, is the most 

commonly used stream cipher. It works with SSL 

(Secure Socket Layer), which helps keep 

personal information and money transfers safe 

online. It is also used in WEP (Wired Equivalent 

Privacy), which helps keep wireless data safe. 

RC4 is safe enough for some systems, but it 

does not provide enough security for wireless 

communications. This means it doesn't meet 

the requirements for many security standards. 

2.3 Introduction to the World of Wireless 

Technology 

Wireless data networks are becoming more 

popular among both people at home and 

businesses. The main reason for this quick 

change is that wireless networks offer more 

flexibility and freedom than wired networks. 

The growth of bandwidth has made people 

consider switching from wired networks to 

wireless networks, especially in areas where it is 

difficult or costly to install wired connections. 

One of the main places that can gain from these 

ideas is rural areas, where it is hard or not 

possible to set up wired internet connections 

because of physical barriers. 

The main rules for wireless technology are 

802.11, which explains how local wireless 

networks work, and 802.16, which explains how 

larger wireless networks work. There are two 

types of wireless networks with special names: 

WiFi, which stands for Wireless Fidelity, is used 

for local networks, and WiMAX, which means 

Worldwide Interoperability for Microwave 

Access, is used for larger area networks.   

2.3.1 Wireless LAN (WLAN)  
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Figure 9: Wireless LAN 

Wireless LAN is just trying to copy how wired 

LANs work, but it uses radio waves instead of 

cables to send data. This medium consists of 

electromagnetic waves that are mainly either 

radio waves (RF) or infrared waves (IR). 

Wireless LANs mainly include two parts: client 

devices (like computers or phones) and Access 

Points (APs). Clients have devices that let them 

communicate with other wireless devices using 

radio waves. An AP works like a regular switch 

or router for wired networks but is used for 

wireless devices. It also acts as a link between 

wireless devices and a wired network. 

The main part of a Wireless LAN is called a BSS 

(Basic Service Set), as shown in the picture. 8, 

where the network has one access point (AP) 

and several wireless devices connected to it. 

When these devices want to talk to each other, 

they send their data through the AP device. To 

create the network, the access point (AP) keeps 

sending out its name (SSID) so that others can 

connect to it.  

 
Figure 10: WLAN: BSS Structure 

If the BSS does not have an access point (AP) and the wireless devices talk to each other directly, it is 

called an Independent BSS. This setup is known as "ad hoc mode" (as shown in Figure 11). A group of 

Basic Service Sets (BSSs) can come together to create an Extended Service Set (ESS). This set is made by 

connecting a group of BSSs to one main system.  

 
Figure 11: WLAN: IBSS Structure 
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Wireless MAN (WMAN) 

A Wireless MAN (WMAN) is a type of network 

that uses wireless technology to connect 

different locations within a city or metropolitan 

area. It allows people to access the internet and 

communicate without needing wires. 

The goal of WMAN is to provide fast Internet 

service using wireless technology. The concept 

is a lot like a TV broadcast network (see Figure 

12). The possible speed of WMAN is 75Mbps, 

and it can reach several miles. This could be a 

substitute for cable and DSL connections in the 

future.   

 
Figure 12 Wireless MAN 

WMAN is also known as BWA (Broadband 

Wireless Access) and is often referred to by the 

popular industry term WiMAX. The main goal of 

using WiMAX technology is to offer an easy way 

to connect people to the internet, especially to 

get fast internet service to their homes. This 

also helps increase internet access, especially in 

countryside areas. 

2.4 Key Management in Wireless Networks 

To make wireless sensor networks safe, it is 

important to use different security methods like 

hiding information (encryption) and verifying 

identities (authentication). Before two 

computers can share information securely, they 

need to set up secret keys by talking to each 

other. Key management schemes are systems 

that help create and share different types of 

secret codes (keys) used for protecting 

information in a network. This includes keys for 

individual users, keys for pairs of users, and 

keys for groups of users. Key management is an 

important part of keeping information secure. It 

forms the basis for other security tools. Many 

security needs, like keeping information private, 

proving identity, and ensuring accuracy, can be 

met by creating a strong key management 

system. A good key management system is 

necessary for keeping things safe, and it is 

important for building a secure setup in sensor 

networks. Because of limited resources, it is 

difficult to reach such important agreements in 

wireless sensor networks. 

The challenge of creating key management 

systems for sensor networks is to set up a 

secure way of communicating among sensor 

nodes. This has to be done even before any 

routing system is in place and without relying 

on a trusted authority or a fixed server. All the 

sensor nodes start off having no previous 

contact with one another. Some secure 

information, like a key, is usually added to 

sensor nodes before they are put into use. This 

helps the sensor nodes to communicate safely 

with one another. Most plans do not require 
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knowing how the network is set up beforehand 

and let you add nodes to the network after it 

has been set up. The plans should use little 

processing power and take up little storage 

space. There are four kinds of ways to manage 

keys: trusted server, self-enforcing, key 

predistribution, and public key cryptography. 

We will talk about these plans in the next 

sections. 

 

Reliable Server Plans 

Trusted server systems rely on a safe and 

reliable server, like the base station, to help 

nodes agree on keys. The server works like the 

main place for handing out keys. For example, 

let us say two sensor devices want to connect 

safely. Usually, a special secret code (symmetric 

key) is created for each sensor in a sensor 

network before it is set up, and this code is 

stored in each sensor's memory. This key helps 

the two sensors recognize and confirm their 

identity to the main station. Then, the base 

station creates a link key or session key and 

sends it safely to both sensor nodes in one jump 

or through several jumps. In the trusted server 

system, the base station is the best option for 

the server. Each sensor node only keeps a small 

key, so if one of the nodes is captured, it won't 

give away much important security information 

about the entire sensor network. The problem 

with the trusted server system is that if the 

server gets hacked, the whole network 

becomes unsafe. However, we usually think 

that the base station where the server is 

located is safe. 

Self-Enforcing Plans 

A self-enforcing system relies on special types 

of cryptography, like using public key 

certificates to agree on keys. If the sensor node 

can handle complex tasks using asymmetric 

cryptography, then using this type of 

cryptography to share keys is a preferred 

method (like the ideas suggested in (Malan et 

al., 2004; Wander et al., 2005)) After they are 

set up, sensor nodes share public keys and 

signatures for the master key. A sensor node is 

considered valid if the master key's signature 

can be confirmed using the master public key. A 

sensor node can create a special key and send it 

using its public key. In a self-enforcing system, a 

sensor node that helps keep things safe does 

not share any security information about other 

keys in the network except for the keys being 

used in the current session. However, because 

sensor nodes have limited computing power 

and energy, it's not a good idea to use public 

key methods like Diffie-Hellman or RSA for 

secure communication. 

Main Ways to Share Keys in Advance 

The third type of key agreement method is key 

predistribution. In this method, key information 

is shared with all sensor nodes before they are 

set up. Recent studies on sensor networks show 

that key predistribution methods could be a 

good choice for situations where the layout of 

the network is not known before it is set up. 

Eschenauer and Gligor (2002) were the first to 

propose a way to manage keys for sensor 

networks using a method that involves 

assigning keys based on chance before they are 

needed. Chan et al. (2003), the researchers 

expanded this plan and introduced three ways 

to set up keys. Liu and Ning suggested a way to 

manage keys that helps create secure 

connections between sensors in networks. 

Perrig et al. (2001), SPINS was introduced, 

which is a set of security tools for sensor 

networks. SPINS has two main parts: SNEP, 

which keeps data private and helps two parties 

confirm their identity, and mTESLA, which is 

used to verify broadcast data.  

Public key encryption methods 

Public key cryptography is seen as too costly for 

small sensors because common public key 

methods, like RSA, need a lot of calculations 

and are not good for tiny devices. A recent 

project showed that using 160-bit elliptic curve 

cryptography (ECC) on the Atmel ATmega128, 

which is an 8 MHz, 8-bit CPU, is possible for 

sensor nodes (Gura et al., 2004). Public key 

cryptography is easier and more flexible than 

symmetric key cryptography because it does 

not need special preparations for keys, does not 

require sharing keys between two people, and 

avoids complicated systems for using keys. 

Many studies (like Gura et al., 2004; Malan et 
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al., 2004; Wander et al., 2005) talk about how 

to use public key cryptography to keep sensor 

networks safe. Malan et al. (2004) ECC was 

added to 8-bit MICA2 sensors that run at 

7.3828. The tests showed that it takes 34 

seconds to create public keys, and it requires 

about 1 kilobyte of SRAM and 34 kilobytes of 

ROM for storage. Wander et al. (2005) looked at 

how much energy is used for authentication 

and key exchange using public key cryptography 

on an 8-bit CPU. They compared two public key 

methods, RSA and ECC. In (Wander et al., 2005), 

the authors showed that using energy for 

communication takes up more than using 

energy for security. The same group (Gura et 

al., 2004) also showed that ECC uses a lot less 

energy, takes less time, and uses less memory 

than RSA. For example, doing a point 

multiplication with an ECC-160 (which has a key 

size of 160 bits) takes just 1.61 seconds and 

uses 282 bytes of memory. On the other hand, 

using an RSA1024 (with a key size of 1024 bits) 

for private key calculations takes almost 22 

seconds and needs 930 bytes of memory. 

2.5 Security Needs in Wireless Networks 

In wireless networks, approved users share 

information, but this can be risky because the 

wireless signals can be picked up by anyone 

nearby, making it easy for bad people to 

interfere. The rules for wireless network 

security are set to help keep wireless 

communications safe from various types of 

attacks. These attacks include listening in on 

conversations, disrupting service, changing 

data, and taking control of devices (Zou et al., 

2013; Kumar et al., 2008). For example, keeping 

data private is a common security need. This 

means only allowing certain users to see the 

data and stopping others from spying on it. In 

simple terms, safe wireless communication 

should meet four main needs: it needs to be 

real (authenticity), keep information private 

(confidentiality), ensure information is not 

changed (integrity), and be accessible when 

needed (availability) (Shiu et al., 2011). 

• Authenticity: Authenticity means 

checking if a network user is who they 

say they are. This helps tell the 

difference between users who have 

permission and those who do not. In 

wireless networks, two devices need to 

verify each other's identities before 

they can connect and start exchanging 

data. Usually, a network node has a 

wireless network card and a special 

MAC address that can be used to verify 

its identity. Besides MAC 

authentication, there are other ways to 

authenticate wireless connections. 

These include network-layer 

authentication, transport-layer 

authentication, and application-layer 

authentication. 

• Confidentiality: Confidentiality means 

keeping information secret so only the 

people who are supposed to see it can 

access it while making sure that others 

who are not allowed cannot see it. In 

symmetric key encryption, the starting 

point takes the original data, called 

plaintext, and changes it into a secure 

format using a method called an 

encryption algorithm. This process uses 

a secret key that only the source and 

the intended receiver know. Next, the 

locked message (called cipher text) is 

sent to the receiver, which then unlocks 

it using the secret key. Since the 

eavesdropper does not know the secret 

key, they cannot understand the 

original message from the intercepted 

coded message. The classic Diffie-

Hellman key agreement method is 

usually used to exchange keys between 

a sender and a receiver. It needs a 

reliable key management center (Wei et 

al., 2011). Recently, physical-layer 

security has become a way to keep 

wireless transmissions safe from spying. 

This helps ensure that information 

remains private and secure (Wyner, 

1975; Chen et al., 2009). 

• Integrity: The information sent over a 

wireless network should be correct and 

dependable from start to finish, 

showing the original details without any 
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changes or tampering by people who 

should not have access. Data integrity 

can be harmed by attacks from people 

inside the organization, like attacks on 

specific nodes (Dzung et al., 2005; Shi & 

Perrig, 2004; Lin, 2009). A real node 

that is changed and messed with by 

someone bad is called a compromised 

node. The compromised node can harm 

the data by carrying out bad actions, 

like adding false messages, reporting 

incorrect information, or changing the 

data. It is usually hard to find attacks by 

bad nodes because these nodes that 

are acting badly still look like they 

belong. A good way to find broken 

nodes is to use the automatic code 

update and recovery system. This 

ensures that the nodes are regularly 

updated, and if an update does not 

work, a broken node can be found. The 

damaged parts can be fixed and taken 

out using a process called code 

recovery. 

• Availability: This means that authorized 

users can access the wireless network 

whenever and wherever they need to. 

When there is a denial of service, it 

means that authorized users cannot 

access the wireless network. This leads 

to a bad experience for the users 

(Wood & Stankovic, 2002; Huang et al., 

2011). For example, any unapproved 

device can start Denial of Service (DoS) 

attacks by creating interference that 

disrupts communication between real 

users. This is called a jamming attack. 

To fight against jamming attacks, 

current wireless systems usually use 

spread spectrum methods, like DSSS 

(Ren & Li, 2003; Mpitziopoulos, et al., 

2013) and FHSS (Pelechrinis et al., 

2010). DSSS uses a special pattern of 

numbers to spread the original signal 

over a wide range of frequencies. In this 

situation, a jamming attack that doesn't 

know the PN sequence has to use a lot 

more power to interfere with the real 

transmission. This might not be possible 

in real life because of power limitations. 

Instead, FHSS regularly changes the 

main frequency of the signal it sends 

out by following a specific pattern. This 

makes it hard for anyone trying to jam 

the signal to track and disrupt real 

communication. 

The concepts of authenticity, confidentiality, 

integrity, and availability are shown in Table 2. 

These ideas are usually taken into account and 

used in many wireless networks, such as 

Bluetooth (IEEE, 2005), WiFi (IEEE, 2007), 

WiMAX (IEEE, 2011), and LTE (Ghosh et al., 

2010). In theory, wireless networks should be 

just as safe as wired networks. This means that 

the security needs for wireless networks should 

be just like those for wired networks. This 

includes needing to make sure that information 

is genuine, private, correct, and available. 

However, because radio signals spread out in 

the air, it is harder to meet these security needs 

in wireless networks than in wired networks. 

For example, wireless networks can easily be 

affected because a jamming attack that sends 

out a strong radio signal can stop and interrupt 

the wireless communication. So, unlike wired 

networks, wireless systems usually use extra 

methods like DSSS or FHSS to keep their signals 

safe from jamming attacks. 
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Table 2: Summarization of Wireless Security Requirements 

 
Security Protocols and Systems for Wireless 

Networks 

This section talks about different security 

methods and systems that help make wireless 

networks safer. Wireless networks are better 

than wired networks because they do not need 

expensive cables to set up. The picture in Figure 

13 shows a designed version of how wireless 

networks work. Figure 13 shows how WPANs, 

WLANs, and WMANs work together to give 

users widespread access to high-speed wireless 

services (Stevenson et al., 2009). The goal of 

figure 13 is to compare WPAN, WLAN, and 

WMAN methods in different ways, looking at 

their industry standards, the area they cover, 

and their maximum data speeds. A WPAN is 

usually used to connect personal devices like a 

keyboard, headphones, or printer. It works at 

lower speeds and covers a small area. For 

example, Bluetooth is a popular standard for 

wireless personal area networks (WPANs). It 

uses short-range radio signals in the 2400 to 

2480 MHz frequency range, which is often used 

in industrial, scientific, and medical applications 

(Ferro & Potorti, 2005). Bluetooth can transfer 

data at a maximum speed of 2 megabits per 

second and can work within a range of up to 

100 meters. Figure 13 also shows that a WLAN 

usually has a faster data rate and a larger area 

for connecting devices compared to a WPAN, 

which connects wireless devices through an 

access point in a smaller area. For example, IEEE 

802.11, which is commonly called WiFi, includes 

a set of standards for wireless local area 

networks (WLANs). New WiFi technology can 

reach speeds of up to 150 Mb/s and can work at 

a distance of up to 250 meters (Polla, et al., 

2013). A MAN is usually used to connect a big 

city with faster speeds and a larger coverage 

area compared to WPAN and WLAN. For 

example, in the picture, we focus on two main 

types of industrial standards for WMAN: 

WiMAX and LTE (Pareit et al., 2012; Cao et al., 

2013). 

Next, we will give a simple overview of the 

security measures used in wireless standards 

like Bluetooth, WiFi, WiMAX, and LTE. These 

measures help keep communications safe by 

ensuring they are genuine, private, unaltered, 

and accessible. 
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Figure 13: The family of wireless networks consists of WPAN, WLAN, and WMAN. 

Bluetooth 

Bluetooth is a way for devices to connect 

without wires over short distances. It uses little 

power and is commonly found in phones, 

keyboards, headphones, and other gadgets. 

However, Bluetooth devices can face many 

wireless security risks and can be easily hacked. 

Bluetooth has different security features and 

rules to help keep its connections safe from 

serious attacks (Muller, 1999). For safety, every 

Bluetooth device has four parts (Kui & Cuo, 

2003): the Bluetooth address (BD_ADDR), a 

private key for authentication, a private key for 

encryption, and a random number (RAND). 

These parts help with verifying identity, 

granting access, and keeping information 

secure. The BD_ADDR has 48 bits, and each 

Bluetooth device has its own unique one. The 

128-bit private key is used to verify your 

identity, and the private key for encryption can 

be between 8 and 128 bits long and is used to 

keep information safe. Also, RAND is a 128-bit 

random number that constantly changes and is 

created by the Bluetooth device. 

Figure 14 shows how Bluetooth security works. 

The main part of this system is the security 

manager, which is in charge of making sure that 

devices can identify each other, get permission 

to connect, and keep their data safe (Muller, 

1999). As seen in the picture, the service 

database and device database are mainly used 

to keep security information about services and 

devices. This information can be changed using 

the user interface. These databases can also be 

managed by the main management team. 

When a Bluetooth device gets a request to 

connect from another device, it first asks its 

security manager for help using RFCOMM or 

other communication methods. Then, the 

security manager must answer whether to 

allow access by checking both the service 

database and the device database. The basic 

Bluetooth access profile has three types of 

security settings: 

1. Security mode 1 (nonsecure) means 

that no security steps are taken. 

2. Security Mode 2 (service-level enforced 

security) starts the security process 

after a connection is made between the 

Bluetooth sender and receiver. 

3. Security mode 3 (link-level enforced 

security) means that the security 

process starts before the connection is 

set up (Muller, 1999). 

In Bluetooth systems, a device falls into one of 

three groups: trusted, untrusted, or unknown. A 

device can also be authenticated (verified) or 

unauthenticated (not verified). The trusted 

device category means that the device is 

verified and allowed to have a reliable 
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connection, giving it full access to all services. 

On the other hand, the untrusted device 

category means the device has been verified, 

but it doesn't have a stable, long-term 

connection. Because of this, it can only access 

certain services. If a Bluetooth device has been 

verified but has not gone through the 

permission process, it will still be seen as a 

verified device. An unauthenticated device is 

one that couldn't prove its identity and can only 

use a few services. If a device hasn't been 

checked or approved, it is called an unknown 

device and can only access basic services. Also, 

Bluetooth services have three security levels: 1) 

authorization-level services, which only trusted 

devices can use; 2) authentication-level 

services, which need a login but don't require 

permission, making them unavailable to devices 

that haven't logged in or are unknown; and 3) 

open services, which any device can access. We 

want to explain how Bluetooth checks your 

identity, gives permission to use it, and keeps 

information safe. 

Authentication is the process of checking the 

identity of Bluetooth devices using their 

BD_ADDR and link keys. As seen in the figure, in 

Bluetooth 7, the authentication process uses a 

"challenge-response scheme" (Toengel, 1999). 

This means that one device (Unit A) asks a 

question, and the other device (Unit B) gives an 

answer to prove its identity. The person making 

the claim asks the verifier to create a 

connection and then shares a key that is a 

random 128-bit number. Next, a request to 

check the person's identity is sent using the 

address BD ADDRB. The verifier then sends back 

a random number called AU RANDA. Next, both 

the person checking the information and the 

person making the claim do the same 

authentication process. They use the random 

number AU RANDA, the claimant's address BD 

ADDRB, and the link key to get their answers, 

which are called SRES' and SRES. In the end, the 

person making the claim sends their answer, 

called SRES, to the person checking it. The 

checker will then look at the SRES from the 

claimant and compare it to their own answer, 

called SRES'. If SRES is the same as SRES', then 

the authentication is verified. In contrast, if 

SRES and SRES do not match, authentication has 

failed. 

 

 

 

Figure 14: Bluetooth authentication process 
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Figure 15: Flow chart of Bluetooth authorization 

The authorization process is how we check if a 

Bluetooth device is allowed to use a specific 

service. Usually, trusted devices can use all 

services freely, but untrusted or unknown 

devices need to get permission before they can 

access any services. Figure 15 displays a 

diagram that explains how the Bluetooth 

approval process works. Look at the figure. The 

authorization process starts by looking in the 

device database to see if the Bluetooth device 

has been approved and trusted before. If the 

Bluetooth device is trusted, it is approved. If 

not, the approval and trust-building will happen 

one after the other. If the authorization does 

not go through, you will not be able to access 

some services. At the same time, when 

authorization is successful, the Bluetooth 

devices are trusted to use all the services. 

Also, Bluetooth uses encryption to keep the 

information safe when it is sent. The main part 

of a Bluetooth data packet is made secret using 

a method called a stream cipher. This method 

includes a key generator that creates a payload 

key and a keystream generator (Toengel, 1999). 

First, a payload key is created using the link key 

and the Bluetooth device address. This payload 

key is then used to create the key stream. In the 

end, the key stream and the plain text are 

combined using a special method called 

modulo-2 to create the cipher text. The payload 

key generator takes the input bits, puts them 

together in the right order, and moves them to 

four shift registers to create the payload key. 

Also, the important stream bits are made using 

a method based on the summation stream 

cipher generator created by Toengel (1999). 

Wi-Fi 

The group of Wi-Fi networks that follow the 

IEEE 802.11 b/g standards has been growing 

very quickly. The most common security 

methods for Wi-Fi are called WEP and WPA. 

WEP was suggested in 1999 to help keep Wi-Fi 

networks safe, making wireless data sharing as 

secure as using wired connections. However, 

WEP is known to be a weak security system 

with many problems. So, it can be "broken into" 

in just a few minutes using a regular laptop. In 

2003, WPA was suggested as a replacement for 

WEP, and WPA2 is a better version of WPA. 

WPA and WPA2 are safer than WEP, so they are 

commonly used in today's Wi-Fi networks. 

Below, we explain how the WEP, WPA, and 

WPA2 methods keep information safe and 

secure. 

The WEP protocol has two main parts: one for 

checking who can use it and another for 

keeping data safe. It makes sure that only 

people with the right WEP key can access the 

information, which helps protect the data by 

scrambling it using that key. As shown in the 
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figure, WEP authentication works by having a 

four-step exchange called a "challenge-

response" between a Wi-Fi device and a router. 

This process uses a shared WEP key to connect 

them. The client first asks permission from the 

access point, and then the access point 

responds with a simple challenge. Then, the 

client locks the received "challenge text" using a 

shared WEP key and sends the locked text to 

the access point. It then breaks the code of the 

received encrypted message using the shared 

WEP key and tries to match the decoded 

message with the original text. If a match is 

found, the access point lets the client know that 

the login was successful. If not, the login 

attempt is seen as unsuccessful. 

 
Figure 16: WEP authentication process 

 
Figure 17: Block diagram of WEP encryption 

After logging in, WEP starts to protect data by 

using a basic encryption method called Rivest 

Cipher 4, which works with a shared key (Lee & 

Fan, 2007). Figure 17 shows a diagram of WEP 

encryption. First, a 24-bit initialization vector 

(IV) is added to a 40-bit WEP key. This creates a 

64-bit number for a random number generator, 

which is then used to make the key stream. 

Also, an integrity check, like a cyclic redundancy 

check, is done on the original data to get an ICV. 

This ICV helps keep the data safe from being 

changed by bad actors during transmission. 

Next, the ICV is joined with the original 

message. This combined text is then mixed with 

the key stream using a special method called 

modulo-2 to create the cipher text. Even though 

WEP helps with both logging in and protecting 

data, it still has security problems. For example, 

WEP does not keep information safe from being 

faked or repeated. This means that someone 

could change or resend data packets without 

the real users knowing that the data has been 

tampered with or repeated. Also, the secret 

keys in WEP can be broken in just a few minutes 

using a regular laptop (Stubblefield et al., 2004). 

Also, it is simple for someone with bad 

intentions to create a fake authentication 

message in WEP. This allows people who should 

not have access to act like regular users and 

steal private information (Tews et al., 2007). 

WPA was suggested to fix the security issues 

with WEP. Wi-Fi users could use it without 

having to change their devices. The WPA 

standard has two main kinds: 

1. Personal WPA is mostly used at home 

without needing an authentication 
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server. In this system, a secret key is 

shared in advance between the user 

and the access point. This method is 

called WPA-PSK (preshared key). 

2. Enterprise WPA is used for business 

networks and needs a server to verify 

user identities. 1x for doing security 

checks to help protect against bad 

attacks. 

 
Figure 18: Illustration of TKIP encryption process 

The biggest benefit of WPA compared to WEP is 

that WPA uses stronger data protection called 

TKIP. This is helped by a security feature called 

MIC, which helps keep Wi-Fi data safe and 

private (Lin et al., 2006; Nancy et al., 2003). 

Figure 18 shows how the TKIP encryption 

works. In the first step, the TA, TK, and TSC are 

used to create something called the TTAK. Then, 

in the next step, the TTAK and TSC are used to 

create the WEP seed, which includes a WEP IV 

and a base key. Also, look at Fig. The MIC is 

checked on the SA, DA, and regular text. The 

resulting MIC will be added to the plain text, 

which will then be broken into several packets. 

Each packet will get its own unique TSC. In the 

end, the WEP seed and the plain text packets 

are used to create the cipher text by using WEP 

encryption, as shown in the diagram. 10, which 

is often built into Wi-Fi devices. We observe 

that even the WPA, which uses TKIP, is still 

exposed to different real-life attacks (Tews & 

Beck, 2009). 

WiMAX, or IEEE 802.16, is a standard made for 

wireless metropolitan area networks (WMAN). 

The first WiMAX system was created to offer a 

maximum data speed of 40 Mb/s. To meet the 

needs of the International Mobile 

Telecommunications-Advanced program, IEEE 

802. 16m was suggested as a new version of 

WiMAX. This updated version can handle a 

maximum data rate of 1 Gb/s for users who are 

not moving and 100 Mb/s for users who are on 

the move (Li et al., 2009) Like other wireless 

systems, WiMAX has to deal with different 

types of wireless attacks, but it also has extra 

features to improve the security of its 

transmissions. In simple terms, a new security 

section is added to the WiMAX standard, as 

shown in the picture Fig 19 (Han et al., 2008). 
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Figure 19: WiMAX protocol stack: (a) PHY-MAC illustration; and (b) security sublayer specification. 

WiMAX  

It can be seen from the figure. 19(a) The WiMAX 

system has two main parts in its protocol stack: 

the physical layer and the MAC layer. The MAC 

layer has three parts: the service-specific 

sublayer, the common part sublayer, and the 

security sublayer. All security problems and 

dangers are looked at and taken care of in the 

security part. Fig. 19(b) shows the part of 

WiMAX that handles security. This part is in 

charge of making sure users are who they say 

they are, giving permissions, and keeping data 

safe from being seen by others in WiMAX 

networks. The security sublayer uses a system 

called the PKM protocol. This system uses X.509 

digital certificates and the RSA public-key 

method for verifying users, as well as the AES 

method for managing keys and keeping 

communications safe. The first version of PKM 

(PKMv1) was used in early WiMAX standards, 

like IEEE 802. 16a/c has a simple way to confirm 

identity. Because of this, it can be easily tricked 

by someone pretending to be another person 

(this is known as an MITM attack). To solve this 

problem, a new version of PKM (called PKMv2) 

was suggested in the newer WiMAX standards 

(like IEEE 802. 16e/m) that uses two-way 

authentication. This text talks about how 

WiMAX verifies users, gives them permission, 

and keeps their information secure. 

WiMAX uses the PKM protocol for 

authentication. This means it can verify users 

through two main methods: RSA-based 

authentication and EAP-based authentication 

(Johnston & Walker, 2004). Figure 20 shows the 

RSA-based authentication process. A trusted 

certificate authority gives an X. 509 digital 

certificate to each network node, including the 

SS and the WiMAX base station. An X509 

certificate has the public key and the MAC 

address of the connected device. During the 

RSA authentication process shown in the 

picture, When an SS gets a request to verify its 

identity from a WiMAX base station, it sends its 

X. The BS checks if the 509 digital certificate is 

valid. If the certificate is good, the SS is seen as 

verified. On the other hand, an invalid 

certificate means that the SS cannot confirm its 

identity. 

The diagram shows how the EAP-based 

authentication works. In step 14, a WiMAX base 

station asks a subscriber station for its identity. 

The subscriber station then replies with its 

identity information. The WiMAX base station 

sends the subscriber's identity to an AAA server 

using a safe connection called RADIUS. After 

that, the SS and the AAA server begin the 

process to check if a user is allowed access. 

They can use one of three methods called EAP, 

which are EAP-AKA, EAP-TLS, and EAP-TTLS, 

based on what the SS and AAA server can 

handle. In the end, the AAA server will show 

whether the login was successful or not and let 

the SS know. 
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Also, the approval process is needed to 

determine if a verified SS can use specific 

WiMAX services. In the WiMAX authorization 

process, a subscriber station (SS) first sends a 

request message to the base station (BS) that 

includes the SS's X. 509 digital certificate, along 

with the encryption method and the security ID. 

After getting the permission request, the base 

station checks the request from the subscriber 

station by talking to an AAA server. Then, it 

sends a response back to the subscriber station. 

Once the approval is confirmed, the SS will be 

able to use the services it needs. After the user 

is verified and given permission, the SS can send 

and receive data with the BS. To keep 

information private, WiMAX uses the AES 

algorithm for data encryption because it is 

much safer than the DES algorithm (Biham, 

1997). Unlike DES, which uses a Feistel design 

(Biham, 1997), AES is based on a method called 

substitution-permutation network. AES can use 

different block sizes of 128, 192, or 256 bits 

(Ahson & Ilyas, 2007). This key length tells us 

how many steps are taken to change normal 

text into coded text. In WiMAX, the AES 

algorithm has different ways of working, such as 

cipher-block chaining, counter mode, and 

electronic codebook mode. 

 
Figure 20: RSA-based authentication process Figure 21: EAP-based authentication process 
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Long-Term Growth 

LTE is the latest standard created by the 3G 

partnership for new mobile networks. It is made 

to provide good coverage, fast data speeds, and 

quick response times (Astely et al., 2009). It 

allows for packet switching, so it can easily work 

with other wireless networks. It also brings in 

new features like relay stations and the home 

eNodeB (HeNB) idea. An LTE network usually 

has two main parts: the EPC and the E-UTRAN, 

as shown in the figure 22 (Cao et al, 2013; 

3GPP, 2012). The EPC includes an MME, a 

serving gateway, a packet data network 

gateway (PDN GW), and an HSS. Additionally, 

the E-UTRAN has a base station (called eNodeB 

in LTE) and many user devices (UE). If the 

connection between the mobile device and the 

base station is bad, a relay station can be 

turned on to help with data communication. 

Also, in small offices and homes, a HeNB can be 

set up to boost indoor signal strength, making it 

more reliable and able to handle more users for 

the E-UTRAN network. Adding these features to 

LTE can make the network better and cover 

more areas, but it also brings new security risks 

and problems. 

 

To help safely exchange data packets between 

the user equipment (UE) and the core network 

(EPC), a protocol called EPS-AKA was created. 

A two-way authentication process took place 

between the user device and the core network. 

This process is part of the EPS-AKA protocol, 

which is responsible for creating the keys used 

for security (Koien, 2011). Both the CKs and the 

IKs help to keep LTE data safe and ensure that it 

is not changed. The image illustrates the two-

way verification process in the LTE system using 

the EPS-AKA method, where a user device (UE) 

and the LTE network need to confirm each 

other's identities. 

The MME first asks the user for their identity. 

The user then responds with their unique IMSI 

number. Next, the MME sends a request for 

authentication data to the HSS. This request 

includes the user's IMSI and the identity of the 

network they are using. When the HSS gets a 

request, it replies to the MME by sending an 

EPS authentication vector. This vector has some 

important information: RAND, XRES, AUTN, and 

KSI ASME. RAND is something we put in, and 

XRES is the result of the authentication process 

on the LTE network side. Also, AUTN shows the 

ID of the network authority, and KSI ASME is the 

identity of the key set for managing access 

security. Next, the MME sends a request to the 

user equipment (UE) that includes the RAND, 

AUTN, and KSI ASME information. So, the UE 

checks the AUTN parameter it got to confirm 

the LTE network is genuine. If the network login 

is successful, the device creates a response 

called RES and sends it to the MME, which 

checks if XRES matches RES. If XRES is equal to 

RES, the user device will also successfully 

authenticate. 
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In UMTS, which is also called the 3G mobile 

system, KASUMI (3GPP, 2001)  is used as a 

ciphering method for keeping data safe and 

private, but it has some security flaws and can 

be attacked in certain ways, like the related-key 

attack (3GPP, 2001). To achieve this, the LTE 

system uses a safer encryption method called 

SNOW 3G (Kircanski & Youssef, 2011). This 

method is a type of block cipher that is key to 

keeping LTE secure and private. The specific 

algorithms that use this encryption for 

confidentiality and integrity are called UEA2 and 

UIA2 (Kircanski & Youssef, 2011). The SNOW 3G 

method is a type of stream cipher that has two 

main parts: an internal state of 608 bits, which 

is controlled by a 128-bit key and a 128-bit 

initialization vector (IV). These are used to 

create the cipher text by hiding the original text. 

During the SNOW 3G process, we start by 

setting up the key so that the code works with a 

clock signal. For every tick of the clock, we 

create a 32-bit keystream word. 

In summary, in Sections IV-A to IV-D, we talked 

about how secure Bluetooth, Wi-Fi, WiMAX, 

and LTE are. We found that the current wireless 

networks mostly depend on security measures 

that work at the higher levels of the OSI model 

shown in the figure 22 (like MAC layer, network 

layer, transport layer, etc.) for checking user 

identity and securing data. For example, WEP 

and WPA are two security methods often used 

in Wi-Fi networks to keep data safe and private. 

In WiMAX networks, the PKM protocol is used 

to ensure secure communication against 

attacks. In comparison, the safety of 

communication at the physical layer has mostly 

been overlooked in current wireless security 

systems. Because radio signals spread out 

widely, wireless transmission can easily be 

interfered with or listened to by others. This 

means we need to create physical layer security 

to go along with the usual security measures we 

use. This section will explain the physical layer 

security method designed to help make wireless 

communication safe. 

 
Figure 22: LTE network architecture 

 
Figure 23: Two-way authentication in LTE by using the EPS–AKA protocol 
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Figure 24: Wireless scenario transmitting from source to destination in multipath fading environments in 

the presence of an eavesdropper 

2.6 Weaknesses in wireless networks that 

could lead to security problems 

In this part, we look at different security 

problems and weaknesses found in wireless 

networks. Besides their differences, wired and 

wireless networks have some things in 

common. For example, they both use the OSI 

model, which has five layers: the physical layer, 

the MAC layer, the network layer, the transport 

layer, and the application layer. As seen in the 

figure, Node A uses these rules to send its data 

packets to another node, which is node B. 

 
Figure 25: Generic wireless OSI layered protocol architecture consisting of the application layer, the 

transport layer, the network layer, the MAC layer, and the physical layer. 

 
Figure 26: Relationship between the wired and wireless attacks 
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To be clear, the data packet at node A has extra 

information from the application layer, 

transport layer, network layer, MAC layer, and 

physical layer. This creates a sealed packet. 

After that, the data packet is sent wirelessly to 

node B. Node B will take apart the packet, 

starting from the lowest level (physical layer) 

and moving up to the highest level (application 

layer) to get the original data back. The main 

difference between wired and wireless 

networks is in the physical (PHY) and media 

access control (MAC) layers. The other parts, 

like the application, transport, and network 

layers, usually work the same way in both types 

of networks. As a result, both wired and 

wireless networks have some of the same 

security weaknesses because they are built in 

similar ways at their application, transport, and 

network levels. However, they also face 

problems because wired and wireless networks 

use different physical and data link layers, as 

shown in the figure.  

Less extra work is needed for the process. In the 

network layer, there are various protocols. One 

of them is IP, which is used to send data packets 

to specific IP addresses. Another is ICMP, which 

is used to send error messages. For example, it 

lets you know if a service you want is not 

available or if a network device cannot be 

reached (Labovitz et al., 2008). For the MAC 

layer, different wireless networks use different 

protocols. For example, Wi-Fi networks use 

CSMA/CA, military satellite networks use 

slotted ALOHA, 3G mobile networks use CDMA, 

and LTE and LTE-advanced networks use 

OFDMA (Bai et al., 2012). The physical layer also 

describes how information is sent. This includes 

the type of connection used, how the 

information is changed for sending, how it is 

organized for transmission, how circuits are 

connected, how signals are shaped, how errors 

are corrected, and other ways to prepare the 

data for sending. 

Each OSI layer faces its own specific security 

problems because they use different protocols, 

which means they have different weaknesses 

(Bellovin, 1989; Zargar & Kabiri, 2009; Shon & 

Choi, 2007). Here, we give a simple overview of 

the different types of wireless attacks that can 

happen at different layers of protocols. 

Attacks on the Physical Layer 

The physical layer is the bottom layer in the OSI 

model. It deals with how signals are sent and 

received physically. Once again, because 

wireless communication is sent through the air, 

it can easily be listened to or disrupted by 

attackers. These are two common kinds of 

attacks on wireless communication. An 

eavesdropping attack happens when someone 

who shouldn't be involved tries to secretly 

listen to or grab the information being shared 

between two rightful users (Perrig et al., 2004). 

In wireless networks, if an eavesdropper is 

within the range of the source node, they can 

listen in on the wireless communication. To 

keep information private, special methods that 

use secret keys are usually used to stop others 

from listening to the data being sent. To be 

clear, the SN and the DN have a secret key. 

First, the SN changes the original message 

(called plaintext) into a coded message (called 

ciphertext). If someone listens in on this coded 

message, it is hard for them to turn it back into 

the original message without the secret key. 

Also, a harmful device in wireless networks can 

easily create interference to disrupt 

communication between real users. This is 

called a jamming attack or a Denial of Service 

(DoS) attack (Mpitziopoulos, 2009).  The 

jammer tries to stop authorized users from 

getting access to the wireless network, which 

makes it harder for real users to use the 

network. To achieve this, spread spectrum 

techniques are well-known for helping to 

protect against DoS attacks by expanding the 

signal over a larger range of frequencies than it 

normally uses. The DSSS and FHSS techniques 

mentioned before are very good at resisting 

interference at the physical level. 

Attacks at the MAC Layer 
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The MAC layer helps different devices connect 

to a shared network by using smart methods to 

control how they access it, like CSMA/CA, 

CDMA, and OFDMA. Usually, each part of a 

network has a network card and a special 

address called a MAC address. This address is 

used to identify users. A person trying to 

change their device's MAC address for bad 

reasons is called MAC spoofing. This is the main 

method used in MAC attacks. The MAC address 

is built into the network device, but a device 

can still pretend to use a different MAC address. 

This is called MAC spoofing, and it lets the 

device hide its real identity or act like another 

device so it can do bad things (Nagarajan & 

Huang, 2010). Also, a MAC attacker can listen to 

the network data and take a real device's MAC 

address by looking at the information they 

overhear. This is called an identity theft attack. 

A thief trying to steal someone's identity will act 

like a real part of the network to get secret 

information from the person they are targeting. 

Besides MAC spoofing and stealing identities, 

MAC-layer attacks also involve man-in-the-

middle attacks (Zhou et al., 2006) and network 

injection (Park & Kasera, 2007). An MITM attack 

happens when an attacker listens in on the 

network to capture the MAC addresses of two 

devices that are talking to each other. Then, the 

attacker pretends to be both devices and 

connects with them. In this way, the attacker 

pretends to be a middleman between the two 

victims, making them think they are talking to 

each other directly in a secure way. In truth, the 

attacker took over and managed their session. 

In contrast, a network injection attack tries to 

stop networking devices like routers and 

switches from working. By putting in fake 

network setup commands. If too many fake 

network commands are sent, the whole 

network might stop working, and we may need 

to restart or reprogram all the network devices. 

Table 3 shows the main kinds of wireless MAC 

attacks. 

Table 2: Main Types of Wireless Attacks at the MAC Layer 

 
Attacks at the Network Level 

In the network layer, IP was created as the main 

method for sending packets from a source (SN) 

to a destination (DN) using middle routers, 

which look at the IP addresses. Network-layer 

attacks mainly focus on taking advantage of 

weaknesses in IP. This includes tricks like IP 

spoofing, hijacking, and the Smurf attack (CERT, 

1995; Hastings & McLean, 1996; Harrisa & Hunt, 

1999), as shown in Table 4. IP spoofing is when 

someone creates a fake IP address to hide who 

they really are or pretend to be another device 

on a network to do illegal things. The network 

device that gets these packets with a fake 

source IP address will send its replies back to 

that fake address. This will use up a lot of 

network space and could even stop the network 

from working by sending too many fake IP 

packets. IP hijacking is an illegal act where 

thieves take control of a real user's IP address. If 

the attacker is successful in taking over the IP 

address, they can disconnect the real user and 

connect to the network pretending to be that 

user, allowing them to access private 

information. There are other ways to hijack IP 

addresses, like prefix hijacking, route hijacking, 

and border gateway protocol hijacking (Harrisa 

& Hunt, 1999). 

The Smurf attack is a type of DoS attack that 

affects the network layer. It involves sending 

many ICMP packets to a target computer or a 

group of computers using a fake source IP 

address (El-Moussa et al., 2007). When the 

victims get ICMP requests, they have to send 
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back ICMP responses. This creates a lot of traffic 

in their network. When the Smurf attack sends 

a lot of ICMP requests, the target network gets 

overloaded and stops working due to these 

requests and replies. To protect against Smurf 

attacks, a solution is to set up users and routers 

so they do not keep replying to ICMP requests. 

We can also use firewalls to block harmful data 

coming from fake source IP addresses. 

Table 4: Main Types of Wireless Attacks at the Network Layer 

 
Attacks on the Transport Layer 

This section gives a quick overview of harmful 

actions that happen in the transport layer, 

focusing on attacks involving TCP and UDP. TCP 

is a type of connection-based method that 

helps send data securely and reliably. It is 

commonly used for sending emails and 

transferring files between computers on a 

network. Unlike TCP, UDP is a connectionless 

protocol that does not set up a connection 

before sending data. It has less overhead and is 

quicker, but it does not ensure that data is 

delivered reliably. It is often used by 

applications that need to work quickly and do 

not need to be very reliable, like IP TV, voice 

calls over the internet, and online games. Both 

TCP and UDP have security problems. These 

include TCP and UDP flooding attacks and TCP 

sequence number prediction attacks, which are 

listed in Table 5. 

TCP attacks are types of cyberattacks that 

include flooding the network with too much 

traffic and guessing the order of data packets 

(Schuba et al., 1997; Kuzmanovic & Knightly, 

2006). TCP flooding, also called ping flooding, is 

a type of attack that makes a computer or 

network stop working. In this attack, the person 

doing it sends a huge number of ping requests 

to the target computer. The target then tries to 

respond with ping replies, but it gets 

overwhelmed and cannot keep up. This will 

overload both the input and output areas of the 

victim's system, and it might even slow down its 

connection to the target network if there are 

enough ping requests. The TCP sequence 

prediction method is another type of TCP 

attack. It tries to guess the order of TCP packets 

sent by a computer and then creates fake TCP 

packets that look like they came from that 

computer. In simple terms, the attacker tries to 

guess the order number of messages from a 

target device. Then, they create fake messages 

using this guessed number and send these fake 

messages to the target's receiver. The TCP 

sequence prediction attack will harm the data's 

accuracy because of the way packets are 

created and added. 

UDP can be affected by flooding attacks, where 

many UDP packets are sent all at once instead 

of using ping requests like in TCP attacks. In 

simple words, a UDP flood attacker sends a lot 

of UDP messages to a target computer, making 

it send back many replies (RFC 2577, 1999). In 

this way, the victim node will be flooded with 

harmful UDP packets and will become unable to 

connect with other valid nodes. Also, the UDP 

flooding attacker can disguise itself from real 

users by using a fake IP address to send harmful 

UDP packets. The bad effects of UDP flooding 

attacks are reduced by controlling how quickly 

UDP packets are sent out in response. Also, 

firewalls can be used to protect against UDP 

flooding attacks by blocking harmful UDP 

messages. 

Attacks on the Application Layer 

As mentioned earlier, the application layer uses 

HTTP (Haibo et al., 2010) for web services, FTP 

for transferring files, and SMTP (Bass et al., 

1998) for sending emails. All of these protocols 

can be targeted by security attacks. Application-
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layer attacks can be grouped into three types: 

HTTP attacks, FTP attacks, and SMTP attacks. 

HTTP is a set of rules for sharing web pages on 

the internet, but it faces many security risks. 

The main types of HTTP attacks are malware 

attacks (like Trojan horses, viruses, worms, 

backdoors, and keyloggers), SQL injection 

attacks, and cross-site scripting attacks 

(Kieyzun, et al., 2009). The word "malware" 

means harmful software made of code, scripts, 

and other content created by attackers. They 

use it to mess up real communications or steal 

private information. SQL injection is a type of 

attack used against applications that handle 

data. It involves inserting harmful SQL 

commands to try to get unauthorized access to 

real websites. The last kind of HTTP attack I will 

talk about is called a cross-site scripting attack. 

These usually happen in web applications and 

try to get around security measures, like the 

same origin policy, by adding scripts to web 

pages that run on the user's computer (Kieyzen 

et al., 2009). 

Table 5: Main Types of Wireless Attacks at the Transport Layer 

 
Table 6: Main Types of Wireless Attacks at the Application Layer 

 
FTP is a way to send large files from one 

computer to another, but it has some security 

issues. FTP bounce attacks and directory 

traversal attacks can often happen in FTP 

programs. The FTP bounce attack takes 

advantage of the PORT command to get access 

to ports by using another person's computer as 

a go-between. We want to point out that most 

new FTP servers are set up to automatically 

reject PORT commands (RFC 2577, 1999). This is 

done to stop FTP bounce attacks. A directory 

traversal attack tries to get into real file systems 

without permission by taking advantage of 

weaknesses in how the system checks the 

names of files that users provide. Unlike FTP, 

SMTP is a protocol used to send emails over the 

internet. However, it does not protect private 

information, like usernames, passwords, and 

the messages being sent between SMTP servers 

and users. This means there is a big risk to 

privacy. Also, emails often carry viruses and 

worms. SMTP attacks involve stealing 

passwords, using viruses and worms, and 

pretending to be someone else in emails (Bass 

et al., 1998). Usually, people use antivirus 

software or firewalls (or both) to find and 

protect against the kinds of attacks mentioned 

before. Table 6 shows a summary of the main 

attacks at the application layer mentioned 

earlier. 

We will finish by comparing the ways that 

wireless and wired networks can be attacked, 

looking at the different levels of the OSI model. 

As shown in the figure, the attacks on the 
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application, transport, and network layers of 

wireless networks are the same as those on 

wired networks because both types of networks 

use similar protocols at these layers. In 

contrast, wireless networks are not the same as 

wired networks when it comes to attacks on the 

physical layer and the medium access control 

layer. Usually, wireless networking standards 

(like Wi-Fi, Bluetooth, and LTE) only define the 

PHY and MAC layers. In wireless networks, 

regular security methods are set up at the MAC 

layer (or sometimes at the logical-link-control 

layer) to create a safe and private connection.  

III. SECURING WIRELESS NETWORKS THROUGH 

DATA ENGINEERING 

Wireless networks do the same job as regular 

wired networks. When information is sent 

through the air, there is a greater risk of it being 

overheard or misused. Higher security costs 

more money, so companies need to compare 

these costs with what they really need to make 

the most of wireless connections. Different 

safety methods can be used to protect wireless 

networks. Creating a set of security plans that 

address the weaknesses in a wireless network 

can help stop problems like unauthorized 

device access, fake access points, and data 

being intercepted. 

To prevent losing data and keep our wireless 

network safe, we can use different protection 

methods mentioned here. 

1. Stop unauthorized users from getting 

in: Since the wireless signal travels 

through the air, it can reach places we 

don't want it to. This means that 

someone without permission can access 

our wireless network and its data. So, 

we need to make sure that only 

approved devices can connect. Every 

wireless adapter card has a unique MAC 

address. We can create a list to control 

who can access the network based on 

these MAC addresses. This helps ensure 

that only registered devices can 

connect to the network. 

2. Stop network neighbor attacks: 

Sometimes, especially in public places, 

it's very important to keep users' 

information private. Using access points 

with user isolation technology can help 

prevent attacks from nearby networks. 

You can do this by setting the access 

point to client isolation mode. 

3. Stopping unauthorized users: The 

information in a wireless connection: 

Using strong coding methods to prevent 

unauthorized users from understanding 

the data, even if they manage to 

capture it. To prevent unauthorized 

access, you can use WEP or WPA for 

encryption. 

4. Stop illegal access points: When a 

wireless access point is linked to a 

wired network, it can be targeted by 

unauthorized access points. Illegal 

access points can hurt the important 

resources of the wireless network, so 

we need to check if the access points 

are valid. We can stop the illegal use of 

access points (AP) by checking their 

validity and regularly inspecting the 

stations to keep unauthorized access 

out. We can also detect illegal APs by 

using a receiving antenna to find any 

unauthorized networks before 

someone tries to use them. We need to 

check the physical station monitor 

regularly as much as we can. 

Levels of Security in Wireless Networks 

We can choose different levels based on how 

much security and ease of use we need from 

this list. 

Level 1 Security: Level 1 security is the most 

basic form of protection found in all wireless 

devices you can buy today. It uses a method 

called 'Wired Equivalent Privacy (WEP)' that is 

made to handle most security problems. Only 

the person with the right WEP key can unlock 

the information. WEP helps keep people who 

should not be on the wireless network from 

getting in. WEP (wired equivalent privacy) is a 

way to keep things safe by using two main 

parts: making sure the right people can access 

information (authentication) and keeping that 

information private (confidentiality). 
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WEP used a common key to secure data and 

relied on the RC4 method to encrypt 

information. It also used a CRC-32 check to 

ensure data was accurate. WEP uses four steps 

to scramble the data. It starts with a secret key 

that is 40 bits long and combines it with a 24-bit 

initial number to create the key used for hiding 

and revealing the data. The resulting key is used 

as the starting point for a Pseudo Random 

Number Generator (PRNG). Thirdly, the plain 

text uses a method to check its accuracy and 

then combines it with the plain text again. The 

outcome of the key sequence and ICV will be 

sent to the RC4 algorithm. The last coded 

message is created by putting the IV at the 

beginning of the Cipher text. The final secret 

message is created by adding the IV at the 

beginning of the Cipher text. WEP attempts to 

use five steps to decode information. First, the 

pre-shared key (PSK) and Iteration Vector (IV) 

are joined together to create a secret key. Next, 

the Cipher text and Secret Key are used in the 

CR4 algorithm to create a plain text as the 

result. Third, the ICV and the original text will 

be separated. Fourth, the plain text goes to the 

Integrity Algorithm to create a new ICV (ICV'). 

Finally, the new ICV (ICV') is compared to the 

original ICV. 

WEP problem: WEP cannot stop someone from 

making fake packets. WEP does not stop replay 

attacks. Attackers can easily capture and resend 

data packets, and these will be accepted as if 

they are real. WEP uses RC4 the wrong way. The 

keys used are very weak and can be easily 

guessed by regular computers in just a few 

hours or even minutes. This can be done using 

free software like 'aircrack-ng'. WEP uses the 

same starting numbers again. There are 

different ways to break codes that can read 

protected information without needing the 

secret key. WEP lets someone change a 

message without being noticed, even if they 

don't have the encryption key.  

 
Figure 27: WEP encryption process 

Even with basic security, there are still many 

serious security risks in a wireless network. 

Security risks in level 1 security: 

Easy Access: Wireless LANs are very easy to 

locate and connect to if the right security steps 

aren't taken. An attacker can get into the 

network without having to be in the building. 

SID (Secure System Identifiers are given to each 

wireless network). If the SSIDs are shared 

openly, they can be picked up by others, 

allowing unauthorized access. 

Rough access points: These are access points 

set up in a company without permission from 

the network or system administrator. You can 

easily buy and set up access points anywhere. 

However, the person setting up the access 

points may not take the right security steps, 
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which could allow attackers and hackers to get 

into the network. 

Eavesdropping: This means listening in on 

information being sent through wireless 

networks. You can listen in on wireless 

communications using tools like airodump-ng 

software. 

Traffic Analysis: Traffic analysis helps gather 

information about how data is sent and how 

the network is used by watching and capturing 

patterns in wireless communication. 

Data tampering: This means there is a chance 

that wireless data can be intercepted and 

erased while it is being sent. 

Masquerading: Masquerading happens when a 

hacker gets into a wireless network without 

permission and pretends to be a real user. 

Denial of Service (DoS): An attacker can block a 

whole communication channel by using a 

powerful frequency generator, making it hard 

for people to access the network. 

Level 2 securities: It uses WPA (Wi-Fi Protected 

Access). WPA provides better control over who 

can access the network, has improved security 

features, and helps keep data safe. The WPA 

was created to fix the issues with the WEP 

security method so users would not have to 

change their hardware. WPA is a better version 

of WEP that you can install without needing 

new hardware. 

Security System in Level 2 Safety: The usual 

WPA, like WEP, has two ways it can work: 

Personal WPA or WPA-PSK: This is used in small 

offices or home offices to verify who can 

connect to the network at home. Personal WPA 

does not use an authentication server, and the 

encryption key can be as long as 256 bits. Keys 

can be any combination of letters and numbers 

and are used to set up the first connection with 

the access points (APs). Both the client and the 

AP already have this key. WPA allows both sides 

to prove who they are, and the key is never sent 

through the air. 

Enterprise WPA: In this mode, a special server 

called 802.1x checks who can access the 

network. This helps keep the wireless network 

safe and gives good control over users' activity. 

This WPA uses 802.1X and EAP (Extensible 

Authentication Protocol) for verifying users, and 

it replaces WEP with a better encryption 

method called TKIP (Temporal Key Integration 

Protocol). No Pre Shared Key (PSK) is used here. 

TKIP uses the same RC4 method as WEP, but it 

adds a step to create a hash before using the 

RC4 algorithm. It also makes a copy of the 

initialization vector. 

One copy is sent to the next step, and the other 

is mixed with the main key. After hashing, the 

result creates the key for the package that will 

be combined with the first copy of the starting 

vector, which causes the RC4 algorithm to move 

to the next step. Next, a key is created by using 

an XOR operation with the text you want to 

encrypt, which then produces the encrypted 

text. The message is ready to be sent. Its 

encryption and decryption will be done by 

reversing the process. 
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Figure 28: WPA Encryption Process 

Security risks in Level 2 security 

Encryption Problems: WPA has some security 

flaws, so level 2 security does not fully protect 

against data being changed or fake identities. 

Losing speed: Because the system has to do a 

lot of complicated calculations for security 

measures like authentication and encryption, its 

performance slows down, causing data 

transfers and communication to become 

slower. 

Level 3 Securities: Level 3 security uses the 

802.11i standard. It fixes most of the security 

problems in WPA/WEP and gives wireless 

networks 128-bit encryption for better safety. It 

also includes 802.1X authentication and key 

management methods. In this process, 

successful authentication means that both 

parties confirm who they are and create a 

shared secret that will be used for making 

future keys. Using this shared secret, the key 

management rules create and share usable keys 

for future data communication. 

Security Mechanism in Level 3 Security 

Security in Level 3 uses the WPA2 protocol. 

WPA2 uses a stronger way to protect data 

called Advanced Encryption Standard (AES). 

Some businesses and government users need 

this. Like WPA, WPA2 also has two types: 

Personal (using a shared password) and 

Enterprise (for businesses). WPA2 needs a 

hardware upgrade for routers or access points 

because it uses a lot of processing power to 

encrypt and decrypt data with AES encryption. 

However, the performance gets worse every 

time a user tries to make a transaction. This 

happens because the network has to run 

security checks and encryption, which slows 

down the data transfer speed. 

When we talk about keeping information safe, 

we usually think about outside attackers getting 

in. We often trust the people who are already in 

our system, but we do not consider that 

someone from inside could also be a threat. 

 

IV. SECURITY IN WIRELESS SENSOR 

NETWORKS: FUTURE DIRECTIONS 

Wireless sensor networks (WSNs) are a good 

answer for many uses, but keeping them safe is 

usually very important. While researchers have 

worked on cryptography, managing keys, secure 

routing, safe data gathering, and detecting 

intrusions in wireless sensor networks (WSNs), 

there are still some problems that need to be 

solved. First, choosing the right security 

methods depends on how much power sensor 

nodes have. This means there is not one 

solution that works for all sensor networks. 

Instead, the security systems are designed for 

specific applications. Second, sensors have 

limits on how much energy they can use, how 

much processing power they have, how much 

memory they can store, and how well they can 

communicate. The design of security services in 

wireless sensor networks (WSNs) needs to meet 
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these requirements. Third, most current 

methods assume that the sensor nodes and the 

main station do not move. But there might be 

times, like in war zones, when the main station 

and maybe the sensors need to move around. 

The movement of sensor nodes affects how the 

sensor network is set up and creates several 

problems for secure routing methods. We point 

out a few future areas to explore regarding 

security problems in wireless sensor networks 

(WSNs). 

• Take advantage of private key 

processes on sensor nodes: Recent 

research has shown that using public 

key methods can work well on sensor 

nodes. However, operating with a 

private key is still too costly for a sensor 

node to handle. Public key 

cryptography can help make security 

design easier in wireless sensor 

networks, so it is very important to 

make private key operations on sensor 

nodes more efficient. 

• Safe routing methods for mobile 

sensor networks: The movement of 

sensor nodes greatly affects the layout 

of the sensor network and how 

information is sent through it. Mobility 

can happen at the main station, the 

sensor nodes, or both. Right now, the 

rules say that the sensor network stays 

in one place. We need to create new, 

safe ways for mobile sensor networks 

to send data. 

• Ongoing security in sensor networks: 

Most research on security in these 

networks looks at specific data points 

like temperature and humidity. We are 

not talking about ongoing things like 

videos and pictures. Right now, video 

and image sensors for wireless sensor 

networks (WSNs) are not common, but 

they are expected to be available in the 

future. There are important differences 

in how we secure single events 

compared to ongoing events. This 

means that the security for continuous 

data streams will be different from the 

current security methods used in 

Wireless Sensor Networks (WSNs). 

• Quality of Service (QoS) and safety: 

Adding security features in Wireless 

Sensor Networks (WSNs) usually makes 

performance worse. Recent research on 

security in wireless sensor networks 

(WSNs) looks at specific areas like 

managing keys, safe routing, protecting 

data collection, and detecting 

intrusions. QoS and security services 

should be looked at together in 

Wireless Sensor Networks (WSNs). 

 

CONCLUSION 

Securing wireless networks is an imperative 

challenge that demands continuous attention 

and innovation. As highlighted throughout this 

research, wireless networks serve critical 

functions across various sectors, including 

military, healthcare, and manufacturing, yet 

they are inherently susceptible to threats such 

as eavesdropping and unauthorized access. The 

dual pillars of security—confidentiality and 

authentication—are essential in safeguarding 

sensitive information. Confidentiality ensures 

that snoopers are prevented from reading 

secret messages, while authentication verifies 

the identities of users, thereby preventing 

attackers from impersonating legitimate 

senders. 

The historical context of data security, 

exemplified by the Enigma machine, 

underscores the evolution of cryptographic 

methods and the necessity for robust security 

measures in today’s digital landscape. As we 

move forward, it is crucial to develop 

comprehensive security plans that address the 

vulnerabilities inherent in wireless networks, 

including unauthorized device access and data 

interception. By leveraging advanced 

encryption techniques and effective key 

management strategies, we can enhance the 

integrity and confidentiality of wireless 

communications. 

Ultimately, this research contributes to the 

ongoing discourse on wireless network security, 

emphasizing that a proactive approach is 
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essential to mitigate risks and protect sensitive 

data from emerging threats. As technology 

continues to evolve, so too must our strategies 

for securing wireless networks, ensuring that 

they remain reliable and safe for all users. 
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