NeuroQuantology |February 2023 | Volume 21 | Issue 4| Page 287-296| Doi: 10.48047/NQ.2023.21.4.NQ23027

Mohammad Sayduzzaman et al / Exploring Facial Recognition Technology for Evaluating Character Based on Facial Features: An Android App using
MediaPipe Solutions

@

Exploring Facial Recognition Technology for
Evaluating Character Based on Facial Features: An
Android App using MediaPipe Solutions

Mohammad Sayduzzaman'®, Umme Sara?, Indragit Kumar Paul?, Tashmir Reza Tamanna®, Md. Jabed

Igbal®, Tawhidur Rahman®, Maliha Sultana’
Manuscript Received: 22 July 2022 Manuscript Revised: 04 November 2022 Published: April 2023

Abstract

Facial recognition technology has emerged as a powerful biometric identification tool in various applications,
including security and access control. However, this paper aims to explore using facial recognition technology to
evaluate a person's character based on facial features. To achieve this, we have developed an Android app using
MediaPipe solution-core library, with optional face detection and face mesh solutions. This study discusses the
benefits and drawbacks of using facial recognition for character evaluation and explores the various methods used
for feature extraction. We also examine the criteria people use to evaluate facial recognition systems in this context.
Our findings indicate the potential for future research in this area, especially in improving accuracy and reducing the
risk of bias in facial recognition algorithms.
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Introduction

The research background and significance of the
topic: In recent years, with the continuous
improvement of social modernisation, computer
technology and global networking, information
security has been paid more and more attention by
people. How to use identity verification effectively
(ID: identity) and identification have become the
subject of extensive research by scientists
(Venkatesan, 2023a).

Traditional identity verification relies mainly on
passwords or ID cards like driver's licenses.
However, passwords are easy to forget or steal, and
the ID cards may be lost; this simple and single
identification method is no so safe and reliable. To
improve the security and reliability of identity
authentication based on easy operation and
implementation, physical feature identification
technology has become a hot topic since biometrics

can be uniquely, intuitively and easily reflected
(Rajest et al., 2023).

Biometric identity, biometric-based identification
technology is reliable, safe, difficult to forge, and
cannot be stolen. Advantages that cannot be
compared with other identifications, such as
extraction and unique features. With the
continuous progress of modern science and
technology, various identification technologies
based on biometrics have been studied by people.
The so-called biological characteristics, including
biological indicators. Fingerprints, voice, iris, face,
DNA, and in recent years, some researchers have

even recognised human earsVenkatesan &
Rehman(2023) studied the biological
characteristics, scientists have studied various

human identification methods correspondingly,
Including speech recognition method,
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fingerprint identification method, face recognition
method, iris identification method, and DNA
identification method. Among the recognition
methods of many characters, face recognition
technology is highly humanised, simple and
intuitive, and easily recognised by
people(Venkatesan). Accepted by the inspectors,
the recognition rate of face recognition technology
is also relatively high. besides,

The technology required to recognise faces

advanced quickly. Since Alphonse Bertillon in 1883
provided the groundwork for the facial recognition
system, some anthropometric measurements have
been utilised as a basis, including eye distance,
symmetry, and various facial traits. With the ability
to accuse or exonerate people with criminal
records, this system is a growing trend in the
forensics industry and has even been given legal
standing (ApazaCutipa et al., 2019).

Fig 1:Recognising faces

When compared to the technology used by your
smartphone or computer, facial recognition is a
huge step up. Access control for business and
government premises can be streamlined by using
it to verify and identify employees and visitors.
Some of these systems can detect known or
suspected criminals, while others can help
businesses tailor their marketing to individual
clients by analysing their facial features. However,
there are significant privacy concerns because this
technology can follow people locally and globally
(Cutipa et al, 2019; Ding & Huang, 2020;
Venkatesan, 2023b).

Even though facial recognition can be helpful in
some situations because it enables people to
identify one another based on physical
characteristics, it's essential to remember that
technology can be abused in negative ways that can
have lasting effects on people's personal growth
and development (Venkatesan, 2023b). The current
facial recognition business is worth about $3 billion
and is projected to reach $6 billion by 2021, with
surveillance as a primary driver of this expansion.
So you can see that the F.B.I. has a database with
photographs of more than half of the U.S.
population, so only by inputting some
characteristics of the inhabitant will immediately
have the image of the person, there is also the fear
of more individuals, so they can use the information

for doing criminal activities (Chochia&Nassi, 2021;
Sandoval Avakimova& Camino Guerra, 2020).
To address these issues, we have developed an
android app using the MediaPipe solution-core
library with optional solutions for face detection
and face mesh. Our app allows users to capture
images of faces and extract facial features for
character evaluation. We discuss the benefits and
drawbacks of facial recognition technology for
character assessment and examine the criteria
people use to evaluate facial recognition systems
(Venkatesan et al., 2023).

Explanation of the Mechanisms Behind Facial
Recognition

Biometrics research provides the foundation for
collecting, measuring, and analysing biological data
like D.N.A., handprints, iris, and voiceprints
(biometric tasks). This resulted in the development
of facial recognition systems, which base their
identification conclusions on individual features
(pictures and videos) captured in a digital image
and then validated automatically by a computer.
"You won't have to take any action thanks to the
biometrics system (Espinel Reyna, 2020; VIGNEAU
et al, 2021). The gadget only detects your
presence."
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Fig 2: Face recognition

However, the computing cost rises due to the
employment of algorithms for image processing
(the recognition process analyses hundreds of faces
and employs a facial mapping that records 100
facial expressions; all images contain 50 x 50 pixels
in width and height and a directionality of 2500
pixels) (Llanes et al, 2019). Some of the current
components were examined in light of the methods
for extracting the characteristics:

¢ P.C.A. (principal component analysis)

¢ LDA (Linear Discriminant Analysis)

¢ L.P.P. (local conservation predictions)

¢ D.C.T. (transform of the discrete cosine)

Using P.C.A,, you may determine the distribution
and classification vectors that best describe a set of
photos in a smaller dataset. Reducing the number
of picture components leads to a more accurate
image representation in the chosen coordinate
system. For its part, LDA performs well when the
amounts measured for each independent variable
across all observations are continuous. The
purpose is to reduce computational costs by
projecting a dataset onto a smaller space with class
separability. Separate categorical variables can be
handled with discriminant match analysis, which is
analogous to the former method (Yanchatuia et al.,
2021).

In B.V.G,, neighbourhood data is used to construct
graphs. The algorithm's output graphic can be
understood as a discrete linear approximation to
one that originates organically in the manifold's
geometry. Data transformation by a finite sequence,
where the sum of cosine functions represents each

frequency, is provided by discrete cosine transform
(D.C.T.). Like principal component analysis (P.C.A.),
D.C.T. utilises extracted image features to facilitate
classification; however, unlike P.C.A, D.C.T.'s
foundation is not dependent on the images
themselves (Urquijo Martinez, 2022). Identification
of faces: the process in stages with facial

recognition technologies, you can skip five
processes:

e Facerecognition.

e Adjusting

e Normalisation

e Characteristic extradition 2
Acknowledgement

The facial region (if present) is located and isolated
from the rest of the scene via detection. Through a
series of geometric transformations, conditioned
information reveals the face's constituent parts and
the size at which they appear. After the process, the
photographs are resized, and the unwanted
elements are cropped out using a rectangle or an
ellipse to reduce the impact of lighting alterations.
Once the features are determined, it will be
possible to distinguish between people's faces
based on their geometrical differences. The
recognition system then provides the facial pattern
produced from the characteristics and compared to
the database. If the similarity is 90% or more, the
face's identity is revealed; otherwise, an "unknown"
label is displayed (Ariza-Casabona et al., 2022).
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Fig 3: The Face Recognition Procedure (Carrero Ramirez &Chicaiza Gomez, 2022)

In addition to using the eyes, symmetry and unique
characteristics of each person's face can be used to
identify them. Alternatively, neural network-based
classifiers. When the normalisation process is
complete in other circumstances, information about
the eye, nose or other components containing
biometric information is employed, or merely an
image scale is conducted. Localisation systems are
the recognising systems performing the above
tasks (Acosta Lenis; Jinglun, 2020).

Achieving success isn't always a breeze

Using any of the recognition above methods, you
can first extract the features from the face to
establish which areas it consists of. Small
characteristic vectors are often generated by a
specific operation and compared to the recompiled
person database. A person's identity is
authenticated or verified if they are identifiable in
some way by a code, access cards, or any other
system.

Methods such as Mahalanobis, cosine of the angle
between vectors, Fuzzy Systems, correlation
coefficient, and the like are used to compare the
test characteristics vector to the database and
identify a person if the two vectors have the same
measure. Small distances are selected and
compared with the initial data set to establish if the
individual is in the database or an intruder. The fact

that different writers use different methods to
accomplish the same goal (reducing the problem's
dimensionality = via feature extraction) is
interesting.

The resulting technology can identify people based
on their likeness in an image. Even if the initial
research to produce this technology was conducted
secretly and was sadly unreliable due to factors like
the lack of clear criteria or the risk that it would
fail, taking manual measurements is impossible.
These issues stretch back to the 1960s.

Many fields make use of these developments. Some
of the most critical include:

e Amount verification in many contexts (A.T.M.s,
building entry, etc.). Protection, watchfulness, and
vigilance for the populace at large.
One example of improved human-machine
interaction is a computer that can identify the
person using it.

« Archival offender identification by police

The aims of face recognition are:

Face-to-Face Image Comparison for Authentication
and Verification photo of the person whose
identification we are trying to determine. Either the
face's identification will be verified or denied by the
system. To identify a person, one can use a facial
image and a database of recognised faces to narrow
down the possibilities.

Table 1: Advantages and Disadvantages of Facial Recognition

Advantages

Disadvantages

Useful in the forensic field

interrupt privacy

Control access in private places

Lighting (interior/exterior)

Does not require physical contact, etc.

Occlusion by sunglasses, etc.

Produced from (Carrero Ramirez &Chicaiza Gomez,
2022)

One of the not-so-new systems that rely heavily on
biometrics is facial recognition. Persons react to
this paradigm since its success rate is lower than
85%; they also believe that fingerprinting methods

are more efficient and less harm the privacy of
people who circulate in any public space. Privacy
advocates and security experts have been at odds
for a long time, but ultimately, it is up to
governments to decide which is more important. As
evidenced by linguistic analysis, biometric face
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recognition technologies have become ubiquitous,
popping up in locations like public spaces and
shopping malls and online when images are posted
in real-time.

Methodology

To evaluate the potential of facial recognition
technology for character evaluation based on facial
features, we developed an android app using the

MediaPipe solution-core library with optional
solutions for face detection and face mesh. The app
allows users to capture images of faces and extract
facial features, which are then analysed for
character evaluation. For this purpose, Android
Studio is used as IDE, Java Language is used as the
backend, and XML 1is wused for frontend
programming. MediaPipe solution and face mesh
dependencies are used to process the images.

select Image From Gallerny

Check points

Processing

Character evaluation

Show the Process Image

The facial recognition process involves the
following steps:

Import images from the phone gallery.

The checkpoint will check that the image is valid
with proper extension.

After validation and checkpoint. Start processing
which is an invisible process. Or the background
process of the image.

Face detection & mash: The app wused the
MediaPipe Face Detection Solution to detect faces

in the captured images. This solution provides real-

2

—

time face detection with high accuracy and can
detect multiple faces in an image.

Feature extraction: Once the faces were detected,
the app used the MediaPipe Face Mesh Solution to
extract 468 facial landmark points for each face.
These landmark points represent various facial
features, including the eyes, nose, mouth, and
eyebrows.

Character evaluation: The extracted facial landmark
points were analysed using machine learning
algorithms to determine the face.

The above picture shows the complete processing
results. Add a simple image from my phone gallery

after completing the process to show results.
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defaultConfig {
applicationId "com.app.facemesh"
minSdk 24
targetSdk 32
versionCode 1
versionName "1.0"

testInstrumentationRunner

Firstly, the "application” attribute defines a unique
identifier for the app, typically used in the Google
Play Store and other app distribution platforms, to
differentiate it from other apps. In this case, the
identifier is "com.app. face mesh". Next, the "mind"
attribute specifies the minimum version of the
Android operating system that the app supports. In
this case, the app requires at least version 24
(Android 7.0) to run. The "targeted" attribute
indicates the version of the Android SDK that the
app was developed against and tested on. In this
case, the app was developed and tested on version

dependencies {

implementation
implementation
implementation
testImplementation
androidTestImplementation

androidTestImplementation

aPipe solution-core is

implementation

Optional: MediaPipe Face

implementation

Optional: MediagPipe Face Mesh

implementation

// Optional: Med

implementation

The given code represents the dependencies
section of a Gradle build file in an Android project.
The dependencies section declares the libraries or
modules on which the project depends. The first
three dependencies: ‘'androidx. appcompat:
appcompat: 1.4.1',
'‘com.google.android.material:material:1.5.0', and
'Android. Constraint ayout:constraintlayout:2.1.3'
are commonly used libraries in Android app
development.

They provide Ul components and layout features
for creating modern and responsive android apps.
The next three dependencies are for testing

'junit:junit:4.13.2"

the foul

‘com.google.mediapipe:solution-core:latest.release’

Detection Sol

iigPipe Hands Solutian

"androidx.test.runner.AndroidJUnitRunner"

32 (Android 12). The "versionCode" attribute is an
integer that represents the app's version number.
This number is typically incremented with each
new app release and is used by the operating
system and app stores to manage app updates. In
this case, the version code is 1. Finally, the
"versionName" attribute is a human-readable string
that represents the version name or title of the app.
This attribute is also typically updated with each
new release and can help users identify which
version of the app they are running. In this case, the
version name is "1.0".

N
N

"androidx.appcompat:appcompat:1.4.1"
‘com.google.android.material:material:1.5.0"
"androidx.constraintlayout:constraintlayout:2.1.3"

"androidx.test.ext:junit:1.1.3"

'androidx.test.espresso:espresso-core:3.4.0"'

ution

‘com.google.mediapipe:facedetection:latest.release’
Solution.

"‘com.google.mediapipe: facemesh:latest.release’

‘com.google.mediapipe:hands:latest.release’

purposes. 'junit:junit:4.13.2" is the JUnit testing
framework that helps developers write and run

unit tests for their code.
'android.test.ext:junit:1.1.3" provides additional
JUnit functionality for android testing, and

'android.test.espresso:espresso-core:3.4.0' is a
testing framework for Ul testing in Android.

The last four dependencies are specific to
MediaPipe, a cross-platform framework for
building multimodal applied ML pipelines. These
dependencies provide access to MediaPipe's face
detection, face mesh, and hand-tracking solutions.
By including these libraries, developers can
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The below code is the button function code. When
the user clicks on the button named “Load Photo”. I
call the default function of the Android OS and
show the bottom sheet with few options. When the
user selects the image, it moves to the next process,
which I already explained above.

leverage the power of MediaPipe in their Android
apps for features such as real-time face and hand
tracking. Overall, the dependencies section of a
Gradle build file is an important aspect of Android
app development as it allows developers to include
external libraries or modules to enhance the
functionality of their apps.

Button loadImageButton = findViewById(R.id.button_load_picture);
loadImageButton.setOnClickListener(
new View.OnClickListener()
@0verride
public void onClick(View v) {
Intent pickI&laqe-Inten-t = neh-v Intent(Intent.ACTION_PICK);
pickImageIntent.setDataAndType(MediaStore.Images.Media.INTERNAL_CONTENT_URI, type: "image/*");
imageGetter.launch(pickImageIntent);
}
);
This article's approach was gleaned from secondary 4. Breakdown of the various literary works.
sources such as books, websites, and blogs. The Take the reader step-by-step through pre-
papers in this section have been read, examined, processing, visualisation, segmentation, feature
and summarised. Facial recognition systems have extraction, and facial recognition utilising the many
relied heavily on biometrics research from the methodologiesindicated and discussed above.
start. After that, we repeated our examinations and

took the following processes till our inquiry was Result

complete. The next steps then occurred: . . . .
1. Explanation of the study's working title Research into facial recognition via photograph993

2. Detailed explanations of everything in the title has proven useful, prompting a poll of 50 Dhaka,
and more Chottogram residents randomly selected to learn

. . . . more about the field. Think it plays a significant
3. The third step involves categorising, analysing, . . Lo
. : . . role in facial recognition?
and interpreting written materials.

Table 2: Importance of Facial Recognition

Prepared from: (Mirabal Napoles et al.,, 2020) Surveys

Substitutes Responses Proportion
YES 45 80.0%

NO 05 20.0%
AGGREGATE 50 100.0%
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Considering how

the negative, it's safe to assume that most people
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Chart Title

Category 1

B Yes HNo

Fig 4: Importance of Facial Recognition

of people believe facial recognition is crucial. How important
answered in the affirmative and twenty percent in do you think it is that law enforcement agencies use

facial recognition?

Table 3: Help to Solve Cases

Substitutes Response Proportion
YES 49 90%
NO 1 10% 294
AGGREGATE 50 100%
100

80

60

40

20

0 I
90
B Yes HMNo

Fig 5: Helping to solve cases in the country

Ninety percent of respondents claimed that facial identity from a list of their distinguishing features.
identification aids in solving criminal cases in the How crucial do you see facial recognition being in
country, while ten percent said no; this indicates the modern world?

that facial recognition is crucial. Infer a person's

Table 4: Importance of facial recognition

Substitutes Response Proportion
YES 42 84%
NO 8 16%
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Fig 6: Importance of facial recognition

The vast majority (86%) of respondents agree that it is crucial to recognize someone just by looking at
their face, while only 4% disagree. Using a person's face to identify them raises privacy concerns.

Table 5: Securing Facial Recognition Technology

Substitutes Substitute Proportion

YES 48 96%

NO 2 4%

AGGREGATE 50 100% 29

Facial Recognition Technology

120
100
80
60
40

20

|
B Yes H No

Fig 7: Information protection

Since just 10% of respondents believed that facial pijscussions
recognition posed a data protection problem, and
90% thought there was no problem, this study will
significantly contribute to raising awareness of the
issue.

This research proposes a methodology for
extracting facial features suitable for character
evaluation in natural human-machine interface
settings. We address the challenge of facial feature
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extraction in the presence of motion and
deformation by presenting a variety of methods
that leverage the MediaPipe solution-core library
with optional solutions for face detection, face
mesh, and hands.

Conclusion

Since 90% of respondents in the survey stated how
much above, it is clear that the use of facial
recognition helps in the fight against crime, and
terrorism. Our research has developed an Android
app that leverages the MediaPipe solution-core
library to accurately extract facial features and
evaluate character traits in real-world settings. We
have also discussed the benefits and drawbacks of
using facial recognition for character evaluation
and explored the various methods used for feature
extraction. Moreover, it's been demonstrated that
face recognition is a computerised system that can
immediately recognise a person from a digital
image or video source in a database. One advantage
is that people can react instinctively to what they
see when encountering a new face rather than
trying to decode it.

In the future, the other researcher will use my code
and add OpenCV and TensorFlow to detect the face
character from the live image or video streaming.
They can add a new model for face mashing and
feature extraction.
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