
NeuroQuantology|June 2024| Volume22 |Issue 3 | Page 324-339|doi: 10.48047/nq.2024.22.3.NQ24036 
P. Vamshi Krishna et al/A Systematic Survey of Post-Quantum Cryptography Algorithms and Security Models 
 

eISSN1303-5150                                                                                                                              www.neuroquantology.com                                                                   

 

A Systematic Survey of Post-Quantum 

Cryptography Algorithms and Security 

Models 
P. Vamshi Krishna

1*
, Meeravali Shaik

2
 

1Research Scholar, Department of Computer Science and Engineering, School of Engineering, Malla 
Reddy University, Hyderabad, Telangana, India 

2Professor & Head, Department of Computer Science and Engineering, School of Engineering, Malla 
Reddy University, Hyderabad, Telangana, India 

*Corresponding author: P. Vamshi Krishna 
 
 

Abstract 

The rapid advancement of quantum computing poses a significant threat to traditional cryptographic 
algorithms, necessitating the development of robust security solutions under the realm of Post-
Quantum Cryptography (PQC). This survey provides a comprehensive analysis of the state-of-the-art 
PQC algorithms, emphasizing their potential to safeguard information in a post-quantum world. It 
delves into various classes of PQC algorithms, including lattice-based, code-based, multivariate 
polynomial, hash-based, and isogeny-based cryptographic schemes. Each category is critically 
evaluated in terms of its security strengths, computational efficiency, key sizes, and resilience to 
quantum attacks. The survey also discusses the challenges of implementing PQC algorithms, such as 
their integration into existing systems, scalability, and performance overheads. Moreover, it 
highlights the ongoing standardization efforts by organizations like NIST and the practical 
considerations for transitioning from classical to quantum-resistant cryptographic protocols. The 
article concludes by identifying future research directions that address the current limitations and 
explore innovative approaches to enhancing the security, efficiency, and adaptability of PQC 
algorithms, ensuring the longevity and reliability of cryptographic systems in the quantum era. 
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1. Introduction 

The first communication requirement is to 
ensure transmission quality, evaluated by the 
bit error rate. In addition, the need for 
information security for users, ensuring the 
integrity of information, or the ability to resist 
attacks to falsify or steal information is also a 
highly demanding essential requirement [1]. 
Moreover, the advent of the concept of 
quantum computers and quantum algorithms, 
such as Shor’s algorithm, threatens to collapse 
cryptography based on mathematical 

difficulties. Therefore, researchers have 
embarked on research and testing of 
cryptographic algorithms to resist attacks by 
quantum computers in the future. 
A quantum computer is a type of computer 
that uses the principles of quantum 
mechanics to perform calculations. Unlike 
classical computers, which use bits that can be 
either 0 or 1, quantum computers use 
quantum bits or qubits, which can be in 
multiple states simultaneously. This property 
of qubits allows quantum computers to 
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perform certain types of calculations much 
faster[2]. For instance, quantum computers 
can solve specific mathematical problems that 
are computationally infeasible for classical 
computers, such as factoring large integers. 
Quantum computers are still at an 
experimental stage and are not yet widely 
available[3]. However, significant progress in 
recent years has been made in building 
prototypes and demonstrating their potential 
capabilities. They can revolutionize many 
fields, from cryptography to optimization and 
machine learning. However, there are also 
significant technical and practical challenges 
to address before quantum computers 
perform useful computations at scale. 
PQC refers to cryptographic algorithms 
designed to be secure against attacks by 
quantum computers. Quantum computers 
have the potential to break many of the 
cryptographic protocols that are currently in 
use, including those that are widely used to 
secure Internet communications. PQC aims to 
develop new cryptographic protocols that can 
resist such attacks. The threat posed by 
quantum computers arises from their ability 
to perform specific calculations much faster 
than classical computers. Specifically, 
quantum computers can solve specific 
mathematical problems that are 
computationally infeasible for classical 
computers[4]. One example is factoring large 
integers, the basis for many current 
cryptographic protocols. Post-quantum 
cryptography is an active area of research and 
development, with many different proposals 
for new cryptographic algorithms evaluated 
for their security and practicality. The goal is 
to develop algorithms that can replace 
existing cryptographic protocols, ensuring the 
long-term safety of sensitive information[5]. 
People need to pay attention to PQC while the 
large-scale quantum computer is still far from 
reality. A few reasons can be listed here. (1) 
Preparation: Developing PQC algorithms 
allows us to prepare for the future threat of 
quantum computers. Cryptographic systems 
are often used to protect data for long periods, 
so it is essential to start planning for the 
possibility of quantum-based attacks now. (2) 
Longevity: PQC algorithms are designed to 

secure against classical and quantum-based 
attacks[6]. This means they will remain secure 
even if classical computing power continues to 
increase. (3) Adoption: it takes time for 
cryptographic systems to be developed, tested, 
and adopted. By starting work on PQC 
algorithms now, we can ensure that there will 
be suitable replacements for current 
cryptographic systems when needed. 
The first significant work on PQC started in the 
late 1990s. At that time, mathematicians and 
computer scientists realized that quantum 
computers could break widely used 
cryptographic systems such as Rivest–Shamir–
Adleman (RSA) and elliptic curve cryptography 
(ECC), which rely on mathematical problems 
that can be solved efficiently by a quantum 
computer[7]. The discovery of this threat led 
to a renewed interest in developing 
cryptographic algorithms that would resist 
quantum-based attacks. One of the earliest 
PQC algorithms proposed was the McEliece 
cryptosystem. It was introduced in 1978 by 
Robert McEliece and is based on the theory of 
error-correcting codes. The McEliece 
cryptosystem is known for its resistance to 
quantum-based attacks, but it has yet to see 
widespread adoption due to its large key sizes. 
Another approach to PQC is lattice-based 
cryptography. This involves using lattices, 
which are mathematical structures that can be 
used to generate encryption keys. 
Figure 1 outlines the timeline and selection 
process of the Post-Quantum Cryptography 
(PQC) standardization effort led by NIST, 
divided into four rounds. The first round, from 
December 2016 to January 2019, saw 82 
submissions, with 69 valid candidates, out of 
which 26 were selected based on their 
strengths and weaknesses. The second round, 
spanning January 2019 to July 2020, further 
narrowed down the candidates to 26, 
selecting 7 primary and 8 alternate algorithms 
while evaluating their software and hardware 
implementations. In the third round, from July 
2020 to November 2022, 7 candidates were 
considered, comprising 4 Public Key 
Encryption/Key Encapsulation Mechanisms 
(PKE/KEM) and 3 digital signatures. From 
these, 1 PKE/KEM and 3 signatures were 
selected, with 4 candidates advancing to the 
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fourth round. The fourth round, starting in 
November 2022 and ongoing, focuses on the 
remaining 4 PKE/KEM candidates, including 

BIKE, Classic McEliece, and HQC, with 
additional scrutiny following published attacks 
on SIKE. 

 
Figure 1. PQC the standardization process of NIST. 

 
2. PQC Classification 

Figure 2 categorizes various PQC methods into 
five primary groups: Isogeny, Codes, Lattices, 
Multivariate, and Hash. Each category 
represents a distinct approach to achieving 
quantum-resistant security.Each of these PQC 
methods has its own set of strengths and 
weaknesses, reflecting the ongoing efforts to 
find the most secure and practical solutions in 
the face of advancing quantum computing 
capabilities. The current landscape of PQC 
research is dynamic, with continuous 
evaluation and development needed to 
ensure these methods can meet the future 
demands of secure communications. 
2.1 Isogeny-based Cryptography: 

Isogeny-based methods[8] rely on the 
mathematical properties of elliptic curves, 
specifically isogenies between them. 
Supersingular Isogeny Key Encapsulation (SIKE) 
is the most prominent isogeny-based scheme, 

known for its small key sizes, making it 
suitable for low-bandwidth environments. 
However, it has recently faced challenges due 
to emerging attacks, raising concerns about its 
long-term viability.Isogeny-based 
cryptography is grounded in the mathematics 
of elliptic curve isogenies. SIKE represents this 
category and is based on the difficulty of 
finding isogenies between supersingular 
elliptic curves. SIKE is particularly attractive 
because of its small key sizes, which are a 
significant advantage in bandwidth-
constrained environments. Despite these 
benefits, SIKE has faced recent challenges due 
to cryptanalytic attacks that have 
compromised its security, bringing its long-
term viability into question. These 
developments have sparked further research 
into refining isogeny-based techniques or 
finding alternative schemes within the same 
category. 
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Figure 2. Different PQC Methods. 

 

2.2 Code-based Cryptography 

Code-based cryptography relies on the 
hardness of decoding a general linear code, a 
problem considered resistant to quantum 
attacks. Classic McEliece is a well-established 
code-based encryption scheme, valued for its 
strong security guarantees but criticized for its 
large key sizes. Other notable schemes include 
HQC (Hamming Quasi-Cyclic) and BIKE (Bit 
Flipping Key Encapsulation), both of which aim 
to improve upon the efficiency and practicality 
of code-based methods while maintaining 
robust security. 

 Classic McEliece: Code-based 
cryptography relies on the hardness of 
decoding randomly generated linear 

codes. The Classic McEliece scheme is 
one of the oldest and most studied 
cryptographic systems in this 
category[9]. It offers strong security 
guarantees, withstanding 
cryptanalytic attacks over decades. 
However, it is often criticized for its 
large key sizes, which can be 
cumbersome in some applications. 
Despite this, Classic McEliece remains 
a strong candidate for post-quantum 
security due to its well-understood 
security properties. 

 HQC:HQC is a modern code-based 
scheme that aims to improve the 
efficiency and practicality of code-
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based cryptography. It uses quasi-
cyclic codes, which allow for more 
efficient implementations, particularly 
in terms of key sizes and 
computational requirements [10]. 
HQC retains the strong security 
characteristics of traditional code-
based systems while attempting to 
address some of their limitations, 
making it a promising candidate in the 
PQC landscape. 

 BIKE:BIKE leverages the structure of 
low-density parity-check (LDPC) codes 
to provide efficient and secure key 
encapsulation mechanisms. BIKE's 
design focuses on achieving a good 
balance between security and 
efficiency, making it suitable for a 
wide range of applications [11]. By 
using LDPC codes, BIKE can achieve 
smaller key sizes and faster encryption 
and decryption processes compared 
to older code-based systems like 
Classic McEliece. 

2.3 Lattice-based Cryptography 

Lattice-based methods are among the most 
promising approaches in PQC, leveraging the 
hardness of problems like the Learning with 
Errors (LWE) and Short Integer Solution (SIS). 
Schemes like KYBER and SABER are leading 
candidates for key encapsulation, offering a 
good balance between security, efficiency, and 
practicality. NTRU and its variant NTRUPrime, 
along with FrodoKEM, are other notable 
lattice-based schemes, each with unique 
strengths in terms of computational efficiency 
and resistance to quantum attacks. 
Additionally, DILITHIUM and FALCON are 
prominent lattice-based digital signature 
schemes, known for their high security and 
relatively small signature sizes. 

 KYBER: KYBER is a key encapsulation 
mechanism (KEM) based on the 
hardness of the LWE problem. It is 
highly regarded for its efficiency and 
security, making it one of the leading 
candidates in the NIST PQC 
standardization process [12]. KYBER’s 
strength lies in its ability to provide 
secure and efficient key exchange 
protocols, which are essential for 

secure communications in the post-
quantum era. 

 SABER: SABER is another lattice-based 
KEM that uses the Module-Learning 
with Rounding (MLWR) problem. 
SABER is known for its simplicity and 
efficiency [13], particularly in terms of 
its computational requirements. It 
provides a good balance between 
security, speed, and key size, making it 
an attractive option for post-quantum 
secure communications. 

 NTRU and NTRUPrime: NTRU is a 
public-key encryption algorithm based 
on lattice problems. It is one of the 
earliest lattice-based cryptosystems 
and has been studied extensively for 
its security properties. NTRUPrime is a 
variant of NTRU that improves upon 
the original design by providing 
stronger security guarantees and 
reducing certain vulnerabilities. Both 
NTRU and NTRUPrime are considered 
strong candidates for PQC due to their 
well-established security foundations 
[14]. 

 FrodoKEM:FrodoKEM is a lattice-
based KEM that avoids structured 
lattices, relying instead on 
unstructured LWE problems. This 
approach provides additional security 
assurances, particularly against 
certain types of algebraic attacks [15]. 
While FrodoKEM may be less efficient 
than structured lattice schemes like 
KYBER, it is valued for its robust 
security guarantees. 

 DILITHIUM: DILITHIUM is a digital 
signature scheme based on lattice 
problems, specifically the Fiat-Shamir 
with Aborts technique. It is designed 
to be both efficient and secure, 
providing small signatures and fast 
verification times [16]. DILITHIUM has 
gained significant attention for its 
potential to replace existing digital 
signature schemes in a post-quantum 
world. 

 FALCON: FALCON is another lattice-
based digital signature scheme that 
uses the Fast Fourier Sampling 
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technique. It is known for its compact 
signatures and fast performance, 
making it a strong contender in the 
PQC landscape [17]. FALCON's design 
prioritizes efficiency, making it 
suitable for use in resource-
constrained environments where 
performance is critical. 

2.4 Multivariate-based Cryptography 

Multivariate cryptography is based on the 
difficulty of solving systems of multivariate 
quadratic equations, a problem that remains 
hard even for quantum computers. Rainbow is 
a well-known multivariate scheme, notable for 
its potential efficiency in certain applications. 
However, it has faced scrutiny due to 
vulnerabilities exposed by recent cryptanalysis. 
GeMSS is another multivariate scheme that 
focuses on achieving a balance between 
security and computational efficiency, though 
it, too, has encountered challenges related to 
its security assumptions. 

 Rainbow: Rainbow is a multivariate 
public-key signature scheme that 
relies on the hardness of solving 
systems of multivariate quadratic 
equations. Rainbow is known for its 
potential efficiency and the ability to 
generate small signatures quickly [18]. 
However, it has faced significant 
cryptanalytic challenges, leading to 
concerns about its long-term security 
and suitability for standardization. 

 GeMSS (Great Multivariate Signature 

Scheme):GeMSS is another 
multivariate-based scheme that 
focuses on providing robust security 
while maintaining reasonable 
efficiency. It improves upon earlier 
multivariate schemes by offering 
better resistance to certain types of 
attacks [19]. However, like Rainbow, 
GeMSS has also faced scrutiny due to 
the inherent challenges of ensuring 
the security of multivariate 
cryptographic systems. 

2.5 Hash-based Cryptography 
Hash-based cryptography builds on the 
security of cryptographic hash functions, 
offering a quantum-resistant approach 
primarily for digital signatures. SPHINCS+ is a 

stateless hash-based signature scheme that 
provides strong security guarantees but at the 
cost of larger signatures and slower 
performance compared to other PQC methods. 
Picnic is another hash-based scheme that 
combines hash functions with zero-knowledge 
proofs to create a secure and efficient 
signature scheme, offering an alternative to 
more traditional cryptographic approaches. 

 SPHINCS+: SPHINCS+ is a stateless 
hash-based signature scheme that 
provides strong security guarantees 
against both classical and quantum 
attacks. Unlike other PQC methods, 
SPHINCS+ does not rely on algebraic 
structures but instead builds its 
security on the well-established 
hardness of hash function problems 
[20]. The trade-off for its robust 
security is larger signature sizes and 
slower performance, but SPHINCS+ is 
highly valued for its simplicity and 
long-term security. 

 Picnic:Picnic is a hash-based signature 
scheme that combines hash functions 
with zero-knowledge proofs to 
achieve post-quantum security. Picnic 
is designed to be simple and secure, 
with an emphasis on avoiding the use 
of number-theoretic assumptions that 
could be vulnerable to quantum 
attacks. While Picnic’s signatures are 
larger than some alternatives, its 
straightforward design and strong 
security properties make it a notable 
candidate in the PQC space. 

3. Related Work 

Algazy et al. [21] proposed the Syrga-1 digital 
signature algorithm, which employs lattice-
based cryptographic techniques to enhance 
security against quantum attacks. The Syrga-1 
algorithm utilizes hard lattice problems to 
generate cryptographic keys and signatures. 
The authors conducted performance 
evaluations and comparative analyses with 
existing post-quantum algorithms to 
demonstrate the efficiency and robustness of 
Syrga-1 in practical applications.Blanco 
Romero et al. [22] introduced PQSec-DDS, a 
framework for integrating PQC into Data 
Distribution Service (DDS) security protocols 
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tailored for robotic applications. The approach 
involves adapting DDS protocols to 
incorporate PQC algorithms, enhancing data 
encryption and key management against 
quantum threats. The methodology includes 
simulations and real-world testing to validate 
the improved security and functionality in 
robotic networks. 
Choi and Lee [23] proposed a model for 
securing Internet of Things (IoT) networks 
using Post-Quantum Media Access Control 
Security (MACsec). The methodology 
integrates PQC techniques into MACsec 
protocols to enhance security against 
quantum attacks. It involves modifications to 
existing MACsec standards to include PQC-
based encryption and key exchange 
mechanisms. Performance and scalability are 
assessed through rigorous testing to ensure 
effective deployment in large IoT 
environments.Oliva del Moral et al. [24] 
examined the application of PQC to enhance 
cybersecurity in critical infrastructures. Their 
methodology includes evaluating various PQC 
algorithms for their suitability in protecting 
critical systems against quantum attacks. The 
study involves a comparative analysis of PQC 
approaches and their integration into existing 
security frameworks, focusing on robustness 
and practical implementation. 
Akçay and Yalçın [25] proposed a lightweight 
Application-Specific Instruction-set Processor 
(ASIP) design tailored for lattice-based post-
quantum cryptographic algorithms. The 
methodology involves developing a custom 
processor architecture optimized for lattice-
based cryptography, focusing on reducing 
power consumption and improving 
computational efficiency. Performance metrics 
are evaluated to ensure the ASIP's 
effectiveness in resource-constrained 
environments.Yang [26] analyzed the impact 
of quantum computing on modern 
cryptographic systems and proposed PQC 
solutions. The methodology includes a 
detailed examination of how quantum 
computing affects current cryptographic 
protocols and a review of PQC approaches 
designed to mitigate these effects. The study 
highlights the evolution of cryptographic 
standards in response to emerging quantum 

threats.Juraev and Mavlonov [27] investigated 
potential asymmetric cryptographic 
algorithms suitable for the post-quantum era. 
Their methodology involves evaluating various 
asymmetric cryptographic techniques, 
including lattice-based and multivariate 
polynomial schemes, for their resistance to 
quantum attacks. The study includes a 
comparative analysis of these algorithms' 
security and performance characteristics. 
Nakka et al. [28] proposed a PQC approach for 
securing IEEE 2030.5-based distributed energy 
resources networks. The methodology 
involves integrating PQC algorithms into the 
IEEE 2030.5 standard to enhance security 
against quantum computing threats. The 
authors evaluate the performance of this 
integration through simulations and practical 
deployments in energy networks.González de 
la Torre et al. [29] conducted a structural 
analysis of code-based cryptographic 
algorithms submitted to the NIST post-
quantum cryptography standardization 
process. The methodology includes evaluating 
the security and performance of various code-
based algorithms, examining their structure 
and implementation details to assess their 
suitability for standardization.Wardhani et al. 
[30] explored high-and half-degree quantum 
multiplication techniques for evaluating post-
quantum security. Their methodology includes 
developing and analyzing quantum 
multiplication algorithms to assess their 
effectiveness in ensuring post-quantum 
security. The study involves detailed 
performance evaluations and comparisons 
with existing methods. 
Ravi et al. [31] investigated kleptographic 
attacks on lattice-based Key Encapsulation 
Mechanisms (KEMs) in post-quantum 
cryptography. The methodology includes 
analyzing potential backdoor vulnerabilities in 
lattice-based KEMs and proposing techniques 
for detecting and mitigating such attacks. The 
study focuses on enhancing the robustness of 
lattice-based cryptographic schemes against 
advanced threats.Señor et al. [32] analyzed 
the performance of post-quantum 
cryptographic schemes in securing large-scale 
wireless sensor networks. Their methodology 
involves evaluating various PQC algorithms for 
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their suitability in wireless sensor networks, 
focusing on efficiency, scalability, and security. 
The study includes performance metrics and 
practical implementation considerations.Xie et 
al. [33] provided a tutorial on hardware 
circuits and systems design for post-quantum 
cryptography. The methodology includes 
designing and implementing hardware 
architectures optimized for PQC algorithms, 
with a focus on circuit efficiency and 
performance. The study offers a 
comprehensive overview of hardware design 
considerations and practical implementation 
strategies. 
Chen [34] introduced the PQCMC scheme, 
which integrates McEliece cryptography with 
implicit certificates for post-quantum security. 
The methodology involves developing and 
analyzing the PQCMC scheme's components, 
including its cryptographic foundations and 
certificate management. The study evaluates 
the scheme's security and efficiency through 
theoretical analysis and practical tests.Mujdei 
et al. [35] conducted a side-channel analysis 
of lattice-based post-quantum cryptographic 
schemes, focusing on polynomial 
multiplication. The methodology includes 
identifying potential side-channel 
vulnerabilities and proposing mitigation 
strategies. The study involves detailed side-
channel attacks and their impact on lattice-
based cryptography.Sonko et al. [36] reviewed 
the potential of quantum technologies in 
enhancing US digital security. The 
methodology includes a comprehensive 
review of quantum cryptographic approaches 
and their implications for national security. 
The study evaluates current and future 
quantum technologies' impact on encryption 
and security practices. 
Karl et al. [37] proposed a hardware-
accelerated approach for implementing post-
quantum signatures on RISC-V architectures. 
The methodology involves designing hardware 
acceleration techniques to enhance the 
performance of post-quantum signature 
algorithms on RISC-V processors. The study 
includes performance benchmarks and 
implementation details.Ye et al. [38] 
developed a highly efficient lattice-based 
post-quantum cryptography processor 

optimized for IoT applications. The 
methodology includes designing a specialized 
processor architecture to handle lattice-based 
cryptographic operations efficiently. 
Performance and energy consumption are 
evaluated through extensive testing in IoT 
environments. 
Alam et al. [39] analyzed cryptographic 
algorithms for IoT devices from a quantum 
perspective. The methodology involves 
evaluating the security and performance of 
existing cryptographic techniques against 
quantum threats and proposing quantum-
resistant alternatives. The study focuses on 
optimizing cryptographic algorithms for IoT 
applications.Wang et al. [40] proposed 
integrating PQC with Single Instruction, 
Multiple Data (SIMD) operations on RISC-V 
architectures. The methodology includes 
designing SIMD-based enhancements for PQC 
algorithms to improve processing efficiency. 
Performance evaluations demonstrate the 
advantages of SIMD integration in 
cryptographic applications. 
Govindhan and Kumar [41] proposed a novel 
approach for enhancing the security of 
multiple high-resolution millimeter wave 
images in IoT networks using post-quantum 
cryptography. The methodology involves 
integrating advanced post-quantum 
cryptographic techniques to secure image 
data transmitted across IoT networks. The 
study includes a detailed analysis of 
cryptographic algorithms suitable for high-
resolution image data, performance 
benchmarks, and practical implementation 
scenarios.Algazy et al. [42] introduced Syrga2, 
a hash-based signature scheme designed for 
post-quantum security. The methodology 
focuses on leveraging hash functions to create 
robust digital signatures resistant to quantum 
attacks. The paper provides a detailed 
description of the Syrga2 scheme, including its 
cryptographic foundations, security analysis, 
and performance evaluation. The study 
demonstrates the scheme's efficiency and 
resilience compared to other post-quantum 
signature approaches. 
Javaid et al. [43] analyzed the impact of post-
quantum digital signatures on blockchain 
technology. The methodology involves a 
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comparative analysis of existing digital 
signature schemes and their vulnerability to 
quantum attacks. The study evaluates the 
performance of various post-quantum digital 
signatures within blockchain systems, 
highlighting their advantages and limitations 
in ensuring blockchain security against 
quantum threats.Sabrina et al. [44] reviewed 
privacy preservation strategies for the Internet 
of Medical Things (IoMT) using blockchain 
technology and post-quantum cryptography. 
The methodology includes an examination of 
how blockchain can enhance IoMT security by 
integrating post-quantum cryptographic 
techniques. The paper discusses various 
privacy-preserving mechanisms, their 
effectiveness in protecting medical data, and 
the integration challenges with 
blockchain.Hwang et al. [45] proposed the 
Billiard Quantum Chaos encryption scheme, 
designed for image encryption in the post-
quantum era. The methodology involves 
applying quantum chaos principles to develop 
a novel image encryption technique. The 
paper includes theoretical analysis, encryption 
algorithm design, and performance 
evaluations to demonstrate the scheme's 
security and efficiency against quantum 
attacks. 
Ojetunde et al. [46] developed a multi-level 
rule model for selecting appropriate post-
quantum cryptographic algorithms for 5G 
applications. The methodology includes 
designing a decision-making framework that 
evaluates various PQC algorithms based on 
their suitability for 5G networks. The study 
provides a detailed analysis of criteria for 
algorithm selection, implementation 
strategies, and performance 
assessments.Kaleem et al. [47] introduced 
new cryptographic techniques aimed at 
enhancing cloud computing security with a 
focus on efficiency. The methodology involves 
developing and evaluating advanced 
cryptographic algorithms that address the 
unique security requirements of cloud 
computing environments. The paper includes 
performance comparisons with existing 
methods and practical implementation 
considerations.Mathews and Panchami [48] 
proposed QS-Auth, a quantum-secure mutual 

authentication protocol for heterogeneous 
delay-tolerant networks. The methodology 
combines Physical Unclonable Functions (PUF) 
with post-quantum signatures to provide 
robust authentication. The study details the 
protocol's design, security analysis, and 
performance evaluation, demonstrating its 
effectiveness in secure communication within 
delay-tolerant networks. 
Hanafi et al. [49] explored the enhancement 
of post-quantum cryptography using 
adversarial neural cryptography techniques. 
The methodology involves applying neural 
networks to strengthen cryptographic 
algorithms against quantum attacks. The study 
includes the design of adversarial neural 
networks, their integration with PQC 
algorithms, and evaluation of their impact on 
cryptographic security and 
performance.Mohamed et al. [50] proposed a 
hybrid cryptographic approach using K3S and 
post-quantum techniques to secure IoMT 
systems. The methodology involves 
integrating K3S cryptographic methods with 
post-quantum algorithms to enhance security 
for embedded medical systems. The paper 
includes implementation details, performance 
assessments, and security evaluations to 
demonstrate the effectiveness of the hybrid 
approach in securing IoMT environments. 
4. Applications 

The PQC is designed to secure data against the 
potential threats posed by quantum 
computers. Its applications span various 
domains, reflecting the growing importance of 
ensuring data security in a quantum-aware 
future. Here are some key applications of PQC: 

 Secure CommunicationPQC can 
secure end-to-end encryption in 
messaging applications, ensuring that 
communication remains private even 
if quantum computers become 
capable of breaking traditional 
encryption methods.Email services 
can implement PQC to protect 
sensitive information from being 
decrypted by quantum-enabled 
adversaries. 

 Data ProtectionPQC algorithms can 
be used to encrypt data stored in the 
cloud, protecting it from unauthorized 
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access by quantum-capable 
attackers.Individuals and 
organizations can use PQC to encrypt 
files on their devices or in transit, 
safeguarding them from future 
quantum threats. 

 Digital SignaturesPQC can enhance 
the security of digital signatures, 
which are crucial for verifying the 
authenticity and integrity of electronic 
documents and contracts.Developers 
can use PQC to sign software updates 
and applications, ensuring that they 
have not been tampered with and are 
verified as coming from legitimate 
sources. 

 Blockchain and Cryptocurrencies: 

PQC can secure blockchain 
transactions and smart contracts, 
protecting them from quantum 
attacks that could potentially 
compromise the integrity of 
cryptocurrency systems.Implementing 
PQC in blockchain consensus 
protocols can help maintain the 
security and reliability of 
decentralized networks against 
quantum threats. 

 IoT Security: PQC can be used to 
secure authentication mechanisms for 
Internet of Things (IoT) devices, 
ensuring that only authorized devices 
can access and communicate within a 
network.PQC can protect the integrity 
of data collected by IoT devices, 
making sure that it remains 
unchanged and secure from quantum-
enabled tampering. 

 Public Key Infrastructure (PKI): PQC 
can be implemented in certificate 
authorities to secure digital 
certificates, ensuring that public key 
infrastructure remains robust against 
quantum computing threats.PQC 
algorithms can replace traditional key 
exchange mechanisms, ensuring 
secure key establishment in a post-
quantum world. 

 Secure Voting Systems: PQC can 
secure electronic voting systems, 
protecting votes from being 

intercepted or altered by quantum-
enabled adversaries.Ensuring the 
integrity and authenticity of election 
results can be enhanced using PQC, 
safeguarding democratic processes. 

 Financial Transactions: PQC can 
protect online banking transactions 
and financial communications, 
safeguarding them from potential 
quantum attacks.Financial institutions 
can use PQC to secure cryptographic 
tokens and assets, ensuring their 
safety against quantum-enabled 
decryption. 

 Government and Military 

Applications: PQC can secure 
classified communications and 
sensitive information within 
government and military sectors, 
protecting national security from 
quantum threats.Government and 
military networks can implement PQC 
to safeguard against espionage and 
cyber-attacks facilitated by quantum 
computing advancements. 

 Healthcare Data Protection: PQC can 
secure electronic health records (EHRs) 
and other sensitive medical data, 
ensuring patient privacy and data 
integrity.Securing communications in 
telemedicine applications with PQC 
ensures that patient consultations and 
health data are protected against 
future quantum attacks. 

Implementing PQC in these areas helps 
future-proof security systems, ensuring they 
remain resilient and reliable in the face of 
advancing quantum technologies. 
5. Problem statement 

As quantum computing advances, traditional 
cryptographic methods face significant 
vulnerabilities. The primary challenge is that 
many widely-used encryption schemes, such 
as those based on RSA and ECC (Elliptic Curve 
Cryptography), are at risk of being broken by 
quantum algorithms like Shor's algorithm, 
which can efficiently solve problems such as 
integer factorization and discrete logarithms. 
This jeopardizes the security of data 
encrypted with these methods, necessitating 
the development and adoption of new 
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cryptographic approaches resistant to 
quantum attacks. The urgency for PQC has led 
to increased research into various alternatives, 
but many of these methods, while promising, 
still face significant hurdles that hinder their 
practical deployment and effectiveness. 
One of the major issues with current post-
quantum cryptographic methods is their 
performance. Many PQC schemes, including 
those based on lattice problems, code-based 
cryptography, or multivariate quadratic 
equations, often require substantial 
computational resources compared to 
classical cryptographic methods. For instance, 
lattice-based cryptography, while theoretically 
secure against quantum attacks, can suffer 
from inefficiencies related to key sizes, 
encryption and decryption speeds, and overall 
computational complexity. This performance 
overhead can be a significant drawback, 
particularly in resource-constrained 
environments or applications where 
computational efficiency and speed are critical. 
Another problem with existing PQC methods 
is their interoperability and integration with 
current systems. Many post-quantum 
cryptographic schemes are not designed to 
work seamlessly with existing infrastructure 
and protocols. For instance, integrating new 
PQC algorithms with current Public Key 
Infrastructure (PKI) systems, secure 
communication protocols, and authentication 
mechanisms can be complex and may require 
significant modifications to existing systems. 
This lack of compatibility poses a challenge for 
organizations seeking to transition to 
quantum-resistant solutions without 
disrupting their existing operations or 
incurring substantial costs. 
Additionally, the security assurances of many 
PQC schemes are still under active research 
and scrutiny. While theoretical models and 
cryptanalysis suggest that certain post-
quantum algorithms are resistant to quantum 
attacks, real-world security assessments are 
ongoing. For example, some schemes based 
on lattice problems or code-based 
cryptography are yet to be thoroughly tested 
against practical quantum adversaries, raising 
concerns about their long-term robustness. 
Moreover, there is a need for rigorous 

standardization and validation processes to 
ensure that these new cryptographic methods 
provide not only quantum resistance but also 
adequate protection against other types of 
attacks. 
6. Future Directions 

The future directions not only address the 
current limitations of post-quantum 
cryptographic methods but also aim to create 
a more practical, secure, and efficient 
cryptographic landscape. By leveraging the 
strengths of hybrid approaches, these 
objectives seek to advance the field of 
cryptography and provide robust solutions for 
the challenges posed by quantum computing. 

 To address the limitations of existing 
post-quantum cryptographic methods, 
integrating Ring Learning with Errors 
(R-LWE) Homomorphic Encryption 
with Supersingular Isogeny Diffie-
Hellman (SIDH) presents a promising 
direction. R-LWE-based homomorphic 
encryption offers a robust solution for 
privacy-preserving computations by 
allowing computations to be 
performed on encrypted data without 
decryption. This approach ensures 
data security even in scenarios where 
sensitive data needs to be processed 
in untrusted environments. However, 
the efficiency of R-LWE homomorphic 
encryption can be hindered by its 
computational complexity and large 
key sizes. By combining R-LWE with 
SIDH, which provides efficient key 
exchange mechanisms resistant to 
quantum attacks, it is possible to 
enhance the encryption and 
decryption processes. SIDH, with its 
smaller key sizes and efficient 
computational requirements 
compared to traditional post-
quantum schemes, complements R-
LWE by optimizing key exchange 
operations. This hybrid approach aims 
to leverage the strengths of both 
methods, resulting in a cryptographic 
system that not only maintains strong 
security guarantees but also improves 
practical performance and efficiency 
in real-world applications. 

334



NeuroQuantology|June 2024| Volume22 |Issue 3 | Page 324-339|doi: 10.48047/nq.2024.22.3.NQ24036 
P. Vamshi Krishna et al/A Systematic Survey of Post-Quantum Cryptography Algorithms and Security Models 
 

eISSN1303-5150                                                                                                                              www.neuroquantology.com                                                                   

 

 Developing a hybrid key exchange 
scheme that combines R-LWE 
Homomorphic Encryption with Elliptic 
Curve Diffie-Hellman (ECDH) 
addresses several pressing issues in 
post-quantum cryptography. While 
ECDH is a widely adopted key 
exchange method offering efficient 
performance and strong security 
under classical cryptographic 
assumptions, it is vulnerable to 
quantum attacks. Incorporating R-LWE 
Homomorphic Encryption into the key 
exchange process adds a layer of 
quantum resistance, enhancing the 
overall security of the key 
establishment phase. This hybrid 
scheme aims to benefit from the 
strengths of both R-LWE and ECDH: 
the robust, quantum-resistant 
properties of R-LWE and the efficiency 
and established infrastructure of 
ECDH. Such a combination can 
provide a more secure and practical 
solution for key exchange, ensuring 
that the cryptographic keys remain 
secure against both quantum and 
classical adversaries. This 
development would facilitate a 
smoother transition to quantum-
resistant security while maintaining 
the performance benefits of existing 
key exchange protocols. 

 The integration of hybrid lattice-based 
cryptography with SIDH and ECDH 
mechanisms represents a 
comprehensive approach to 
addressing the diverse security needs 
in the post-quantum era. Lattice-
based cryptography offers strong 
theoretical security guarantees 
against quantum attacks, but its 
practical implementation can be 
complex and resource-intensive. By 
integrating lattice-based schemes 
with SIDH and ECDH, which provide 
efficient key exchange and encryption 
mechanisms, a more balanced and 
versatile security framework can be 
developed. This hybrid framework 
aims to combine the quantum-

resistance of lattice-based 
cryptography with the efficiency of 
SIDH and ECDH, addressing both 
security and performance concerns. 
Such an integration could offer a 
robust solution for a wide range of 
applications, including secure 
communications, data storage, and 
transaction processing, ensuring 
comprehensive protection against 
emerging quantum threats while 
maintaining high efficiency and 
compatibility with existing systems. 

7. Future Scope 

The literature survey on PQC reveals a 
dynamic and evolving field grappling with 
significant challenges and opportunities. The 
current landscape highlights the robust 
theoretical foundations of PQC techniques, 
such as lattice-based and code-based 
cryptographic schemes, which offer promising 
solutions for securing data against quantum 
threats. However, practical implementation 
issues, including computational overhead, key 
size limitations, and the need for efficient 
algorithms, persist. Recent advancements, 
such as hybrid approaches combining R-LWE 
and SIDH, and the integration of ECDH with 
lattice cryptography, demonstrate a proactive 
effort to enhance security and efficiency. 
Despite these advancements, challenges 
remain in balancing performance with 
quantum resistance and addressing specific 
application needs, such as in IoT and cloud 
computing. Future research must focus on 
refining these hybrid methods, optimizing 
computational efficiency, and ensuring broad 
applicability to provide a comprehensive, 
quantum-secure framework for modern 
cryptographic needs. 
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