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Abstract

This article proposes an application-specific rule set elliptic curve cryptography (ECC) processor
that is exportable and takes into account the representation of extra marked digits. The
Karatsuba-Ofman strategy is implemented by the processor through the utilization of broad
pipelining technologies in order to achieve high-throughput duplication. The execution of an
efficient measured snake sans correlation and a high-throughput isolated divider, both of which
bring in a short data channel for enlarged recurrence, is also carried out. The processor is based
on an enlarged NIST decline plot and provides support for the NIST curve P256 that was
suggested beforehand. A single point augmentation is carried out by the proposed processor,

which makes use of focuses in relative directions in a shorter amount of time.
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1. Introduction

Elliptic Curve Cryptography (ECC) is an
asymmetric cryptographic framework that
provides a level of security comparable to
the widely recognized Rivest, Shamir, and
Adleman (RSA) framework, while utilizing
considerably smaller key sizes. The primary
operation in ECC involves scalar point
duplication, which entails the augmentation
of a point on the curve by a scalar value. A
scalar point increase is executed by
calculating the arrangement of point
augmentations and point doublings. By
employing their geometrical properties,
focuses are incorporated or multiplied
through the arrangement of increments,
subtractions, duplications, and divisions of
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their respective directions. Point facilitates
are the elements of finite fields defined by a
prime or a finite polynomial. Various ECC
processors have been designed to target
binary fields [3, 4], prime fields [5-7], or
double field operations [8, 9]. They are
suitable for key management, advanced
signatures, pseudo-random generators, and
other applications. Additionally, these
processors can be employed for encryption
by integrating key agreement with a
symmetric encryption scheme.

The initial open key frameworks were
designed to be secure, relying on the
difficulty of factoring large numbers
composed of at least two significant prime
factors, as well as the stability of specific
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mathematical problems. The traditions
surrounding elliptic curves indicate that
determining the discrete logarithm of a
given elliptic curve element with respect to
a publicly known base point is considered
infeasible. This scenario is referred to as the
"elliptic curve discrete logarithm problem"
(ECDLP). The security of ECC relies on the
capability to manage a guide increment and
the vulnerability associated with registering
the multiplicand based on the initial and
target points. The traversal of the elliptic
curve selects the complication of the
problem. The primary advantage provided
by ECC is a smaller key size, which reduces
storage and transmission requirements.
This means that an elliptic curve system can
offer a comparable level of security to that
of an RSA-based system with a significantly
larger modulus and correspondingly larger
key. For example, a 256-bit elliptic curve
public key is expected to provide security
comparable to that of a 3072-bit RSA public
key.

In prime field ECC processors, it is
essential to implement carry-free arithmetic
to prevent extended data paths resulting
from carry propagation. Redundant
schemes, including carry save arithmetic
(CSA) [10, 11], redundant signed digits
(RSDs) [12], and residue number systems
(RNSs) [7], [13], have been employed in
multiple design implementations. Logic or
embedded digital signal processing (DSP)
blocks within field programmable gate
arrays (FPGAs) are employed in certain
designs to mitigate the carry propagation
issue [14, 15]. Building an efficient addition
data path is essential, as it serves as a
fundamental operation utilized in various
modular arithmetic operations. Modular
multiplication constitutes a fundamental
operation in elliptic curve cryptography
(ECC). Two primary methodologies can be
utilized. The first method is referred to as
interleaved modular multiplication utilizing
Montgomery’s technique [16]. Montgomery
multiplication is commonly utilized in
implementations that require arbitrary
curves [17, 18]. Another approach, referred
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to as multiply then-reduce, is utilized in
elliptic curves constructed over finite fields
of Mersenne primes [19]. Mersenne primes
represent a specific category of prime
numbers that facilitate efficient modular
reduction via a sequence of additions and
subtractions [5], [20]. To enhance the
efficiency of the multiplication process,
certain ECC processors implement the
divide and conquer strategy of Karatsuba—
Ofman multiplications [21], while others
utilize embedded multipliers and DSP blocks
integrated within FPGA architectures.
Modular division in affine coordinates is a
resource-intensive operation. To mitigate
this expense, various coordinate
representation  systems have  been
introduced, which utilize additional
multiplications and additions, such as
Jacobian coordinates [6]. The process of
converting back to affine representation can
be automated through the application of
Fermat’s little theorem [11]. Processors of
this nature may incorporate a dedicated
squarer to enhance the efficiency of the
inversion process [5]. The binary GCD
modular division algorithm is employed in
various ECC processors that utilize an affine
coordinate system. The Binary GCD
algorithm relies on basic addition and shift
operations, which are also employed in
Montgomery multiplication. Consequently,
numerous ECC processors incorporating
integrated modular division and
multiplication units have been suggested
[22, 23]. The complexity of modular division
algorithms is estimated to be O(2n), with n
representing the size of the operands. The
running time is variable and is directly
influenced by the inputs provided.

This paper presents the implementation
of left-to-right scalar point duplication
calculation. However, the application-
specific instruction-set processor (ASIP)
feature of the processor allows for various
calculations to be executed through the
read-only memory (ROM) programming.
The processor architecture is based on a
standard crossbar configuration featuring
256-bit wide data buses. The procedural
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plan and systematization efforts are
focused on efficient, individualized
numerical modules rather than the
overarching architecture. This engineering
approach involves the straightforward
substitution of individual squares when
specific calculations or isolated
mathematical systems are required. Various
proficient models of individual measured
mathematics are proposed for different
calculations. The functionality of our
processor is centered on the following
aspects. The primary FPGA implementation
of the RSD-based ECC processor is
presented. Broad pipelining and
streamlining systems are employed to
achieve a high-throughput iterative
Karatsuba multiplier, resulting in an
execution improvement of nearly 100%
over the processor. The proposed
division/reversal operation is identified as
the most efficient to execute on an FPGA
device. This is accomplished through an
alternative efficient paired GCD divider
methodology, utilizing fundamental
legitimate operations. An addition and
subtraction are suggested without analysis.
An exportable outline is proposed, featuring
specifically  designed multipliers and
providing free adders that yield competitive
results compared to DSPs and multiplier-
based designs.

2. Background
2.1. ECC

Elliptic curves over a field K are
characterized by the lessened Weierstrass
condition in eq. (1) when the normal for the
field is a few. The arrangement of
arrangements alongside a point at
boundlessness O  characterizes the
mathematical structure as a gathering with
point addition as the essential operation:

E:y?=x3+ax+b
(1)

The smoothness of the curve and
unmistakable roots are ensured by4a® +
27b? #0 . Points on the curve are
characterized by their relative directions
(x,y). Point arranges are of sort whole
numbers for an elliptic curve characterized
by eq. (1) and are the components of a
fundamental limited field with operations
performed modulo a prime number. Such
elliptic curves are known as prime field
elliptic curves.

2.2. Redundant Signed Digits

The RSD portrayal first presented by
Avizienisis a convey free number juggling
where whole numbers are spoken to by the
distinction of two different whole numbers.
A number X is spoken to by the distinction
of its x+ and x- segments, where x+ is the
positive segment and x- is the negative
part. The idea of the RSD portrayal has the
upside of performing addition and
subtraction without the need of the two's
supplement portrayal. Then again, an
overhead is acquainted due with the excess
in the whole number portrayal; since a
number in RSD portrayal requires twofold
word length contrasted and ordinary two's
supplement portrayal. In radix-2 adjusted
RSD spoke to whole numbers, digits of such
numbers are 1, 0, or -1.

2.3. Karatsuba— Ofman Multiplication

The unpredictability of the normal
duplication utilizing the textbook technique
is 0(n?). Karatsuba and Ofman proposed a
procedure to play out an increase with
complexity O(n'®8) by partitioning the
operands of the augmentation into littler
and measure up to fragments. Having two
operands of length n to be increased, the
Karatsuba— Ofman system proposes to part
the two operands into high-(H) and low-
(L)segments as takes after:

ag = (an_l e aa e a[n/z]), a; = (a[n/z]_l TP ao)

bH = (bn—l [T TIPS b[n/Z])' bL = (b[n/Z]—l PR TIT bO)
Consider 8 as the base for the operands, where 8 is 2 in case of integers and 8 is x in case of
polynomials. Then, the multiplication of both operands is performed as follows:considering a =

a; + agf™?and b = by, + by ™ ?Ithen

C = AB = (aL + aHﬁ[n/Z])(b = bL + bHﬁ[n/Z]) = aLbL + (a,LbH + a,HbL)B[n/Z] + aHbHﬁn
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Hence, four half-sized multiplications are needed, whereKaratsuba methodology

reformulated.
3. Processor Architecture

The proposed P256 ECC processor
comprises of AU of 256 RSD digits wide, a
limited state machine (FSM), memory, and
two information transports. To help the
P192 or P224 NIST prescribed prime curves
the processor can be arranged in the pre-
union stage. The beneath piece graph of
Processor Architecture demonstrates the
general processor engineering. Two sub
control units are joined to the principle
control unit and has add-on squares. These
two sub control units fill in as FSMs for
point addition and point
separately.Diverse arrange frameworks are

multiplying,

control hinders that work as indicated by
the equations of the facilitate framework.
Outer information is gone through the
outside transport enters the processor and
sent to the 256 RSD digits input transport.
Information is sent in twofold arrangement
to the processor and a paired to RSD
converter stuffs zeros in the middle of the
double bits so as to make the RSD portrayal.
Henceforth, 256-bits parallel spoke to
whole numbers are changed over to 512-
bits RSD spoke to numbers. Subtracting the
negative part from the positive segment of
the RSD digit changes over RSD digits to
twofold configuration.

effortlessly upheld by including relating sub
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Figure 1. Block diagram of architecture of RSD processor.
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Figure 2. RSD adder.
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4. Arithmetic Unit
The AU is the core unit of the processor and
includes the following blocks:
1) Modular addition/subtraction
2) Modular multiplication
4.1. Modular Addition and Subtraction

This procedure is utilized as a part of the
amassing procedure amid the
augmentation, and in addition, in the
double GCD measured divider calculation.
Radix-2 RSD portrayal framework as convey
free portrayal is utilized. Digits are 291 | P a
g e spoke to by 0, 1, and -1 in RSD with
radix-2, where digit 0 is coded with 00, digit
1 is coded with 10, and digit -1 is coded
with 01. Table 1 demonstrates the addition
decides that are performed where RSD
digits 0, +1, and -1 are spoken to by Z, P,
and N, individually. Lessened zone is taken
as favourable position in instantiating
adders inside the multiplier and the
divider.The n-digits addition is performed
by three levels of RSD addition.Level 1

actualizes the essential addition of the
operands which produces n + 1 digits thus.
If the significant digit (MSD) of level 1 yield
has an estimation of 1/-1, at that point
level 2 includes/subtracts the modulo P256
from the level 1 yield correspondingly.The
aftereffect of level 2 RSD augmentations
has n + 2 digits; be that as it may, just the n
+ 1th digit may have an estimation of 1/-1.
Addition Rules for the RSD Processor
classification is given underneath relying on
the processor LSB and MSB with the given
Carry and Interim Sum, for example, Z, N,
P.This declaration is moved down by the
way that the operation of level 2 is a turned
around operation with the modulo P256,
and, the proposed snake guarantees that no
superfluous flood is created. On the off
chance that the n + 1th digit of level 2
comes about has an esteem 1 or -1, at that
point level 3 is utilized to recoil the yield to
the n-digit run.

....... AS L1 AS_L1
CA_IS CA IS
AS 12 |eeeiieienns| AS 12 AS L2 AS_L2
3! N TR T
Spn SNy SPu.aSny. Spy Sny Spy Sn, Spg é”o

Figure 3. RSD adder/subtractor.

4.2. Modular Multiplication

There is a noteworthy downside when
Karatsuba's multiplier with recursive nature
is executed in equipment. At the point
when the span of the operands to be
duplicated is expanded equipment many-
sided quality increments exponentially.
Karatsuba strategy is connected at two
levels to beat this disadvantage. A recursive
Karatsuba square works profundity astute,
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@

and an iterative Karatsuba works width
savvy. The proposed strategy comprises of
two stages: 1) in stage 1, a customary
recursive Karatsuba is worked through
recursive development down to 1-digit level
and 2) the recursive Karatsuba piece is
utilized to perform Karatsuba
augmentations iteratively. Three recursive
Karatsuba squares are utilized to perform
single width shrewd Karatsuba emphasis.
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Figure 5. RTL schematic.
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Figure 6. Output results.

5. Conclusion

In this paper, a NIST 256 prime field ECC
processor execution in FPGA has been
introduced. An RSD as a convey free
portrayal is used which brought about short
datapaths and expanded greatest
recurrence. We presented upgraded
pipelining  systems inside  Karatsuba
multiplier to accomplish high throughput
execution by a completely LUT-based FPGA
usage. A proficient paired GCD measured
divider with three adders and moving

operations is presented too. Besides, a

proficient measured addition/subtraction is

presented in view of checking the LSD of the
operands as it were. A control unit with

add-on like engineering is proposed as a

reconfigurability highlight to help distinctive

point increase calculations and arrange
frameworks.
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