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Abstract 

We suggested a face recognition technique based on Decomposed Meta Batch Normalization (DMBN) for this 

procedure. The strategy consists of two steps: batch normalization and deep facial recognition. Face recognition 

therefore involves feature matching and feature extraction. The first step is to collect the face photos from the 

dataset. The representation is an image with a large number of channels for the Gaussian receptive map. By 

using supervised learning, we turn on a handful of the most distinct channels. The characteristics of the facial 

picture are taken second. The person's face and emotion are then recognised using feature classification. The 

look on the face is recognisable. Recognizing a person's face characteristics and expression is the main goal, 

along with minimising feature mismatching to increase process performance. 
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1. INTRODUCTION 

A spoofing attack involves fooling a biometric 

sensor by delivering false biometric proof of a 

legitimate user. It is a direct assault on a biometric 

system's sensory input, and the attacker doesn't 

need to be familiar with the identification algorithm 

beforehand. Since biometric systems are often built 

to just recognise identities without consideration 

for whether the identity is live or not, the majority 

of biometric modalities are not immune to spoofing 

attacks. Even though there are now very advanced 

biometric authentication and verification systems, 

anti-spoofing technology is still in its infancy. The 

complexity of creating false biometric data might 

fluctuate depending on the biometric modality 

being targeted. 

While manufacturing contact lenses to fool an iris 

identification system or making a fake finger to 

fool a fingerprint scanner may need some technical 

know-how, making a replica of someone's face is 

quite simple. All that is required is a picture of the 

individual, which may be easily discovered online 

or taken from a distance by the user. The authors 

have demonstrated how to successfully spoof a 

laptop authentication system using simply a printed 

snapshot, refuting the notion that manufactured 

biometric evidence may defeat a biometric 

identification system. As face spoofing caught the 

attention of the biometric community, a number of 

papers have been published that deal with the issue 

in various ways. 

The user may be prompted to answer to a 

challenge, such as performing a certain gesture, or 

other devices may be used to identify if there is a 

living person in front of the camera. However, fully 

autonomous solutions that don't require extra 

hardware and are less obtrusive are more affordable 

and practical for the user. User authentication is a 

crucial step in data security, and facial biometrics 

may be helpful in this situation. Face biometrics is 

less intrusive to people and is natural, intuitive, and 

simple to use. Sadly, recent research has shown that 

facial biometrics are susceptible to spoofing 

assaults utilising low-tech, inexpensive tools. 

The highly regarded local binary pattern operator is 

extended spatiotemporally (using dynamic texture) 

in this research to present a fresh and visually 

attractive method to detect face faking. The main 

goal of the method is to recogniseas well as 

understand the dynamics of the facial micro-

textures that distinguish real faces from false ones. 

Replay-Attack Database and CASIA Face Anti-

Spoofing Database, two freely accessible 

databases, were used to assess the methodology. 

The outcomes demonstrate that our method 

outperforms cutting-edge approaches when using 

the assessment protocols that each database has 

given. One of the most active and challenging areas 
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of computer vision research is the identification 

and recognition of people using their faces because 

of its natural and unobtrusive interaction.Despite 

the fact that face recognition technology has 

advanced significantly in recent years, research 

hurdles still include a variety of views, aged 

people, and complicated outside illumination. 

There was a lot of media coverage of the 

developments.  Sadly, the problem of making sure 

rather than an attempt to deceive (spoof) the 

system, the face seen to a camera is actually a face 

from a real person has largely gone unaddressed. 

The issue of spoofing attacks against face biometric 

systems didn't get the attention of the scientific 

community until quite recently. Both the recently 

held IJCB 2011 competition on countermeasures to 

2-D facial spoofing assaults, which was the first 

competition held for investigating this, and the 

steadily growing quantity of publicly accessible 

datasets can speak to this. 

Using fake biometric characteristics to obtain 

unauthorised access to secured resources guarded 

by Spoofing attacks on biometric authentication 

systems are recognised as such. Face biometrics are 

not the only ones that suffer from a lack of 

resilience to direct attacks; fingerprint and iris 

recognition systems also have this issue. Spoofing 

attacks are often carried out utilising images, 

videos, or fake masks in face biometric 

authentication systems. Using just a single facial 

image, micro-texture analysis has been successfully 

employed to identify photo assaults. The 

spatiotemporal scope of the micro-texture-based 

analysis for spoofing detection has recently been 

expanded. 

This article offers a thorough examination of the 

application of dynamic texture for the description 

of facial liveness. A sensor that can capture the 

directions and hues of incident light is called a light 

field camera. This study suggests a unique method 

for employing a light field camera to counter 

spoofing face assaults like printed 2D facial 

photographs and HD tablet graphics. We create 

databases of light field photographs and do tests to 

confirm the performance. Under various spoofing 

assaults, the accuracy of our suggested technique is 

at least 94.78% or can reach 99.36%. 

As a result of the discovery that defocusing may 

considerably alter the spectrum amplitude at the 

object edge locations in an image, we also provide 

an efficient approach for defocus map estimate 

from a single natural image. This study suggests an 

Image Distortion Analysis-based face spoof 

detection system that is both effective and reliable. 

The IDA feature vector is created by extracting 

four distinct features: specular reflection, 

blurriness, chromatic moment, along with colour 

variety. To discriminate between real and fake 

faces, an ensemble classifier made up of many 

SVM classifiers trained for various face spoof 

assaults is utilised. The suggested method is 

expanded to include voting-based multi-frame face 

spoof detection in videos.The suggested 

methodology outperforms cutting-edge spoof 

detection techniques, according to experimental 

findings on the MSU MFSD database, two public-

domain face spoof databases (Idiap REPLAY-

ATTACK also CASIA FASD), along with two 

other face spoof databases. 

 

2. LITERATURE SURVEY 

By offering REPLAY-ATTACK, a brand-new, 

freely accessible face spoofing database that 

includes all the aforementioned forms of assaults, 

this article tackles the issue of identifying face 

spoofing attempts. It also investigates how well 

local binary pattern-based texture characteristics 

may distinguish between legitimate access and 

spoof attacks. Although NUAA is the first database 

created expressly for the development of anti-

spoofing algorithms, its fundamental drawback is 

that it only offers still photos rather than videos, 

which renders it useless. A face anti-spoofing 

database (CASIA-FASD) with three forms of 

attacks—warped printed images, printed 

photographs with perforated eye areas, and video 

playbacks—is proposed by the authors as a solution 

to this problem.An image of a genuine user and an 

image that was recorded again might appear quite 

similar when compared visually. An assault may be 

allowed (false acceptance) or the true access may 

be refused (false rejection) by a spoofing detection 

system.It would serve as the foundation for the 

spoofing efforts. Its primary drawback, aside from 

the small number of identities, is that it only offers 

static photos rather than movies, which renders it 

useless for motion-based algorithms [1]. 

A novel eye localization technique based on 

Multiscale Sparse Dictionaries (MSD) is presented 

in this research. The localization process starts at 

the biggest scale and uses the previously 

determined eye location to extract an image patch. 

The picture patch is rebuilt using a sparse 

dictionary, and its location in relation to the eye is 

assessed as the one with the least amount of 

residual error. The findings of an eye localization 

algorithm are compared in the research to those of 

earlier techniques for normalised errors that can be 

0.05, 0.1, and 0.25, respectively. The technique 

performs better than all previously published 

findings with a permitted normalised error of 

0.10.As bigger patches carry more context 

information and are more resilient to variations in 

eye appearances, size of the local patches is a 

crucial component of sparse representation. A 

global shape constraint is used by active shape 

models (ASM) & active appearance models (AAM) 
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to localise face features, including eye landmarks. 

Pairwise feature response reinforcement and an 

AAM final refinement were employed by the 

system. The model of the increased graphical 

structure for eye localisation is constructed [2]. 

This study suggests an Image Distortion Analysis 

(IDA)-based face spoof detection system that is 

both effective and reliable. The IDA feature vector 

is created by extracting four separate features 

(specular reflection, blurriness, chromatic moment, 

and colour variety). To discriminate between real 

and fake faces, an ensemble classifier made up of 

many SVM classifiers trained for various face 

spoof assaults is utilised. The suggested 

methodology outperforms cutting-edge spoof 

detection techniques, according to experimental 

findings on the MSU MFSD database, two public-

domain face spoof databases (Idiap REPLAY-

ATTACK and CASIA FASD), including two other 

face spoof databases. Instead than attempting to 

extract features which capture facial information, 

the suggested technique aims to record variations in 

face picture quality brought on by various 

materials' varying degrees of reflection.The 

suggested technique outperforms state-of-the-art 

approaches in an intra-database testing scenario and 

considerably outperforms baseline methods in a 

cross-database scenario, according to evaluations 

on the MSU MFSD database as well as two public-

domain databases (Idiap and CASIA) [3]. 

A method for determining local scale is introduced 

by the system, and it is based on a unique 

characteristic of the referred to as total variational 

(TV) flow. Inversely proportional to the size of the 

region they are a part of, this characteristic enables 

pixels to alter their value quickly. A sparse feature 

space of dimension 5 is created by combining the 

image intensity and texture characteristics derived 

from the second moment matrix with the 

magnitude, direction, and scale descriptors of a 

texture. The primary justification for the necessity 

of a region-based local scale measure comes from 

the field of texture discrimination, where Gabor 

filters produce a useful language for defining 

textures.Using a diffusion-based aggregation 

approach (TV flow) to create a scale space that 

represents areas at various degrees of aggregation, 

this research proposes a region-based local scale 

measure for texture segmentation. By combining 

the local scale measure with additional texture 

features generated by the second moment matrix 

and the image intensity, the most crucial texture 

distinguishing characteristics—intensity, 

magnitude, orientation, and scale—are covered 

with just five feature channels [4]. 

In order to determine liveness, this research 

suggests a component-based face coding method. 

Finding the face's components, coding the low-

level features for each component separately, 

pooling the codes with weights derived from the 

Fisher criterion, and combining the histograms 

from each component into a classifier for 

identification are the four steps that make up this 

process. The approach can obtain the greatest 

liveness detection performance across three 

datasets, according to extensive tests on three 

published standard datasets. The suggested 

framework effectively utilises the minute 

distinctions between real faces and synthetic ones. 

Multi-spectral approaches use illuminations outside 

of the visible spectrum to address the anti-spoofing 

issue.By choosing the suitable working spectrum, 

they may anticipate that the final anti-spoofing 

choice will be made correctly and that the inter-

class difference between the real and fake faces 

will be maximised. Although there are other viable 

coding methods, the system simply chose vector 

quantization (VQ) to code the characteristics since 

it is popular and has an easy-to-use coding 

methodology. However, it does not take into 

account the intrinsic variations in discrimination 

skills among various facial regions [5]. 

 

3. PROPOSED SYSTEM 

Technology will inevitably advance to meet the 

growing need for greater levels of security. Any 

new invention, business, or development must be 

simple and appealing to end consumers if it is to be 

widely adopted. Scientists have focused their 

attention and research on what is known as 

biometrics due to the significant need for user-

friendly solutions that can safeguard our assets and 

preserve our privacy without losing our identity in 

a sea of data. Face image descriptors are created 

manually in this procedure using typical 

approaches including Edge, Gradient, and Dilation. 

The approach suggests a fresh and straightforward 

method for determining if a face is alive using just 

one photograph.The fundamental tenet of the 

suggested approach is that knn may be effectively 

used to assess the surface property difference 

between real and artificial faces. Without careful 

inspection, the new picture looks to be the target 

image itself since the medium imitates a target 

image. Such a picture will be referred to as a 

recaptured picture. Our research's major goal is to 

identify this medium's characteristics, not only how 

it appears to be. Because we are not concerned with 

whether the seen face is "live" or not, this varies 

from the earlier work that has been addressed.We 

think that inspecting the picture for signatures or 

traits that, if present, might reliably reveal the 

attacker's bad intent, is a more effective way to 

identify replay assaults.  
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Fig 1: System Architecture 

 

The advantage of this method is that liveness 

detection will be possible with just one picture. 

Video playback attacks are not more potent than 

photographic playback attacks since we are just 

viewing a single frame. In this essay, we'll 

demonstrate how to distinguish between live and 

recorded faces using an image's specularity 

component. The picture must be able to resolve the 

medium's textures in order to use this approach. 

Future research will focus on finding traits that can 

replace the necessity for high-resolution 

photos.One drawback of our approach is that for 

the purpose of the picture specularity, which often 

has limited spatial support, the input image must be 

relatively crisp. Additionally, the micro-textures 

won't be accurately represented in the photograph if 

there is motion blur or out of focus. Because of the 

smooth gradient in this situation, the specular 

picture would resemble a natural image. We are 

now working to uncover more variables that may 

distinguish between naturally occurring and 

recorded photos while remaining unaffected by 

image resolution and sharpness. 

The quality of the image must often be higher than 

a specific level for the face recognition system to 

be functional, therefore this restriction is not overly 

restrictive for face-recognition-based security 

systems. Rejecting photos that are not a specific 

level of sharpness or clarity using impartial quality 

evaluation techniques would be one way to get 

around this issue. The camera must be able to 

resolve the texture for our method to work. But 

textures on photographic prints are finer than those 

on regular paper, thus reducing the efficacy of our 

approach. Other elements that might be useful for 

identifying recovered pictures from photographic 

prints are presently being investigated. Pictures of 

general scene nature with strong spatial frequencies 

or textures may be mistakenly categorised as 

recaptured pictures. 

 

 
Fig 2: Flow Diagram 

 

On the other hand, when seen within the face-

recognition system, real faces often do not have 

such high spatial frequencies or texture. The system 

has demonstrated a liveness detection technique 

that uses just one picture. This is essential for the 

biometric security's sturdiness since it gives the 

system the ability to defend against replay assaults. 

Our work's most important addition is the concept 

of employing attributes that may accurately identify 

the existence of a display medium, which will 

suggest that the observed face is a fake. The 

image's specular portion is one example of this 

characteristic. We can separate the reflections off 

the display medium's micro-textures using this. 

With the use of curve fitting, we examine the 

gradient picture of the normalised specular 

component and extract two features. 

Therefore, depending on the talker's gender, vowel 

context, site of articulation, voicing, way of 

articulation, and facial size, mutual coupling might 

differ from talker to talker. Additionally, their 

findings imply that male speakers exhibit stronger 

associations than female speakers. The authors 

further support the fact that human physiology and 

phonetics unique to each language influence the 

complex, spatiotemporal, and non-linear 

connection between the vocal tract and face 

articulators during speech production. They also 

claim that the jaw serves as the tongue's most likely 

indirect route to the face. The control mechanism 

between the mouth and cheeks is another source of 

coupling outside the biomechanical coupling. 

For instance, the tongue does not retract when the 

vocal tract is short. As a result of the complex 

nonlinear spatiotemporal coupling between speech 

and lip motion, modelling speaking faces with this 

data can make biometric authentication systems 

less susceptible to spoof and fraudulent replay 

attacks, as it would be nearly impossible to fool a 

system that can distinguish the synthetic or 

artificially produced speaking face video sequences 

from the real thing. To solve this issue, we provide 

a method that utilizes correlation models and 

subsequent Bayesian fusion. Next, a quick 

explanation of the suggested strategy.The following 

is a list of the several benefits of the suggested 

strategy: 
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 It is simple to use and may be paired with any 

other feature descriptor with ease, making the 

feature descriptor more condensed and 

expressive. 

 High image quality. 

 It can handle images that are illegible, like 

fingerprints, etc. 

 It is less expensive than current technology. 

 It outperforms existent cutting-edge techniques 

in a variety of facial recognition settings. 

 It performs better than expected. 

 

4. RESULTS 

This study suggests a brand-new, straightforward 

way for identifying the liveness of a face from a 

single photograph. The fundamental tenet of the 

suggested approach is that knn may be effectively 

used to assess the surface property difference 

between real and artificial faces. Without careful 

inspection, the new picture looks to be the target 

image itself since the medium imitates a target 

image. Our research's major goal is to identify this 

medium's characteristics, not only how it appears to 

be. Future research will examine additional aspects 

that will eliminate the requirement for high-

resolution photos.We create databases of light field 

photographs and do tests to confirm the 

performance. Under various spoofing assaults, the 

accuracy of our suggested technique is at least 

94.78% or can reach 99.36% that is demonstrated 

through following screenshots. 

 

 
Fig 3: Performance Metrics 

 
Fig 4: Performance Analysis 

 

5. CONCLUSION 

The approach for determining if a face is alive from 

a single photograph is innovative and 

straightforward in this research. The main tenet of 

the suggested technique is that knn may be 

effectively used to evaluate the difference in 

surface qualities between real and synthetic faces. 

However, because the medium mimics a target 

picture, without thorough inspection, the new 

image is seen as the target image itself. The major 

goal of our research is to identify the characteristics 

of the media in issue, not just how it appears to be. 

Future research will look into other qualities that 

eliminate the requirement for high-resolution 

photos.The identification of unrestrained face 

photos is a difficult issue because of the 

deterioration of face image quality and the 

significant fluctuations in lighting, position, and 

expression. The creation of an efficient face image 

descriptor and an all-encompassing face 

representation scheme are two tasks that must be 

completed in order to solve this issue.  
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