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Abstract 

This study explores the integration of cyber deception strategies specifically 

adaptive honeypots and decoy systems into military networks to bolster operational 

security and mislead adversaries. Employing a mixed-methods approach combining 

simulation-based experiments and case study analysis, the research designs a 

dynamic deception framework using open-source tools like Honeyd and modern 

decoy orchestration platforms. Datasets derived from hypothetical yet realistic 

military network traffic patterns, informed by declassified reports, were analyzed to 

evaluate deception efficacy. Key findings reveal that adaptive honeypots reduce 

successful intrusion rates by up to 68% and increase attacker dwell time by 145%, 

enabling better threat intelligence gathering. The framework demonstrates superior 

performance in misleading advanced persistent threats (APTs) compared to static 

defenses. Conclusions emphasize the necessity for real-time adaptability in 

deception tactics to counter evolving cyber threats in military contexts, offering 

actionable insights for network defenders. 
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1. Introduction 

The landscape of modern warfare has transcended traditional battlefields, extending 

into the digital realm where cyber operations play a critical role in national security. 
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Military networks, encompassing command and control systems, intelligence-

sharing platforms, and logistical infrastructures, are prime targets for adversarial 

cyber activities [2].  

 

The escalating sophistication of cyber threats targeting military infrastructures 

necessitates innovative defensive paradigms beyond traditional perimeter-based 

security. Military networks, characterized by their critical role in command, control, 

communications, computers, intelligence, surveillance, and reconnaissance 

(C4ISR), handle sensitive data flows that, if compromised, can undermine national 

security [5]. Cyber deception emerges as a proactive strategy, shifting the 

asymmetry in favor of defenders by creating illusory environments that confuse, 

delay, and exhaust attackers. Unlike passive defenses such as firewalls or intrusion 

detection systems (IDS), deception involves deliberate misinformation through 

artifacts like honeypots decoy resources mimicking legitimate assets to lure and trap 

intruders [8]. 

 

In military contexts, networks often span classified and unclassified domains, 

interconnected via gateways vulnerable to supply chain attacks or insider threats. 

The U.S. Department of Defense (DoD) has increasingly prioritized cyber 

operations under frameworks like the 2018 Cyber Strategy, emphasizing active 

defense. Adaptive honeypots evolve this concept by dynamically altering 

configurations based on attacker behavior, using machine learning to generate 

realistic decoys. Decoy systems extend this by populating networks with false 

servers, files, and credentials, forcing attackers to expend resources discerning real 

from fake assets [10]. 

 

Cyber deception strategies, particularly through adaptive honeypots and decoy 

systems, offer a proactive approach to counter advanced cyber threats [2]. 

Honeypots are decoy resources designed to lure attackers, capturing their tactics, 

techniques, and procedures (TTPs) while diverting them from real assets. Adaptive 

variants enhance this by dynamically adjusting behaviors based on detected threats, 

making them more resilient to evasion. Decoy systems similarly mimic legitimate 

network components to mislead intruders, thereby enhancing operational security 

by increasing attacker uncertainty and resource expenditure. The importance of this 
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topic lies in the asymmetric nature of cyber warfare, where attackers often hold the 

initiative due to low entry barriers and anonymity. Military organizations, including 

those in the United States and NATO allies, have reported significant increases in 

state-sponsored cyber espionage operations targeting critical sectors such as defense 

and infrastructure up to 2020 [13]. Such incidents highlight the need for innovative 

defenses that not only detect but also actively deceive and disrupt adversaries [9]. 

 

Integration challenges include scalability in large-scale networks (e.g., thousands of 

nodes in a forward operating base) and interoperability with existing security 

information and event management (SIEM) systems. Adaptive mechanisms rely on 

real-time analytics to modify honeypot fingerprints OS versions, service banners, or 

latency profiles to match production environments convincingly. This study situates 

deception within military cyber doctrine, drawing parallels to electronic warfare 

jamming [3, 6]. 

 

1.1 Importance of the Study 

The importance of cyber deception in military networks cannot be overstated amid 

rising cyber incidents. For instance, the 2017 NotPetya campaign disrupted global 

operations, with military implications in Ukraine's defense networks. Deception 

enhances operational security (OPSEC) by protecting mission-critical data without 

alerting attackers to detection, preserving surprise in kinetic operations. It supports 

intelligence collection; captured attacker tools and tactics, techniques, and 

procedures (TTPs) inform threat hunting [12]. 

 

The proactive deception minimizes downtime costs estimated at millions per hour 

for military systems. It aligns with zero-trust models mandated by DoD policies, 

where continuous verification incorporates deceptive elements. In hybrid warfare, 

where cyber precedes physical actions, misleading attackers disrupts kill chains, 

buying time for response. Adaptive honeypots address attacker learning; static 

decoys are quickly identified via fingerprinting, whereas dynamic ones use 

reinforcement learning to optimize allure. Furthermore, deception fosters 

psychological deterrence, increasing attacker uncertainty and risk perception. In 

coalition operations, shared decoy infrastructures enable collaborative defense 

without revealing sensitive topologies. The strategy's low false-positive rate 
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compared to anomaly-based IDS reduces analyst fatigue in security operations 

centers (SOCs) [19]. 

 

1.2 Problem Statement 

Despite advancements, military networks remain vulnerable to targeted 

cyberattacks, with traditional defenses proving insufficient against APTs that 

employ low-and-slow tactics. Static honeypots are easily evaded through 

reconnaissance, rendering them ineffective in dynamic environments. The core 

problem is the lack of adaptive, integrated deception frameworks tailored for 

military constraints, such as bandwidth limitations in tactical networks or 

compliance with classification levels. This results in prolonged attacker dwell times 

averaging 146 days in enterprise breaches, potentially catastrophic in military 

scenarios and missed opportunities for early warning. Current systems fail to 

mislead sophisticated adversaries who use machine learning for evasion. There is a 

gap in empirical evaluation of adaptive honeypots' impact on OPSEC metrics like 

intrusion success rates and intelligence yield. Without scalable decoy orchestration, 

networks expose true assets, enabling lateral movement. This study addresses these 

deficiencies by proposing and testing a deception strategy to enhance security and 

attacker misdirection [15]. 

 

1.3 Objectives of the Study 

The study pursues the following specific, measurable objectives: 

 To examine the architectural components and deployment mechanisms of 

adaptive honeypots in simulated military network environments. 

 To analyse the effectiveness of decoy systems in increasing attacker 

engagement time and resource expenditure through experimental 

simulations. 

 To evaluate the impact of dynamic deception strategies on reducing 

successful intrusion rates and enhancing threat intelligence collection in 

military contexts. 

 To identify the relationship between real-time adaptability features (e.g., 

machine learning-based configuration changes) and overall operational 

security improvements. 
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 To propose a scalable framework for integrating cyber deception with 

existing military network defenses, measuring interoperability via 

performance metrics. 

 

2. Related Work 

Almesidin et al. (2019) [1] examined the effectiveness of low-interaction honeypots 

for detecting cyber intrusions within enterprise environments. In their study, the 

researchers deployed the Honeyd honeypot platform in a controlled laboratory 

setting, where it simulated multiple server fingerprints to resemble Windows-based 

systems. Over a three-month observation period, the setup recorded 1,200 attack 

sessions and successfully detected approximately 85% of scanning and probing 

activities. The authors highlighted the advantages of fingerprint emulation to 

achieve scalability while minimizing resource usage, making the approach feasible 

for larger organizational networks. However, they also acknowledged limitations 

due to the low-interaction nature of the honeypot, which restricted the realism of 

attacker engagement and reduced the ability to capture complex intrusion behaviors. 

 

Fraunholz et al. (2018) [2] explored the integration of deception techniques within 

software-defined networking (SDN) environments to dynamically redirect 

malicious traffic into honeypots. Their testbed consisted of 50 virtual network 

nodes, where an SDN controller using the OpenFlow protocol managed the routing 

of suspicious traffic. The findings showed that 72% of attacker interactions were 

successfully redirected to deceptive hosts, resulting in an average delay of 40 

minutes in attacker progression. The study demonstrated that tying deception to 

SDN infrastructure can increase attacker uncertainty and improve intrusion 

detection system (IDS) precision. 

Han et al. (2018) [3] conducted a meta-analysis of research on moving target 

defense (MTD) combined with deception techniques. Their review categorized 

multiple approaches, such as IP and port shuffling, dynamic network configuration, 

and decoy resource injection. Based on the results of 25 evaluated studies, the 

authors concluded that MTD strategies generally reduce the attack surface by up to 

60%, making it more difficult for adversaries to maintain persistent access. The 

paper provided detailed discussion of game-theoretic models that determine optimal 

placement and timing of deception strategies. 
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Jajodia et al. (2017) [4] compiled and edited a comprehensive volume focused on 

cyber deception theory and practice. The book includes several case studies, one of 

which utilized the T-Pot honeypot framework in a cloud-based deployment and 

recorded approximately 500,000 attacker interactions, discovering 15 previously 

unknown vulnerabilities. The work also presented structured models for adversary 

behavior analysis using the MITRE ATT&CK framework and introduced cycles for 

planning and adapting deception strategies. While the text offers significant 

theoretical contributions and practical guidance for honeypot orchestration, it lacks 

empirical studies specific to military networks, operational environments, or 

classified threat landscapes. 

 

Kabilan et al. (2020) [5] investigated the use of machine learning to enhance 

honeypot adaptability by predicting attacker intent in real time. Using datasets 

derived from Cowrie SSH honeypot logs, the authors trained classification models 

capable of identifying attacker behavior patterns with 92% accuracy across 300 

logged intrusion events. The study demonstrated how reinforcement learning 

mechanisms can allow honeypots to morph their responses dynamically to appear 

more convincing to adversaries. However, the researchers also noted limitations in 

scenarios where attackers use encrypted channels or obfuscation techniques, which 

reduce the availability of analysable packet features. 

 

Okhravi et al. (2014) [6] developed a deception toolkit for DARPA’s Cyber Grand 

Challenge that focused on automated decoy and service emulation. Their system 

used QEMU virtualization to simulate realistic, high-interaction services that 

mislead attackers. Experimental simulations demonstrated a 55% increase in 

attacker confusion, measured through misidentification of real versus deceptive 

services. Although this research laid foundational work for adaptive deception, it 

predates widespread integration of modern machine learning capabilities and does 

not address current dynamic attack models. 

 

Pawlick et al. (2019) [7] applied game theory to cybersecurity deception, modeling 

interactions between attackers and defenders as signaling games to determine 

optimal honeypot deployment strategies. Their simulations on a 100-node network 
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showed that strategic placement of honeypots reduced breach success rates by 48%. 

The study provided analytical insights based on Nash equilibrium solutions, 

demonstrating how deception affects adversary cost-benefit decisions. While the 

approach is highly applicable to strategic planning in national defense, the 

validation remains simulation-based and lacks real-world deployment data in 

military command-and-control networks. 

 

Shi et al. (2016) [8] introduced ShadowNet, a decoy network that mimics enterprise 

infrastructures to attract and study advanced persistent threats (APTs). Deployed in 

a university network environment, the system recorded 200 APT-like attack 

attempts and identified 50 distinct tactics, techniques, and procedures (TTPs). The 

network used VMware virtualization with traffic mirroring to route attackers into 

the decoy environment. While the system was effective in misleading 

reconnaissance and collecting intelligence, the study did not examine how such 

deception models might be adapted to military networks, which often have 

segmented and mission-critical architectures. 

 

Vasek et al. (2017) [9] analysed honeypot data collected by the Honeynet Project 

between 2010 and 2015, focusing on global trends in SSH brute-force activity. The 

dataset contained over one million recorded attack events, enabling the authors to 

identify geographical distribution patterns, with approximately 70% of attacks 

originating from Asia. Statistical analysis using Poisson regression allowed them to 

model frequency trends and predict future attack intensities. Their findings offer 

valuable insights into attacker ecosystems, though the research does not address 

adaptive deception or dynamic response, both of which are crucial for military-

grade defense strategies. 

 

Research Gap 

The existing literature predominantly focuses on civilian or enterprise 

environments, with limited empirical studies on military networks' unique 

constraints like electromagnetic silence or classification compartmentalisation. 

While adaptive mechanisms are discussed theoretically, few provide measurable 

impacts on OPSEC in simulated contested scenarios. Integration of decoys with 

legacy systems and real-time ML for attacker misleading remains underexplored. 
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Moreover, quantitative comparisons between static and adaptive honeypots in terms 

of intelligence yield and intrusion reduction are scarce. Game-theoretic models lack 

validation against real APT datasets. 

  

3. Methodology 

Research Design 

This study employs a quasi-experimental, simulation-based research design aimed 

at evaluating the effectiveness of cyber deception strategies in a controlled military 

network context. The design is structured around a pre-and-post comparison, where 

network behavior and security outcomes are analysed first without deception 

mechanisms and then after implementing adaptive honeypots and decoys. The 

independent variable in this study is the level of deception deployed, categorized 

into three conditions: no deception, static deception, and adaptive deception. The 

dependent variables include the success rate of intrusions, the attacker’s dwell time 

within the network, and the amount of intelligence gathered regarding attacker 

behavior. A factorial analytical approach is used to observe how different deception 

strategies interact with various attack stages such as reconnaissance and 

exploitation.  

 

Datasets 

The datasets utilized in this study consist of realistic but simulated military network 

traffic. The DARPA Intrusion Detection Data Sets serve as the baseline reference, 

adapted to reflect network patterns. Additional synthetic traffic is generated using 

Tcpreplay, creating varied and realistic session characteristics. Real network 

components are incorporated through anonymized logs from the Canadian Institute 

for Cybersecurity (CIC) 2019 dataset, providing a balanced representation of benign 

(80%) and malicious (20%) activities, including reconnaissance scans, denial-of-

service attempts, and targeted exploits. The complete dataset comprises 

approximately 500 GB of traffic, representing 10,000 network sessions over a 

simulated 30-day period. To support the evaluation of deception strategies, all 

interactions with decoys and honeypots are logged separately. The dataset is 

partitioned into a 70% training set and a 30% testing set to support machine 

learning model development while maintaining generalizability. 
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Data Sources and Sampling Methods 

The primary data source is network traffic generated through Mininet-based 

network emulations, consisting of 50 to 200 nodes arranged to resemble publicly 

available declassified Department of Defense network architectures. Secondary data 

sources, such as the MAWI Working Group Traffic Archive, provide additional 

baseline traffic samples. A stratified random sampling strategy ensures proportional 

representation of different types of attacks, with distributions such as 30% advanced 

persistent threats (APTs) and 40% opportunistic attacks to reflect real-world threat 

diversity. Attack simulations are conducted using the Metasploit framework and 

custom-developed scripts informed by tactics and techniques cataloged under the 

MITRE ATT&CK framework. To ensure consistent monitoring, decoy interaction 

logs are collected every five minutes. A sample size of 1,000 attack attempts per 

experimental configuration is maintained, which ensures adequate statistical power 

(greater than 0.8 at α = 0.05). 

 

Analytical Tools, Software, and Frameworks 

Data processing and analysis are conducted using Python 3.8, with Scapy used for 

packet manipulation, Pandas for tabular data handling, and Scikit-learn for machine 

learning modeling specifically, random forest classifiers to support adaptability 

assessments. Honeypot deployment is implemented through Dionaea and Cowrie, 

integrated under an orchestration layer using an extended version of the Open 

Deception framework. Dynamic traffic redirection is controlled through a Software-

Defined Networking (SDN) approach using the Ryu controller. Statistical tests such 

as ANOVA are used to evaluate differences in performance between deception 

strategies, while regression analysis is applied to examine relationships between 

network conditions and attacker engagement patterns. Visualizations are produced 

in Matplotlib for clarity and reproducibility. All simulated environments are 

containerized using Docker, and the experiment configuration and codebase are 

version-controlled through a GitHub repository.  

 

4. Result and Analysis 

Findings indicate adaptive deception significantly outperforms static and no-

deception scenarios. 
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TABLE 1: INTRUSION SUCCESS RATES ACROSS DECEPTION LEVELS 

Deception Level 
Successful 

Intrusions (%) 

Reduction vs. 

Baseline (%) 

Sample Size 

(Attacks) 

None 78 - 1,000 

Static 42 46 1,000 

Adaptive 25 68 1,000 

 

Table 1 summarizes intrusion outcomes from 3,000 simulated attacks. Adaptive 

honeypots achieve the lowest success rate, indicating effective misleading (p < 

0.001, ANOVA). 

Interpretation: Adaptive systems reduce intrusions by dynamically evading 

reconnaissance, as attackers waste efforts on decoys. 

Table 1 quantifies the core defensive benefit of deception. The 78 % baseline 

intrusion success rate (no deception) drops to 42 % with static honeypots already a 

46 % relative reduction yet adaptive systems further slash success to 25 %, yielding 

a 68 % reduction (ANOVA F(2, 2997) = 412.6, p < .001). This stepwise 

improvement reflects attackers’ inability to distinguish dynamically morphing 

decoys from real assets. 

 

TABLE 2: ATTACKER DWELL TIME AND INTELLIGENCE YIELD 

Metric None (min) Static (min) Adaptive (min) 

Mean Dwell Time 12 28 45 

Intelligence Items 

Collected (per 

attack) 

0.5 3.2 7.1 

 

Table 2 shows dwell time (minutes from entry to exfiltration/exit) and intelligence 

(unique TTPs/files captured). Adaptive increases dwell by 145% vs. baseline. 

Interpretation: Prolonged engagement allows richer forensics. 
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Table 2 captures offensive cost imposition. Mean dwell time rises from 12 min (no 

deception) to 45 min under adaptive regimes a 145 % increase allowing defenders 

to log 7.1 unique intelligence artifacts per incident versus 0.5 in undefended runs. 

The jump occurs primarily in the exploitation phase, as attackers chase decoy 

credentials and lateral paths. 

 

FIGURE 1: ATTACK REDUCTION SCALABILITY (1,000 INSTANCES PER CONDITION) 

Figure 1 (bar chart) visually reinforces Table 1, with the adaptive bar towering at 68 

% reduction, emphasizing scalability across 1,000 attack instances per condition. 

 

FIGURE 2: TEMPORAL ENGAGEMENT TRACING ATTACKER CONFUSION 
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Figure 2 (line graph) traces temporal engagement: the adaptive trace diverges 

sharply post-reconnaissance, plateauing at 45 min during exploitation, confirming 

that real-time fingerprint rotation sustains attacker confusion. 

 

Correlation (r=0.85) between adaptability and intelligence. Statistical outcomes: t-

tests confirm differences (p<0.01). Relationships show ML-driven changes correlate 

with 30% more decoy interactions. 

 

5. Discussion 

The results indicate that adaptive deception strategies significantly reduce intrusion 

success and increase attacker dwell time compared to non-deceptive and static 

deception setups. The redirection of malicious traffic through dynamic routing 

proved effective, though slightly below the highest redirection rates reported in 

earlier network-centric deception studies, likely due to the more complex and 

realistic military communication patterns modeled here. The increased dwell time is 

particularly important; longer engagement allowed higher-quality intelligence 

collection on attacker behavior. Unlike static honeypots, which attackers can quickly 

identify and avoid, the adaptive mechanisms used in this study continually adjusted 

decoy characteristics, making detection more difficult and sustaining the deception. 

This demonstrates that deception is most effective when it evolves alongside attacker 

tactics, rather than remaining fixed. 

 

The findings contribute to ongoing theoretical work on attacker–defender interaction 

by demonstrating that adaptive deception can maintain strategic advantage over time 

rather than only at initial engagement. For policy applications, these results suggest 

that deception should be integrated into defense strategy rather than treated as an 

optional enhancement. Within military or government cyber defense structures, 

embedding deception into zero-trust architectures could support both proactive and 

defensive operations. Practically, the use of open-source tools and containerized 

orchestration indicates that these techniques can be deployed without significant 

additional financial burden. Security Operations Centers could adopt these 

capabilities to improve threat monitoring and operational security while maintaining 

flexibility in deployment. 
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6. Limitations 

Several limitations should be noted. Because the study relied on controlled 

simulations, the behavior of human adversaries who may be unpredictable, adaptive, 

or strategically creative may not be fully reflected. The dataset, while realistic, still 

emphasized known threat patterns, which may result in bias toward familiar attack 

behaviors and underrepresentation of novel or emerging techniques. The resource 

constraints limited the size of the simulated network, meaning that large-scale 

military systems may experience different performance characteristics or operational 

complexity when implementing similar deception strategies. 

 

7. Future Research 

Future work should focus on implementing high-interaction deception in live or 

exercise-based military test environments to assess operational feasibility under real 

adversary conditions. There is also potential in exploring AI-driven decoy generation 

that can mimic operational technology systems or mission-critical equipment more 

convincingly. Long-term studies could track how attackers adapt to adaptive 

deception over time, providing insight into ongoing adversarial learning cycles. 

Finally, as cryptographic systems begin transitioning to post-quantum security 

standards, deception strategies must evolve to remain relevant within future 

communication and encryption environments. 

 

8. Conclusion 

The study provides robust empirical evidence that adaptive honeypots and decoy 

systems dramatically enhance military network security through proactive deception. 

Across 3,000 simulated attack scenarios, adaptive deception reduced successful 

intrusions from a baseline of 78% to 25% a 68% relative reduction demonstrating 

superior efficacy over both static deception (42% success) and undefended 

configurations. Concurrently, attacker dwell time increased by 145%, from an 

average of 12 minutes to 45 minutes, transforming potential breaches into prolonged 

intelligence-gathering opportunities. This extended engagement yielded 7.1 unique 

threat intelligence artifacts per incident, including tools, TTPs, and behavioral 

patterns, compared to only 0.5 in baseline conditions. These findings establish 

adaptive deception not merely as a defensive layer but as a force multiplier in 
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operational security (OPSEC), enabling early warning, forensic enrichment, and 

strategic misdirection of adversaries. 

 

A key contribution is the development of a reproducible, open-source-based 

deception framework tailored for military environments. By integrating low-

interaction honeypots (Dionaea, Cowrie), SDN orchestration (Ryu), and machine 

learning-driven adaptability (Scikit-learn with Q-learning), the framework supports 

dynamic fingerprint mutation and decoy scaling across heterogeneous networks. Its 

modular design ensures interoperability with existing SIEM and zero-trust 

architectures, while Dockerized deployment guarantees consistency across tactical 

and strategic contexts. Additionally, the study introduces benchmark metrics 

intrusion reduction percentage, dwell time multiplier, and intelligence yield per 

engagement offering standardized evaluation criteria absent in prior military-focused 

deception research. 
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