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Abstract 
This study aims to encompass the technical characteristics of the emerging metaverse technology 
and space, in addition to identifying the most important features of this technology, its areas of use, 
and its benefits. It primarily aims to survey the informational content and values of the technology 
and its challenges for the individual user and, by extension, the broader societal entity.Based on 
research procedures, the study has shown that the metaverse is a future technology characterized by 
quality and precision, and it holds numerous advantages if used in fields such as education and 
marketing, to name but a few. However, this technology is not without its informational risks at the 
level of personal data security for the individual user, as well as ethical and value risks for users 
primarily, and risks to both physical and psychological aspects. 
Keywords: Information security, Social values, Metaverse technology, Value determinism, Content 
employment 
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Introduction 
Today, technology stands as one of the most 
crucial pillars for the infrastructure 
development of nations and societies, by 
providing information and data across various 
social, economic, political, media, and other 
dimensions. This information, in reality, acts 
as a faithful guardian for the informational 
and cyber systems of nations and peoples, 
contributing to the better and optimal 
investment of advanced technologies, which 
benefits many aspects as previously 
mentioned. However, this technology, 
particularly propelled by scientific 
advancements in the second half of the 20th 
century according to some researchers, has 

facilitated smoother operation and flow in 
transportation and communication methods, 
introducing new ways to transfer and 
circulate information from the era of printing 
and telegraphy to print journalism, radio, 
television, and beyond. 
These technologies were among the most 
significant milestones of science in the 
modern era, paving the way for more 
advanced technologies. In this context, 
internet technology, discovered in the second 
half of the 20th century, emerged and 
evolved, creating a technical and scientific 
breakthrough through experiments conducted 
in parallel with its appearance. This network's 
use was not limited to the military field, which 
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was one of the primary areas of internet use 
initially. 
However, with the dawn of the 21st century, 
the features of the internet network signaled 
the arrival of a new era unprecedented in 
human history, making transportation 
methods faster, more accurate, and even 
more creative. What used to take a week to 
arrive could now be delivered as information 
in seconds in the age of the internet, 
especially after the emergence of websites for 
social and cultural communication between 
peoples. Experiments in American universities 
led to the discovery of the pioneering social 
networking site in terms of use and 
popularity, "Facebook," which initially allowed 
us to establish virtual personas paralleling our 
real-life identities. Even now, the names and 
applications of these networks and sites, 
regardless of their type and form, bring us 
their latest addresses and applications up to 
the writing of these research lines. 
Scholars have coined attributes, concepts, and 
approaches for this new technological 
positioning, such as the concept of new 
media, internet-based media and social 
communication, digital space, and some refer 
to it as virtual space, where social 
communication activities are virtually 
mirrored to bold, direct interaction. The 
virtual space has continued to keep pace with 
the networked digital communication world 
for a decade or slightly more, recently 
introducing a technical novelty related to the 
virtual world called "beyond the traditional 
world" or "metaverse," intricately woven in 
Western, particularly American, and also 
clearly European labs, presenting significant 
surprises upon the announcement of this new 
development in digital virtual communication. 
The creation of virtual personas has become 
prominent, bridging the gap between the 
physical reality we live in and the virtual 
reality we experience as a technical truth. 
Each of us now possesses a persona that 
perfectly represents us in this virtual life, 
including virtual education, housing, work, 
and more. This type of virtual world also 
allows communication with personas in a 
virtual manner, including those close to us, 
and even within the same family. 

The greatest challenge today lies in the need 
to delve into specialized studies and research 
to understand all the technical characteristics 
of the metaverse, accessed through digital 
glasses, because it's commonly known that 
every person precisely logs their personal 
information within it. The content and 
messages carried by the "metaverse" also 
require digging into knowledge and research 
wells, relying on the contributions of 
theoretical scientific heritage across various 
fields, especially media and communication 
sciences, as it is the closest field that can be 
utilized in an epistemological study of 
metaverse technology. 
It is common knowledge that any technology, 
regardless of its type, leads to social and 
individual transformations and developments, 
as indicated by many scientific theories, 
including the theory of transitions, which 
focuses on the evolution of communication 
accompanying human development. 
Therefore, metaverse technology, with all it 
entails, deserves our praise and support by 
projecting its material and moral benefits 
onto our societies. On the other hand, there 
are points that compel us to draw red lines 
around the informational and cyber risks and 
challenges to the information security of 
individuals, groups, and particularly consumer 
states of metaverse technology. 
Including the ethical and value-based risks, as 
these are influential standards for peoples 
and technology-consuming countries, along 
with the incoming ethical and social values. 
The presumption is that these pose significant 
risks to the authentic moral and value system 
of societies, which are often shaped and built 
by socialization institutions from an 
individual's childhood. 
Focusing on the centrality of information 
security and its relationship with metaverse 
technology, numerous questions come to 
mind that require our pursuit of answers, 
among them: 

 What are the informational and value-
based challenges of the "metaverse" 
as a future virtual global technology? 
Under this primary question, several 
sub-questions arise: 
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 What is metaverse 
technology? What are its 
characteristics, and what 
goals does it aim to achieve? 

 How can we invest in 
metaverse technology in 
various social fields and 
domains? 

 What risks might the content 
carried by metaverse 
technology pose to the values 
of societies and individuals? 

 What mechanisms are 
effective in addressing the 
challenges and risks 
associated with the content of 
metaverse technology? 

Importance of the Study 
Information security is part of the national 
security of states and peoples and is essential 
for protecting the value and ethical system. 
Regulating the use of technologies and means 
related to information security ensures the 
protection and preservation of societal and 
individual values. Today, it's clear that the 
flaw is not solely in the technology user but in 
the technology itself, as the content and 
messages it conveys may pose challenges or 
even risks to the existence of societies and 
peoples. 
Hence, studying and identifying the 
informational and even value-based 
challenges in using technologies such as the 
newly emerged metaverse technology 
requires identifying the most significant risks 
this technology poses at the individual use 
level, in light of creating a virtual identity and 
the privacy boundaries of user information, in 
addition to challenges at the societal level as a 
whole, amid psychological risks to users like 
addiction and isolation, physical harm, and 
the most formidable challenges to the 
broader ethical and social system due to use, 
especially by conservative Arab and Islamic 
societies. 
Study Objectives 
This study aims to define the concept of the 
metaverse, understand its key technical 
characteristics, and identify its core purpose, 
especially after Mark Zuckerberg announced 
the formation of "Meta" company. It also 

aims to determine the areas and fields where 
this technology can be beneficial. 
Additionally, the study seeks to identify the 
most significant challenges faced by users of 
metaverse technology, primarily 
informational and value-based challenges, 
which fundamentally include standards 
related to security and privacy, and 
psychological, behavioral, ethical, and value-
based challenges. 
Through this study, we aim to develop a plan 
and strategy, starting with the family unit, 
which represents the core of society, to 
regulate the use of metaverse technology. 
This stems from the idea of the family's 
importance in controlling the use of 
metaverse technology's content, especially 
since the family, as a distinctive social 
institution in socialization, has a profound 
impact on shaping the social values of 
individuals. 
Study Methodology 
An analytical and descriptive study will be 
conducted on the concept of the newly 
emerged metaverse technology, including its 
characteristics, advantages, and investment 
areas. This includes a theoretical study of the 
technology's most significant challenges, 
including various informational and value 
contents, and their impact on individual and 
social levels, using the deterministic value 
model in the field of media as well. 
Defining Concepts 
Information Security:Information security is a 
concept that has evolved alongside the 
development of the global Internet network, 
including its digital and virtual services. This 
concept has undergone clear changes 
according to the opinions and viewpoints of 
researchers from various fields, as well as the 
concepts introduced by organizations and 
associations active in technology and 
information systems. In this regard, 
information security is defined as "the 
protection of information and information 
systems from unauthorized access, use, 
disclosure, disruption, modification, or 
destruction." This essentially means that we 
aim to protect our data and systems from 
those who might seek to misuse them. 
(https://egyankosh.ac.in/bitstream) 
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Consequently, informational and cyber risks 
are among the biggest threats faced by 
Internet users, including those using the 
metaverse as a modern, futuristic technology, 
facing challenges, especially in personal data 
security and identity protection, including 
informational risks that generally reflect on 
society as a whole, posing ethical, value-
based, and psychological threats. 
Social Values: Social values are one of the 
major guides of human behavior. There has 
been a significant difference in the conceptual 
and definitional formulation of this concept, 
according to the varying visions and research 
fields of researchers. Among these concepts, 
according to researcher Mimar Tukkahraman 
in his study "Social value and value 
education," social values are ethical beliefs 
and principles accepted by the majority of 
society's members to ensure the society's 
continuity. In this context, values do not refer 
to what exists in society but to what should 
necessarily exist as ethical necessities. 
(Tukkahraman, 2014, p:633) 
Researchers Papastylianou and Lampridis, in 
their survey study on university students to 
identify the value priorities of Greek youth 
and their inclination towards individualism or 
collectivism, titled "Social values priorities and 
orientation towards individualism and 
collectivism of Greek university students," 
found evidence of a collective inclination 
towards surpassing individual action. This can 
be applied to real life when considering an 
individual's concern and inclination towards 
others, possibly loving them and desiring to 
help them, indicating certain social collective 
values. (Papastylianou, Lampridis, 2016, p:1) 
Therefore, both definitions link the concept of 
social values to the relationships among 
individuals, indicating that social values are 
also a reflection of the individual values that 
each person in society carries. Regarding their 
relation to the study's topic, this indicates that 
the use of the newly emerged metaverse 
technology has essential or even peripheral 
impacts on the values of individuals and 
societies due to the employment and 
reception of popular contents within its 
spaces. This view contrasts with the 

sometimes dominant positive outlook in some 
research endeavors studying this technology. 
Metaverse Technology 
Defining the concept of metaverse technology 
is both immensely important and challenging, 
considering this technology is the technology 
of future eras. This makes it more feasible to 
predict future pathways for the concept of 
metaverse technology, especially in light of 
researchers' visions and estimates in defining 
the controls and conceptual dimensions of the 
metaverse. 
Any definition of metaverse technology is 
fundamentally linked to the immersive 
experience of users in the virtual world, as it 
constitutes a world made up of all parts, 
starting from the images embodied within it, 
making this virtual world an alternative to the 
real, physical world, also known as three-
dimensional space. 
It is recognized as a service facilitated through 
the internet, allowing access to a three-
dimensional space in real-time to engage in 
shared and continuous experiences, which 
can be collectively tested in immersive 
experiments. 
This aligns with Matthieu Hénick, Vice 
President of Development at Epic Games, who 
defined metaverse technology as a "new 
principle in organizing the internet," noting 
the evolution of the internet from simple, 
general sites that allow access to information 
and data to a new, synchronized, three-
dimensional environment through this 
technology. (Perez, Sookolova, 2023, p:34) 
Not far from Matthieu Hénick's view, Yoram 
Kouhana believes that metaverse technology 
is described as the internet of the future, 
based on bringing the user into an immersive 
internet experience that connects with other 
users through their avatars and the chosen 
environment they wish to evolve in. 
(Kouhana, 2023, site) 
Generally, it is agreed that the term 
"metaverse" was likely first used in the 1992 
science fiction novel "Snow Crash" (Brief 
Study: Metaverse, 2023, p:2). The term is 
derived from two words: "meta," meaning 
beyond, and "verse," meaning universe 
(Mahmoud, 2021, p:8), signifying technology 
beyond the universe or world, clearly 
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referring to the "convergence of our physical 
and digital lives" through virtual spaces and 
based on three-dimensional experiences 
"between physical and virtual reality and in 
between," encompassing virtual reality 
experiences, differing from traditional two-
dimensional experiences. This led Mark 
Zuckerberg to describe the technology as "an 
embodied internet, where you're in the 
experience, not just looking at it" (Report 
from INTA, 2023, p:13). 
Merriam-Webster defines the metaverse as 
the natural evolution of the internet, 
representing a persistent virtual environment 
that enables access to many individual virtual 
realities and their interoperability through 
immersive three-dimensional virtual worlds 
where people interact as groups with each 
other and with software agents, using 
metaphors from the real world but without 
physical constraints. 

The metaverse can be described as a vast 
social network comprising a mix of virtual 
reality (VR), augmented reality (AR), mixed 
reality (MR), and three-dimensional D3 
environments, along with artificial intelligence 
(AI) technologies, interacted with in real-time, 
actively and continuously, by an unlimited 
number of people worldwide. It offers a truly 
immersive environment for users and a 
genuine sense of connection in environments 
that are entirely similar to real-life settings, 
facilitating various types of transactions, 
including communication and payments. 
(Gharman Al Omari, 2022, Published article: 
The Metaverse: Its Concept, Advantages, 
Disadvantages, and the Possibility of 
Benefiting from It in Education, via the New 
Education website: News and Ideas on 
Educational Technologies). 

The Layer The New Main Content The New Key Features 

dimensional-Metaverse/Three Elements -Components-Spaces
(Visual, Audio, and Sometimes 

Tangible Content) 
 

Device orientation and its 
location in the virtual world, 
including: head, hands, gaze 
direction, full body 
dimensions. 

 

dimensional-The Web Two Web pages, Websites, 
-Multimedia, Social Media, E

commerce. 

Browsing through clicking on 
hyperlinks and navigating 
through them. 

dimensional-The Internet One Data Files, Email, Other Text 
Communication Methods. 

 

Typing and reading using a 
typewriter, then devices with 
screens, followed by personal 

computers. 

(Brief Study: Metaverse, 2023, p. 2) 
 
Value Determinism in Media 
Value determinism is one of the media 
theories that emerged in the 1980s, 
attributed to the Algerian researcher Aziz 
Abdel Rahman. This theory, in its entirety of 
ideas and premises, serves as a research 
reaction to the theory of technological 
determinism, presented by the Canadian 
researcher Marshall McLuhan. According to 
Aziz Abdel Rahman's perceptions, value 
determinism is essential in constructing the 
methodological framework for media and 
communication, particularly concerning the 
message these mediums carry. The primary 

standard lies in the values conveyed by the 
messages and content of media and 
communication, sourced from religion, 
moving away from the concept presented by 
Marshall McLuhan, who believed that the 
medium or technology itself is significant in 
shaping societies, regardless of the messages 
and contents carried by these mediums. In his 
view, these mediums are the fundamental 
message contributing to the formation of 
more subcultures by making the world a 
global or universal village, connecting all its 
parts to each other. 
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 Previous Studies: 
 A study by researchers 

Richard Bejamins, Yazia Rubio 
Vnuela, and Chema Alonso, 
titled "Social and Ethical 
Challenges of the Metaverse," 
focuses on companies' 
interest in artificial 
intelligence technologies, 
including recent interest in 
metaverse technology. It 
highlights the responsibilities 
these companies bear when 
addressing the ethical and 
social challenges arising from 
this technological shift. The 
researchers believe that 
companies can achieve 
control over technology based 
on governance and culture, 
which can contribute to facing 
these challenges. 

 A report by the World 
Economic Forum, prepared by 
a group of researchers in July 
2023, titled "Social 
Implications of the 
Metaverse," aims to 
demonstrate the impact of 
metaverse technology on 
individuals and society, 
focusing on the benefits of 
technology for individuals and 
achieving social welfare, such 
as its use in education and 
innovation support. The study 
aims to verify the potential 
social effects of this 
technology and test the 
hypothesis that its negative 
impacts could worsen based 
on five fundamental 
dimensions: access and 
adoption, mental and physical 
health, diversity, equality and 
inclusion, sustainability, and 
economic impact and 
empowerment. 

 Commentary on Previous Studies: 
While the first study is dedicated to 
elucidating the social and ethical 

challenges of metaverse technology, it 
focuses on institutions and companies 
that can exploit the technology in 
light of these challenges, posing a test 
of their capacity to bear 
responsibilities in facing these 
technological shift-induced 
challenges. 

Moreover, the recent report by the World 
Economic Forum reflects the potential and 
capabilities that societies and peoples harness 
in exploiting this technology across various 
fields and domains, aside from the potential 
adverse effects of technology use on attitudes 
and behaviors. In this context, the report 
points to policies and regulatory measures 
that can mitigate the risks. 

 Our study focuses on adapting the 
concept of metaverse technology and 
its features to the most beneficial 
domains of this technology on one 
hand, and the value and informational 
challenges it poses to individuals and 
society on the other. In this context, 
we relied on an important theory in 
the field of media and communication 
sciences, the theory of value 
determinism in media. Through this 
lens, we derived some steps that can 
be adopted to benefit from the 
technology while protecting the entity 
of social values from the challenge of 
informational, behavioral, and 
physical risks posed by this 
technology. 

Theoretical Aspect of the Study General 
Introduction to Metaverse Technology: 
Characteristics, Objectives, Domains. 

1. Technical and Fundamental 
Characteristics of the Newly Emerged 
Metaverse Technology Metaverse 
technology stands as a prominent 
future virtual technology, combining 
all the features of virtual and physical 
reality and surpassing all digital 
communication technologies 
spawned by the internet, thanks to its 
high quality and precision. Generally, 
the metaverse encompasses four 
main features: realism, omnipresence, 
interoperability, and also scalability, 
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as indicated by studies. (Metin, 
Durmus…,2023) 

Among the technical characteristics of 
metaverse technology are: 

 A technology that merges the virtual 
and real worlds, which is a 
fundamental feature of metaverse 
technology. The metaverse includes 
elements derived from the real world 
and beyond, as well as creations 
produced from the virtual world, 
forming a cohesive and higher quality 
virtual world. This helps bridge the 
gap between the digital and the real, 
providing an immersive, multi-sensory 
experience for users. 

 Ease of use regardless of location and 
timing, allowing users to access the 
world of metaverse technology 
through wearable smart devices like 
headsets or glasses. (Xinli, Chen, Hu, 
Wang, 2022, P:03). 

 Establishment and building of a virtual 
digital identity, where the metaverse 
offers the possibility to design and 
customize the details of the virtual 
persona, including users' preferred 
colors for facial expressions and body 
shape, through height, weight, and 
more. 

 Providing an environment of 
immersive, multi-sensory experiences 
with special technologies such as 
sensors, virtual reality, augmented 
reality, or the Internet of Things, 
allowing users to interact with virtual 
elements created or projected from 
the real world. 

 Technologies for motion and 
manipulation enhance the sensory 
experience in a multifaceted manner 
appropriate to the circumstances 
during the use of this technology. This 
excitement was echoed by Mark 
Zuckerberg when he announced the 
idea of the metaverse, hinting that 
the metaverse's ambition lies in 
enabling people to have an 
immersive, multimedia experience 
that makes their experiences as if 
they were in the real world, or even 

slightly more! (Xinli, Chen, Hu, Wang, 
2022, P:03). 

 Evoking basic emotions in users of the 
technology, such as joy, boredom, 
sadness, anger, anxiety, awe, and 
even gratitude. These emotions 
stirred by the metaverse world are 
not just on an external level but also 
have a fundamental extension on the 
users' internal level. In one 
experiment by Daniele Di Lernia, it 
was confirmed that this technology 
could significantly reduce pain 
intensity for a sample of patients 
suffering from chronic pain overall 
(Riva, Weiderhold, 2022, p:5), 
highlighting its role in the 
psychological factors of patients. 

 Also, providing decentralized content 
in terms of writing and editing, 
compared to the past where it was 
limited to developers, in light of user 
rights to create content based on 
desired characteristics or orientations, 
along with special possibilities for 
users to own and operate their virtual 
personas' means and personal 
properties securely and traceably. 

Following Mark Zuckerberg's announcement 
of renaming Facebook to Meta, Mark outlined 
several features that make the metaverse a 
unique technology, allowing for: 

 Interaction and sharing with people 
and friends, sharing beloved hobbies 
together in real-time like video games 
and attending their social events 
without the hassle or cost of travel, 
sometimes unavailable in the physical 
world. 

 Alleviating congestion, saving time, 
and avoiding issues stemming from 
transportation difficulties and 
complexities. 

 Existence of various spaces that 
mirror or surpass real spaces where 
virtual life is practiced. There are 
spaces for home, work, play, and 
interactions with the external world in 
the metaverse, offering numerous 
options for users, thus avoiding 
boredom and routine. 
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Theoretical Aspect of the Study General 
Introduction to Metaverse Technology: 
Characteristics, Goals, Domains. 

1. Technical and Essential 
Characteristics of the Newly Emerged 
Metaverse Technology Metaverse 
technology is a leading future virtual 
technology that amalgamates all the 
advantages of virtual and physical 
reality, surpassing all the digital 
communication technologies 
produced by the internet due to its 
high quality and precision. The 
metaverse encompasses four main 
features: realism, omnipresence, 
interoperability, and scalability, as 
indicated by studies. (Metin, 
Durmus…,2023) 

Among the technical characteristics of 
metaverse technology are: 

 A technology that bridges the virtual 
and real worlds, standing as a core 
feature of metaverse technology. The 
metaverse includes elements derived 
from the real world and beyond, as 
well as creations from the virtual 
world, forming a cohesive, high-
quality virtual world. This contributes 
to narrowing the gap between the 
digital and the real, offering an 
immersive, multi-sensory experience 
for users. 

 Ease of use regardless of location and 
timing, allowing users to access the 
world of metaverse technology 
through wearing specialized smart 
devices like headsets or glasses. (Xinli, 
Chen, Hu, Wang, 2022, P:03). 

 The establishment and development 
of a virtual digital identity, where the 
metaverse enables the customization 
of virtual persona details, including 
users' favorite colors, facial 
expressions, and body shape. 

 Provision of immersive, multi-sensory 
experiences through specialized 
technologies like sensors, virtual 
reality, augmented reality, or the 
Internet of Things, allowing users to 

interact with both created virtual 
elements and those projected from 
the real world. 

 Movement and manipulation 
technologies enhance the sensory 
experience appropriately during the 
use of this technology. This 
excitement was echoed by Mark 
Zuckerberg when he announced the 
concept of the metaverse, 
emphasizing that the metaverse's goal 
is to enable people to have an 
immersive, multimedia experience 
akin to real-world experiences, or 
even slightly more! (Xinli, Chen, Hu, 
Wang, 2022, P:03). 

 Evoking fundamental emotions in 
users, such as joy, boredom, sadness, 
anger, anxiety, awe, and even 
gratitude. These emotions stirred by 
the metaverse are not only external 
but also fundamentally affect users' 
internal states. In one experiment by 
Daniele Di Lernia, it was confirmed 
that this technology could significantly 
reduce pain intensity for a sample of 
patients suffering from chronic pain 
overall (Riva, Weiderhold, 2022, p:5), 
highlighting its psychological impact 
on patients. 

 Providing decentralized content 
creation and editing, previously 
limited to developers, now 
empowering users to create content 
based on desired characteristics or 
orientations, along with special 
capabilities for users to own and 
operate their virtual personas' tools 
and personal properties securely and 
traceably. 

Following Mark Zuckerberg's announcement 
of rebranding Facebook to Meta, he 
highlighted several features making the 
metaverse a unique technology for: 

 Interacting and sharing with people 
and friends, sharing beloved hobbies 
in real-time like video games and 
attending their social events without 
the hassle or cost of travel, 
sometimes unavailable in the physical 
world. 
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 Reducing congestion, saving time, and 
avoiding transportation difficulties 
and complexities. 

 Existence of diverse spaces that 
mirror or surpass real-life spaces for 
practicing virtual life, including spaces 
for home, work, play, and external 
world interactions in the metaverse, 
offering various options for users, 
thus avoiding boredom and routine. 

2. Declared Goals for Establishing 
Metaverse Technology 
 Mark Zuckerberg hinted during his 
announcement of establishing "Meta" 
that "the main advantage of the 
metaverse will be the presence - 
actually feeling present with people." 
In a video interview at the VivaTech 
show in June 2021, he clarified that 
the goal was not just to provide "a 
new fantastic experience" but also to 
initiate "an economic wave that can 
provide opportunities for people all 
over the world." The Facebook 
founder also mentioned in an 
interview with The Verge, "I hope in 
five years, people will see us as a 
metaverse company before anything 
else." 

From this, we can formulate several goals that 
clearly highlight the value of metaverse 
technology from the founders' perspective, 
before even considering the users' 
perspective. Among these goals are: 

 Building a fabric that connects various 
digital spaces requires overcoming 
physical limitations and allowing easy 
mobility between them "as if moving 
between rooms in a house." 

 Seeking investment and marketing 
through metaverse technology, 
focusing on social benefit (Min park, 
Gab kim, 2022, p:16). 

 Achieving a qualitative shift at the 
operational level for institutions, 
where working with the metaverse in 
2021 was limited to curiosity and 
ambition for companies, while in 
2022, rationality and exploration are 
what companies aim for, a goal 
shared by both individuals and 

companies alike. Metaverse 
companies aim to discover whether 
their business models can create real 
value for companies and customers. 
(p:5-6 The metaverse overview: 
version, technology, and tactics) 

3. Investment Fields and Benefits of 
Metaverse Technology for Consumer 
Societies 

Investing in metaverse technology has 
become a necessity of the age, especially 
as investment in this technology has 
surpassed all boundaries set by business 
people, encompassing both the real and 
digital worlds. In this regard, "Khalfan 
Juma Belhoul," the CEO of Dubai Future 
Foundation, emphasized during the 
opening of the Dubai Metaverse Assembly 
in September 2022, the enhancement of 
partnerships between governments and 
companies to maximize the benefits from 
this new world, still in its developmental 
stages, carrying many promising 
opportunities, blockchain, and the digital 
economy. (Report of the Outcomes of the 
Dubai Metaverse Assembly, 2022, p. 5). 
On this basis, maximizing the benefits 
from the metaverse world is possible only 
by exploring the most promising 
investment fields, among which are: 
A. Education  

Education is a cornerstone of 
comprehensive societal development 
and a foundation for any social or 
economic movement. Metaverse 
technology allows for the 
development of the educational field 
by accelerating, simplifying, and 
facilitating the educational process, 
especially through the integration and 
combination of real-world educational 
debates and virtual ones. This 
integration enables learners to 
overcome time and space constraints, 
contributing to real-time interaction 
based on the digital identities of each 
learner. The metaverse strategies 
became more reinforced in the 
aftermath of the COVID-19 pandemic, 
which necessitated a radical 
transformation in educational models 
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and required educational institutions 
and teachers to explore innovative 
and flexible solutions. Today, the 
educational landscape, according to 
recent developments, is integrated, 
hybrid, and remote, breaking the 
barriers of time and space. (Haque, 
Moidur, Faizanudi, Danish, 2023, p:3). 

The most significant contributions of 
metaverse technology in the educational 
field are particularly highlighted in the 
following points: 
 Classroom environment and setup, 

allowing teachers to choose what 
suits their subject matter and select 
an appealing educational 
environment for their students 
through available models provided by 
the technology. 

 Overcoming the challenges of 
distance learning through easy access 
and communication, enabling direct 
engagement in the learning process 
between students in a manner that 
mimics a natural educational 
environment. 

 Overcoming crises that enforce social 
distancing, such as the COVID-19 
pandemic, wars, and others. 

 Subject matter presentation, enabling 
any subject to be presented in an 
engaging and attractive manner for 
students, facilitating the display of 
difficult samples in a safe 
environment that does not harm the 
student, and also allowing students to 
be transported to a virtual world that 
mirrors the real world to display 
natural environments like mountains, 
plateaus, and seas, providing a 
technical environment that can be 
observed and inspected, truly 
immersing the student in the study 
subject. 

 Increasing motivation: through 
augmented reality used by teachers 
with their students, which helps 
attract them to embrace the subject 
matter. Also, contributing to the 
breakdown and detailing of complex 
subject matter by explaining its details 

using high-quality diagrams and 
videos. 

 The students' enthusiasm for this 
technology leads to an attraction to 
lesson content, in addition to the 
entertainment that pervades the 
virtual study environment. (Kamel 
Ahmed, 2022, p. 6) 

 
B. Field of Life Sciences and Human Anatomy 
Exploration 
Accessing the real human body becomes 
impossible, perhaps revealing relationships 
and interactions that have not been 
previously disclosed. It might even go further, 
such as controlling human genes and genetic 
diseases, and controlling these genes, thus 
gradually preventing the emergence of these 
diseases. However, misuse in this field may 
lead to gene manipulation, human 
production, unwanted fetus abortion, gender 
preference, or even intervention in human 
numbers, among other frightening scenarios if 
not controlled and subjected to strict laws in 
the metaverse worlds to ensure their benefit 
without threatening humanity. (Ghurman Al-
Omari, 2022, Published Article: Metaverse: Its 
Concept, Features, Negatives, and Utilization 
in Education, via New Learning Website: News 
and Ideas on Educational Technologies). 
C. Historical Field 
It can be greatly utilized in presenting history 
and ancient cultures, exploring historical 
secrets and marvels of the past, searching for 
the stories of past nations and civilizations, 
and representing them realistically to evoke 
human interaction and contemporaneousness 
with various ages. 
D. Field of Arts 
The metaverse represents a fertile artistic 
environment for teaching and learning art in 
its forms, colors, and interpretations. Perhaps 
one day, metaverse residents will be able to 
solve the mysterious puzzles in Pablo Picasso's 
famous paintings and write a new page in art 
through the metaverse, supported by its 
unlimited artistic imagination, allowing 
everyone to contribute to and participate in 
its creation without restrictions. 
E. Marketing Field 
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According to BuzzSumo, there were 
approximately 19.2 million mentions of the 
metaverse in online conversations between 
people during the period from January 1 to 
November 15, 2022, with over 265 thousand 
articles published, resulting in widespread 
engagement exceeding 13 million shares. 
Additionally, the first fashion model appeared 
in the metaverse world, along with the 
introduction of the first financial service into 
this space, raising questions about the 
contributions the metaverse could make to 
brands in 2023. According to a study by 
McKinsey & Co, by 2030, the metaverse space 
could reach a value of 5 trillion dollars in the 
Middle East and North Africa region alone, 
equivalent to 6% of the total GDP, indicating 
the actual efforts to invest in future 
technology. (2023 Digital Marketing Trends, 
p.45). Furthermore, the social dimension of 
metaverse technology is one of the marketing 
methods that companies and institutions 
should adopt, especially in engaging with 
young people. (Thurau, Ognibeni, 2022, p.45). 
F. Tourism Field 
Metaverse technology offers many 
advantages for tourism services, providing 
travelers, especially those with disabilities or 
special needs, with convenient and secure 
means and services to explore the world. 
Additionally, metaverse tourism provides 
travelers and those seeking tourist 
experiences with information about tourist 
destinations, as well as booking, 
accommodation, and transportation services 
without the need for physical mobility 
burdens. 
G. Legal and Security Field 
Interpol, one of the world's leading security 
institutions, believes in the importance of 
employing this technology to enhance its 
global presence and keep up with 
technological advancements. In this regard, 
the organization emphasizes the importance 
of technology in the legal field, especially in 
building partnerships, communication, 
holding international conferences, as well as 
three-dimensional training, digitizing, and 
simulating crime scenes, among other 
aspects. Moreover, the technology's impact 
on the training process of law enforcement 

agencies, which are responsible for enforcing 
the law, contributes to skill enhancement and 
develops the capabilities of human resources 
in crisis management and operations such as 
terrorist attacks, negotiations, and the use of 
force. (Interpol, 2024, p.6) 
 
Content of the Metaverse Technology 
From Conceptual Jewels to Risks to 
Information and Cultural Security of Societies 

1. Cultural Information Security: 
Between the Challenges of User 
Personal Data and the Psychological 
and Behavioral Challenges of the 
Individual User. 

Information security has become one of the 
most prominent threats warned by scientists 
and communication technology experts, 
especially after the leakage of data in Western 
countries, regarding Facebook's violation of 
users' privacy and the theft of data from 
millions. What about when discussing access 
to metaverse technology as a new world in 
communication technologies, where logging 
into this technology is done without 
repeatedly logging in each time? In this 
regard, the metaverse has become a danger 
to users, especially after the mandatory 
instruction to keep information open, making 
users vulnerable to data sharing, posing a 
stark threat to their privacy. The question 
often posed by technology scholars today, in 
the age of globalization and global digital 
economy, is if access to digital communication 
technologies and virtual services is free, are 
we the product or what? The data of 
information security for society and 
individuals oscillate between these two 
categories, representing personal user data, 
while the second category relates to the 
security of information in its psychological, 
behavioral, and ethical reflections on 
individuals. 
A. Privacy: 
Privacy is one of the most important 
considerations that may affect the future of 
metaverse technology, due to the societal and 
individual risks it carries, especially if data 
appears through the metaverse accurately, 
which could pose a significant risk to 
cybersecurity and personal information 
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security, where data utilization may 
contribute to and fuel "biased algorithms" 
that target user privacy for various purposes, 
including serving economic and political 
agendas. Some researchers believe that with 
the widespread use of artificial intelligence 
and metaverse technology in particular, who 
will be responsible for setting the ethical 
standard? Is it the programmer or the artificial 
intelligence itself? In this context, it can be 
noted that a user of metaverse technology 
will not be a mere viewer and follower of 
events and occasions like users of social 
networking sites but will be content 
producers. The metaverse will be a stronger 
and exponentially more attractive magnet for 
users, content developers, entrepreneurs, and 
companies alike. 
Moreover, the uncovered threats raise 
significant concerns about the quantity and 
type of data that such a massive platform 
could collect, despite the prevailing belief 
among some researchers that it is secure due 
to its decentralized structure. For example, 
personal information collected from social 
networking platforms is already being used 
for defamation, or practicing or threatening to 
disclose victims' private information for 
extortion or online defamation. Considering 
that the metaverse will provide much more 
personal information about its users, not only 
to platforms but also to other users, how will 
we continue to be exposed to remote 
interference? It is worth mentioning that the 
personal and sensitive information leaked 
through the metaverse will include a large 
amount of real information about user habits 
and physiological characteristics. Although 
obtaining this information on the internet in 
the current situation is difficult, if not 
impossible, it will be easy to access in the 
metaverse world, due to the tighter link 
between the virtual and physical worlds. 
Furthermore, cyber and information threats 
are not only at the individual level, as it is 
said, "problems do not come individually," 
because with the immense technological 
advancement and effective and cost-effective 
cyber warfare leadership, they may also 
threaten national and societal security of 
states, leading to inefficiency and information 

control, which in itself threatens the 
continuity of the social values of populations 
consuming modern technologies, such as 
metaverse technology. 
 
B- Psychological and Behavioral Level 
The use of any means of communication 
actually leads to side effects and damages, 
which may be among the most important 
assumptions specific to the content of these 
means, especially in the context of the 
"Metaverse," which has already begun to 
monitor its most significant psychological and 
behavioral challenges, including the following: 
1- Mental Health Problems: The psychological 
aspects resulting from the use of the 
Metaverse can be severe, especially when 
they affect our material and realistic lives. 
Users may be exposed to attacks 
accompanied by sadness and grief in this 
space, leading to psychologically painful 
virtual experiences, as exemplified by the case 
of the "British Avatar" being raped by 
technology users, which led her to file 
complaints following this incident she 
experienced through the Metaverse 
technology. 
2- Physical Health Problems: The use of 
Metaverse technology, especially concerning 
the use of technical glasses, headphones, and 
hand controllers, can also lead to severe 
physical damage. Researcher Stylianos 
Mystakidis points out that these physical 
damages include nausea due to motion and 
rotation resulting from entering the 
adventure of the Metaverse, in addition to 
neck and head fatigue when used, especially 
for longer periods than necessary. 
Furthermore, the use of Metaverse 
technology may lead to body wasting and 
fatigue in general, including not eating meals 
on time, especially in cases of addiction to 
technology. 
3- Ethical and Moral Standards: The virtual 
space of the Metaverse technology, with all its 
components, may be a means for some 
morally weak users to engage in "virtual 
sexual harassment," which may escalate to 
rape, as mentioned earlier with the case of 
the British Avatar being assaulted by a group 
of users. Researchers at the Center for Digital 
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Hate found that users, including minors, are 
exposed to abusive behavior every seven 
minutes. They are also exposed to visual 
sexual content, which may encourage users, 
including minors, to engage in bullying, sexual 

harassment, and mistreatment of other users. 
They also found that it conditions minors to 
repeat racist remarks and extremist 
conversations. 
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2- A theoretical model for studying the cyber 
content of the Metaverse:  
Assumptions of the deterministic ethical 
theory in media 
The Metaverse technology presents itself as a 
tangible material reality that humanity will 
experience in the future. Its usage entails 
numerous individual obligations for those 
wishing to engage with it. These obligations 
are fundamentally shaped by the values, 
standards, and ethics that exist in the daily 
lives of each individual. Therefore, the 
foundation of interacting with everything in 
the Metaverse space should adhere to ethical 
standards similar to those observed in reality. 
Based on this premise, the Metaverse 
technology is no longer merely a virtual 
medium detached from its content, ideas, 
messages, and even ideologies, especially 
within the concept of cultural integration 
upon which it is based. 
One of the early researchers who hastened to 
discuss the message conveyed by 
communication media was the Algerian 
researcher, Abdelrahman Azi, in the 1980s. He 
presented theories and ideas opposing those 
put forward by the Canadian researcher 

Marshall McLuhan, especially regarding the 
importance of content over medium. The 
Canadian researcher seemed notably 
influenced by the value of the communication 
medium regardless of its content or 
substance. 
In the visions and ideas of the Algerian 
researcher, Abdelrahman Azi, there is an 
important reference to the role of the 
message infused with vital authentic values, 
particularly in confronting the challenge of 
cultural grounding, especially in Arab Muslim 
environments. Azi's ideas were developed 
into a theoretical framework and model 
termed "Deterministic Ethics in Media". 
Despite the ongoing debate among 
researchers regarding some of the 
assumptions of this model, attempts have 
been made to abstract the hypotheses of this 
theory and attempt its application. Especially 
since values are among the jewels that 
constitute the cornerstone for shaping media 
messages. 
In this context, it is essential to note that 
there is a fundamental difference in important 
concepts within deterministic ethical theory in 
media studies. Authenticity and grounding, 

Information and ethical security 

Ethical 
standardsوالقيم 

Psychological and 
behavioral level 

Physical health problems 

Health - Mental health The personal and sensitive 
information that will leak through 
the Metaverse will include a large 
number of real information about 
the user's habits and physiological 
characteristics. 

On the level of 
personal data 
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each referring either to an action or a 
reaction. Authenticity, in essence, is the 
essence of healthy social construction and 
fabric, wherein individuals grow up with 
accepted values and customs in society. 
Meanwhile, grounding entails foreign ideas 
and values detached from social construction, 
which may pose risks to the existing authentic 
values carried by each individual. This 
depends on the influence of technologies 
imported from developed countries, as the 
medium or technology carries these foreign 
contents and values. 
Based on the ideas upon which the Algerian 
researcher, Abdelrahman Azi, built his ethical 
model, he provided a set of instructions 
regarding the importance of the content 
carried by communication media. Among 
these assumptions are the following: (Azi, 
2013, p. 28) 
Youth are more connected to new 
communication media, seeking excitement 
and adventure. Consequently, they are the 
primary social elements adopting technology. 
Additionally, these young individuals are more 
attracted to new media due to the absent 
interactive element in traditional media. Thus, 
there are some structural effects, such as 
psychological isolation and excessive usage 
negatively impacting personal communication 
skills. 
These effects come within the context of 
negative impacts, which may lead to the 
fusion of values in what is known as cultural 
openness and intercultural communication, 
especially among young people. 
It is worth mentioning, as previously noted by 
the researcher Abdelrahman Azi, "There is no 
message without a certain value." The values 
carried by the Metaverse include both 
positive and negative aspects. Among its 
negatives are psychological isolation and the 
dangers of ideas related to cultural 
integration, where authentic social values 
held by each individual merge with unfiltered 
imported values. This poses a real challenge 
to the values of society as a whole due to the 
access to this virtual world, where one can do 
as they please, even things impossible in 
reality. This is especially true given the 
prevalence of many Western imported values 

with technology, such as sex, pornography, 
and various destructive values like parental 
separation. It may even lead to strange 
practices through this space, such as virtual 
communication with deceased individuals or 
even physical and verbal assaults on 
individuals whom one cannot even confront in 
reality, and more. 
All of this is met with authentic and beneficial 
social values for young users, especially Arabs 
and Muslims, who have acquired these values 
and been instilled with them by social 
upbringing institutions such as family and 
school. Examples of these values include good 
manners, friendship, love, mercy, dignity, 
respect for elders, cooperation, and social 
solidarity. 

3. Schemes for protecting the family 
and individual entity from the 
disadvantages and challenges of 
informational and moral risks on 
users 

Psychological issues are one of the most 
significant challenges facing the world of the 
Metaverse as a new technology, especially 
amidst the crisis of trust experienced by users 
in the digital world, for a valid reason— the 
plurality of worlds. For example, the lack of 
reliability in digital currency today. 
John Radov emphasized, "The continuation of 
trust in the virtual world will increase the 
spread and control of this world over our lives 
as the Metaverse continues to evolve and 
change, thus leading to more problems. It was 
impossible to plan to combat hate speech, 
offensive, and unethical content before the 
emergence of the Internet, and we had to 
wait until these negatives appeared to start 
addressing them" (Zeidan, Swaidi, 2022, pp. 
36-37). 
In other words, the emergence of technology 
makes it easier to pay attention to its 
negatives, thereby providing sufficient time 
and effort to devise strategies to overcome 
these negatives and even turn them into 
strengths primarily. 
To materialize the material benefits of 
technology and content and based on 
functional thinking, we seek to identify 
schemes through examining the main pillars 
of the goals of the Metaverse technology on 
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one hand and the main assumptions upon 
which the deterministic ethical model in 
media relies on the other hand. This is aimed 
at protecting users and consumers, mitigating 
the negative risks of the ethical content of this 
technology, and capitalizing on the 
advantages of the Metaverse technology. 
For example, families, especially, may 
indirectly filter content through family 
discussions and assisting children in making 
informed choices about what they watch and 
use. Moreover, providing sufficient 
information, especially regarding non-
beneficial, violent, or unethical content, and 
also utilizing available cybersecurity programs. 
Usage should also be restricted to specific 
times, parallel to engaging in other activities 
such as sports. 
Furthermore, educating them to distinguish 
between the virtual and real, imaginary, and 
digital. (Zaatar, 2022, p. 1026). 
In reality, planning for the application of this 
technology from our perspective cannot be 
overlooked, as it is the technology of the 
future. Strategic planning should occur before 
the official deployment of the Metaverse 
technology. Given Mark Zuckerberg's 
announcement that the Metaverse 
technology will be the most prominent 
technology in the next 5 to 10 years, this 
means that strategic planning is possible and 
there is sufficient time for it. 
This type of planning requires providing fertile 
ground as an entry point so that content and 
substance can be utilized and invested in its 
fullest form as carefully thought-out outputs. 
Consequently, effective use of the emerging 
Metaverse technology from our perspective 
involves: 

 Providing distinctive infrastructure for 
the internet network, especially 
support through various equipment, 
protection programs, and others. 

 Training and qualifying for technology 
use, especially if utilized by 
institutions. 

 Positioning the Metaverse as a virtual 
means of public service, such as its 
use for tourism promotion, education, 
marketing, advertising products and 
services, and others. 

 Incrementally raising awareness of 
the risks of technology on the 
informational and ethical systems of 
individuals and communities, 
especially through educational 
curricula and programs. 

 
Study Results: 

 The information challenges of the 
"Metaverse" technology as a future 
global virtual technology can be 
classified into two aspects, as outlined 
in the developed plan. Firstly, there 
are concerns regarding the privacy of 
individual user information for this 
technology, especially after the 
spread of information indicating the 
sale of information for financial gain 
to global economic institutions, for 
example. Additionally, there are 
ethical challenges at the societal level 
and psychological challenges at both 
psychological and physical levels for 
users. 

 The Metaverse technology is a 
nascent technology that combines 
artificial intelligence and three-
dimensional environments. It aims to 
bridge the gap between the real 
world and the digital world through 
the mixed virtual world, characterized 
by high-definition and fast access, 
providing significant capabilities for 
users to create and build their virtual 
identities, which are representative 
and similar to their real-life personas. 

 The Metaverse technology seeks to 
create a virtual reality that surpasses 
two-dimensional environments, 
establishing the virtual presence of 
users fundamentally. This aligns with 
Mark Zuckerberg's plans for this 
technology, where the "main 
advantage of the Metaverse" will be 
presence - the feeling of actual 
presence with people. 

 Investment in Metaverse technology 
can be made in various social fields 
and sectors. Among these are the 
educational field, where this 
technology provides benefits for both 
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teachers and students simultaneously. 
It also extends to the marketing field, 
where the Metaverse has become a 
major focus for large commercial 
companies worldwide to capture 
market shares. Furthermore, the 
Metaverse can be utilized in various 
other areas such as arts and culture, 
history, natural and applied sciences, 
health, tourism, and more. 

 Alongside the important technical 
framework of the Metaverse space, 
there are numerous advantages, but 
there is much to be said about the 
aspects related to the content of this 
technology, especially considering it is 
a technology developed in Western 
countries, promoting the culture of 
these technology-producing nations 
extensively. However, the user 
countries and their populations are 
not immune to the risks associated 
with this technology, both apparent 
and latent. Thus, the challenges of the 
Metaverse can be classified into 
informational and ethical aspects, 
including challenges related to 
security and privacy for individual use, 
as well as the psychological and 
physical risks of the technology for 
users. Additionally, there are 
significant challenges for the Arab and 
Islamic consumer environment, which 
are moral, ethical, and social 
challenges, due to the spread of 
various imported values associated 
with this technology and its numerous 
drawbacks. 

 Among the mechanisms for 
confronting the challenges and risks 
of the content of Metaverse 
technology is the family entity, which 
represents the nucleus of society and 
a leading social institution in social 
and individual upbringing. This 
involves adopting parental and 
familial guidance for children from the 
outset. Studies have confirmed the 
effectiveness of family influence in 
making appropriate decisions, such as 
discussing the usage methods and 

risks of technology. From our 
perspective, strategic and tactical 
planning is one of the possible means 
to contribute to resolving the 
challenges of Metaverse content, 
especially considering it is the 
technology of the future, and the 
adoption of other social institutions in 
this endeavor, such as educational 
curricula.  

Conclusion 
In conclusion, the emerging Metaverse 
technology can be considered a global 
technology that cannot be ignored in terms of 
investment under any circumstances, given 
the favorable climate for directing 
investments in various fields towards 
progress, especially in the era of artificial 
intelligence. Here, partial information can 
contribute significantly, with minimal 
intellectual or physical effort, to facilitating 
and accelerating human life in general. In this 
regard, we can summarize our most 
important recommendations on this topic in 
the following two points: 

 Consideration of the ease and 
accessibility of work in the virtual 
environment of the Metaverse, and 
the provision of internet 
infrastructure as soon as possible, to 
catch up with the countries 
progressing in various fields. 

 Purification and refinement of the 
technology from informational and 
social defects and flaws, starting with 
ensuring safety conditions through 
various programs, and by adopting 
plans to raise awareness of the 
benefits and risks of this technology 
by responsible social entities and 
institutions, especially. 
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