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Abstract 

Privacy-Preserving is a modern technology, cloud computing has a wide range of applications. Since it enables 
increased security, portability, and flexibility, cloud computing is crucial. Similar to this, maintaining privacy in cloud 
computing is crucial to maintaining the integrity of data kept there. This review article on privacy-preserving cloud 
services can open the door for further investigation into related topics. In addition to analysing the latest scenario in 
research in this field, this study establishes a layered structure, a life cycle, and an environment for privacy-preserving 
cloud environments. The data retained for security is created using the filtering matrix, with the filter vector focusing 
on the integration of the Glowworm Swarm Optimization (GSO), Glowworm Swarm Whale Optimization Algorithm 
(GWOA), and Whale Optimization Algorithm (WOA).  
The data stored resulting in privacy is subjected to the data storage system, where the stored data is registered. 
Instead, the retained data is stored in the information environment's information management system to allow user 
access with greater privacy and utility. 
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1. Introduction 

The scientific community has recently shown a lot of 
interest in cloud computing [1] [2]. It is employed in 
a wide range of applications, including geospatial 
technologies [5], autonomous cars [6–7], and 
healthcare [3–4]. Since cloud technology is actively 
integrating with other technical disciplines 
including edge [8] and fog computing [9], the 
Internet of Things (IoT) [10], sensor technology 
[11], and big data [12] [13], it plays a vital role in 
contemporary technology. Edge computing is 
described as a distributed computing topology in 
which data is stored and processed near to its 
source. Distributed system architecture that sits in 
the space between a data source and a cloud is 
referred to as fog computing. Real-time computing 
[14], virtualization [15], and artificial intelligence 
[16] are only a few examples of enabling  
 

technologies that underpin cloud computing. 
Performance [19], dependability [20], and fault 
tolerance [21] are only a few of the design goals that 
are taken into account while designing a cloud 
computing system. Cloud computing experts have 
been particularly worried about a variety of security 
issues, such as attack resilience [22], [23] [24] and 
secrecy [25] [26]. But when it comes to cloud 
computing, privacy seems to be the most important 
security factor. In this study, we initially set up an 
architecture for big data, the Internet of Things 
(IoT), the smart home, apps, healthcare, automotive 
technologies, social networking, and data centres for 
privacy-preserving cloud computing. Then, a life 
cycle was created and examined at each stage: 
design, verification, implementation, and 
deployment. The following stage involves creating a 
layered architecture with privacy-preserving 
computing, services, and infrastructure. 
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Finally, we lay forth a potential roadmap for 
quantum- and bio-inspired artificial intelligence. As 
these new technologies advance, we hope that by 
presenting our work, we might inspire others to 
continue researching these issues. It needs to be 
highlighted that even though analogous survey 
studies may already exist, they have limitations that 
drive our work in this study. We want to provide the 
most thorough coverage of privacy-preserving cloud 
computing that is feasible. 
The remainder of this essay is structured as follows. 
Existing surveys are summarised in Section 2. The 
applications and technology that make up the cloud 
computing ecosystem are described in Section 3. 
The whole four-stage life cycle of a cloud system is 
described in Section 4. The cloud computing 
roadmap for the future is presented in Section 5, the 
conclusion is present. 
 

2. Current Studies 

Numerous surveys have been conducted about 
cloud computing security. 
However, some of them are too old for such a 
developing field of study. Others don't emphasise 
cloud computing's privacy [27]. Some current 
studies only look at a few specific uses of cloud 
computing, and some of them fall short of creating a 
vision for the future. Our efforts in this study are 
motivated by these flaws. Cloud Service Providers 
should take the necessary actions to address the 
security and privacy issues that come with data 
storage [28]. Previous investigations and their 
results have been examined in this section. Despite 
the fact that Mobile Cloud Computing (MCC) offers a 
means of accommodating our demands for 
numerous resources on portable devices, there are 
security and confidentiality issues. To that goal, 
security concerns and difficulties in mobile cloud 
computing have been examined in [29]. [30] has 
researched availability, data integrity (DI), and data 
confidentiality (DC), all of which are crucial for cloud 
storage. Storage as a Service is another well-known 
and well-liked technology that cloud computing has 
made available to businesses and individual 
consumers (StaaS). According to developing 
concerns about STaaS, the security and privacy risks 
have been laid forth in [31]. The primary activity 
that has been examined in [32], [33] and for which 
writers have provided solutions is the reduction of 
security threats in cloud computing. Since it is 
unclear how the data is kept and regulated, these 
issues were further investigated in [34] and [35]. 
The Pixel key pattern and Image Steganography 

approaches have been presented in [36] to address 
insurmountable data security difficulties in cloud 
computing, however in [37], possible problems with 
user data access and privacy have been investigated 
in an effort to draw urgent attention. Data breaches, 
account takeovers, and multitenancy are three 
dangers that led to security problems that were 
examined in [38], and it was expected that cloud 
computing would become more common if these 
problems were resolved. Although the needs and 
solutions for cloud computing security were 
thoroughly covered in [39], that book's publication 
year makes its answer potentially outdated for 
today's technology given its rapid advancement. 
Similar approaches have been put out in [40] and 
[41] to get around three main categories—
cryptographic, data storage, and data semantics—of 
cloud computing challenges. 
Additionally, [42] gave information that consumers 
should be aware of to estimate dangers associated 
with maintaining their data, although user privacy 
was not violated. Blockchain with cloud computing 
technology developments have been explored in 
[43, 44], and it was noted how both technologies 
may work together to improve one another's 
shortcomings. The authors of [45] emphasised the 
security risk posed by cloud service platforms in the 
medical industry and also offered pertinent 
remedies. Protecting user as well as data security 
and privacy was discussed in [46] along with a 
mechanism that can deny access to unauthorised 
users. 
In this area, we've evaluated the recent studies on 
cloud computing's infrastructure and security 
concept. The first subsection of this also section, we 
look into the overall security idea in the cloud. 
informatics, and the sub - sections that follow, 
privacy, and Data storage, transmission, and 
authentication protocols have all been studied. 
Additionally, steganographic and encryption 
techniques, hazards associated with Secure Data 
Sharing have been examined in consequently, 
current surveys. the parts that follow, 
authentication as well as security audits, data 
provenance, and difficulties, dangers, threats, and 
assaults have been investigated. 
In [46], the authors examined a number of studies 
and noted a number of security flaws that had an 
impact on the cloud computing environment. They 
come to the conclusion that the blockchain allays 
service providers' and consumers' security worries, 
much as how [47] writers suggested Advanced 
Security Measures and Practices to enhance the 
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design of present technology to address security 
risks and difficulties. In contrast to which described 
the vulnerabilities, assaults, and threats connected 
to cloud services and infrastructuresevaluated the 
structure of the blockchain method and offered a 
secure way of blockchain that may address security 
concerns and hazards. Additionally, examined the 
advantages and disadvantages of current security 
techniques, and the authors argued potential 
capabilities in the security of cloud services in order 
to overcome drawbacks in contrast to [51], where 
the authors conducted a thorough investigation into 
the security of cloud infrastructure and provided a 
method that can reduce problems and risks at that 
time. However, this approach would not work given 
the year the paper was done. Additionally, due to the 
widespread use of cloud services, authors in [52] 
conducted a thorough analysis on papers published 
between 2019 and 2020, as opposed to [53], where 
risk management strategies that are distinct from 
those in IT enterprises have been examined in cloud 
systems, and authors have technically shown its 
effectiveness in cloud security challenges. It has 
been determined that Intrusion Detection Systems' 
(IDS) accuracy assaults in [54] that were examined 
as being cloud-based harmful, and the authors have 
described IDS that uses numerous methods. 
detection in the cloud to increase its effectiveness 
while in the present security architecture has been 
examined to emphasise the negative aspects, 
shortcomings, and writers new Intrusion Detection 
Systems in place (IDS) and Prevention System (IPS), 
which enhances virtual networks. 
 

3. Clouds Based On Iot And Iot Clouds 

These days, Internet of Things (IoT) devices are 
widely used since there is no denying their benefits, 
but when it comes to protecting private data, the 
security method has been crucial [55]. IoT and cloud 
computing were discussed in this section because 
they have grown to be so entwined and nearly 
inseparable. While the security of data in the 
Internet of Things (IoT) integrated with Cloud base 
internet has only been analysed in [56], several 
infrastructures of IoT were effectively analysed 
from the perspective of security, and risks and 
threats in the Internet of Things have been 

highlighted. Authors observed them by conducting 
the man-in-the-middle attack between end devices 
sensor and service providers. Additionally, [57] has 
demonstrated the security issues associated with 
archiving and gathering data from IoT devices that 
demand immediate attention. In addition, the 
authors developed some potential solutions in place 
of [58] the analysis of threats, risks, and 
vulnerabilities of Supervisory Control and Data 
Acquisition (SCADA) systems and the reporting of 
some critical issues. An application used for cutting-
edge medical technology is called WebSCADA. 
Utilising machine learning for cloud security, 
including its difficulties and estimates of its accuracy 
[59]. How well face recognition technology works in 
the cloud. [60] has examined the data security 
environment. The primary methods for detecting 
and recognising cloud data behaviour elements that 
can aid in creating a secure data deployed 
surveillance system in a cloud environment that will 
safeguard saved data from network trespassers and 
security for data. You're going to need a table here. 
One of the aforementioned surveys is assigned to 
each row in the table. Each row's first column 
includes a citation to the relevant survey study. The 
survey's publication year is listed in the second row. 
The third row indicates if the survey emphasises 
cloud computing privacy (Yes/No). The survey 
offers a future roadmap is indicated in the fourth 
column (Yes/No). If a specific application of cloud 
computing is being studied, it is indicated in the fifth 
column (Yes/No). 
In Figure 1, enabling sciences and technologies 
including optimization [61], blockchain, PUF, edge 
computing, fog computing, and wireless sensor 
networks [62] serve as the ecosystem's foundation. 
The Enabling Security Mechanism, which includes 
Anonymization, Privacy-Preserving Authentication, 
Privacy-Preserving Access Control, Privacy-
Preserving Cryptography, and Privacy-Preserving 
Watermarking, are supported by pillars that stand 
on top of this base. 
Last but not least, Applications lie on top of the 
structure since the technologies below them make 
them possible. Data centres, IoT, Smart Homes, Big 
Data, Industrial Environments, Vehicle Technology, 
Healthcare, and Social Networking are a few of these 
applications. 
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Fig.1 Ecosystem 

 
We discuss the numerous uses for this technology 
and how they could be advantageous in these fields. 
The technology that makes it possible for these apps 
to run is discussed. There are several technologies 
and procedures that may be employed to protect 
these ecosystems. Several of these security 
techniques are covered. This study will finally 
examine the security issues associated with 
employing a cloud-based ecosystem. 
 

3.1 Applications 

3.1.1 Industrial Environments and IIoT 

According to [69], [70], the Industrial Internet of 
Things is a subset of the Internet of Things that aims 
to maximise industrial output by giving equipment 
more connectivity and intelligence. The Internet of 
Things in the healthcare sector uses devices that can 
more efficiently monitor patients and gather their 
health data to improve services for patients. 
 

3.1.2 Transportation Technology 

The ourline of [71] illustrates how the integration of 
cloud technology with automobiles enables the use 
of sensors, cameras, and wireless transceivers to 
enhance traffic flow. According to the authors of it 
also aids in building a network for autonomous cars 
so that data may be analysed and stored remotely. 
The authors of proposed using this technology to 
enable automobiles to receive adverts via a cloud 
network for vehicular advertisement distribution. 

According to, vehicular cloud technology enables the 
offloading of more sophisticated calculations, such 
as traffic analysis and route optimization, to parked 
automobiles that are not required to carry out 
computations of a higher priority. 
 

3.1.3 Medical 

The authors claim that the fast expansion of 
healthcare data that supports eHealthcare has been 
made possible by cloud-based data-driven 
healthcare monitoring services. Some networks will 
employ a blind cloud structure that substitutes 
patient identities with produced pseudo-identities 
in order to secure this medical data. The authors of 
[72] explain how this enables the storage and 
analysis of unidentifiable data. 
According to searchable encryption techniques may 
also be utilised to allow for the privacy-preserving 
search of health data. A technique called searchable 
symmetric encryption (SSE) enables users to host 
encrypted data discreetly on the server or other 
storage of a third party. As a result, the cloud service 
provider (CSP) does not have access to them; 
instead, CSP gives users access to the encrypted data 
when they want it. 
 

3.1.4 Social Networking 

It is vitally crucial to keep this data safe, as it is 
mentioned in how many social networking sites 
store user information on cloud services. User data 
may be protected using methods like homomorphic 
encryption, oblivious transmission, and secret 
sharing. Users can edit or examine their encrypted 
data using homomorphic encryption without 
needing to decode it. 
 

3.1.5 IoT 

The Internet of Things is now better able to handle 
enormous volumes of data thanks to cloud 
technologies. A user can communicate encrypted 
data using an identity-based encryption approach 
described in thanks to flexible privacy-preserving 
data sharing. Additionally, scalability, forward 
security, and privacy may be ensured via a network 
attestation technique as described in [73]. 
 

3.1.6 Smart Home 

Smart homes that protect privacy can link one house 
to a cloud platform that collects data from every 
other house on the network. According to the 
ourline of  this data may be utilised to improve house 
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security and energy efficiency, which will improve a 
resident's quality of life. 
 

3.1.7 Big Data 

Mobile networks are responsible for the continual 
and quick generation of data. Big data stream is the 
term used by the authors in to describe this data 
creation. The authors of describe how cloud 
computing can provide a scalable infrastructure to 
analyse and aggregate this enormous data stream. 
 

3.1.8 Data Centers 

Geo-distributed cloud data centres store and 
transmit enormous volumes of data daily, as 
described by the authors of [153]. Data transfer 
across borders may be challenging due to regional 
variations in privacy legislation. 
Data centres need to make sure they adhere to the 
stringent data standards put in place by nations and 
organisations, such the General Data Protection 
Regulation (GDPR). 
 

4. Ai In A Cloud That Preserves Privacy 

The data uploaded from federated learning has been 
endangered by attackers despite the fact that 
federated learning has been developed to protect 
data privacy . Similar to [where the authors 
established an encryption method called BGV that 
encrypts data and uses cloud servers techniques to 
train for the deep computing model, authors in have 
provided a new methodology to maintain data 
privacy on cloud-edge learning systems. 
In addition, the secure-centralized-computation-
privacypreserving reinforcement learning method 
was introduced to safeguard user data privacy by 
implementing a completely homomorphic 
encryption system in a cloud computing 
infrastructure. 
A deep neural network architecture dubbed 
MSCryptoNet that operates on a fully homomorphic 
cryptosystem in the privacy-preservation context 
was presented in order to give improved complexity 
and security. However, when it comes to machine 
learning, there is a rising worry regarding the 
security and privacy of data. As opposed, where the 
authors created a framework that organises sparse 
coding in edge and cloud networks, [350] presents a 
secure cloud-intelligent network architecture that 
protects data privacy. They used classification in this 
framework to identify data noise and error. 
Distributed deep learning (DDL) is also one of the 
most well-liked applications in the fog-cloud 

computing environment due to its effectiveness and 
scalability. 
However, there are issues with employing DLL in 
fog-cloud computing, such as safeguarding user 
privacy during training and validating users' 
identities that have been falsified by outside 
attackers. The authors of have developed a secure 
and privacy-preserving DDL (SPDDL) for fog-cloud 
computing in response to these issues. The 
generation of large amounts of data is another issue 
with the internet of things (IoT). In a two-layer 
double-projection deep computation model 
(DPDCM) for feature learning in huge data was 
introduced. The authors have also created a learning 
method for training the DPDCM. 
However, how much data we utilise during the 
training phase affects our neural network learning 
results. No party wants to share people's private 
information with others, thus we need a solution if 
we wish to use another party's data collection. The 
authors' useful multiparty Back-Propagation neural 
network 15 learning method for arbitrarily 
partitioned data is detailed in .In this architecture, 
the Cloud performs the majority of actions on 
uploaded ciphertext and encrypted data. While the 
authors of have defended the privacy of user data 
that is utilised for training. The privacy-preserving 
deep learning approach, which they introduced, 
encrypts users' data using their public key. 
Furthermore, we are working with a date whose 
privacy and security are crucial in smart cities 
where urban amenities employ technology like 
smart health, parking, and transportation. For the 
purpose of resolving this issue in smart cities, the 
authors of presented a privacy-preserving 
autoencoder-based deep learning classifier on the 
Cloud. Additionally, homomorphic secure multi-
party computation (SMC) or homomorphic 
encryption (HE) algorithms have been employed to 
provide data privacy while maintaining the security 
of cloud processes. Similar to where authors 
developed a framework for transformation network 
training in cooperation for privacy-preserving deep 
neural networks, writers claim supervised and 
unsupervised machine learning capabilities using 
neural networks on encrypted data. Users can train 
a transformation network using a model from a 
cloud provider utilising the framework in a safe 
setting. Additionally, because it violates users' 
privacy, enterprises should first delete Personally 
Identifiable Information (PII) before doing big data 
analysis. In order to protect data privacy, a Deep 
Neural Network (DNN) and Mondrian-based k-
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anonymity framework has been proposed. Their 
analysis reveals that it was appropriate similarly, in 
which a new algorithm for DNN 
training/classification that filtered images to protect 
cloud base privacy was presented. Additionally, the 
authors have offered a cloud-based federated 
strategy that utilises numerous clouds with various 
distorted data sets and shows how DNN can be used 
to achieve adequate accuracy with the original 
dataset. As an alternative, a method that analyses 
pictures on client devices and is not dependent on a 
local Convolutional Neural Network (CNN) has been 
introduced .Serious privacy problems are another 
impact of CNN-based mobile Cloud apps that 
operate on raw picture data. Additionally, analyses 
the difficulties with time delay, energy usage, and 
privacy level in an Edge-Cloud Collaboration (ECC) 
scenario with several users. The Deep Q-Network 
(DQN), which reduces latency and energy costs 
while enhancing privacy, was also presented by the 
authors. The MDP balances cost and privacy level. 
However, data protection is a crucial step in the 
cloud environment. To offer security and data 
protection in the cloud context, introduces a 
Machine Learning and Probabilistic Analysis based 
Model (MLPAM). In addition, MLPAM includes a 
strong sharing strategy for minimising data leakage. 
To that aim, an increasing number of businesses 
have started using machine learning software for a 
variety of tasks, including threat detection. With the 
help of a privacy-aware deployment mechanism 
(PDM), which has been provided, we can ensure its 
correctness and effectiveness. This approach allows 
us to provide privacy, which is difficult in cyber-
physical cloud systems (CPCSs). 
 

4.1 Quantum-Inspired AI 

To enable improved training and learning, 
processing a large and complicated dataset requires 
changing algorithms. The authors have presented a 
solution that is optimising using the quantum-
inspired reinforcement learning (QiRL) method that 
enhances the performance of an uncrewed aerial 
vehicle from when it starts flying to its destination 
because the trajectory planning problem is one of 
the difficulties in a wireless uplink transmission 
scenario. Additionally, new training methods for 
deep reinforcement learning (DRL) to equilibrium 

exploration and exploitation have been introduced. 
Unlike the conventional technique, this algorithm 
draws its inspiration from quantum processing. 
Additionally, has a one-shot learning and self-
convergent iterative learning model called IQMAM 
that is influenced by quantum mechanics. According 
to their investigation, the model can retain a 
constant memory capacity and dependable recall. 
In contrast, a novel Quantum-inspired 
Reinforcement Learning (QiRL) technique has been 
used in [368] to navigate autonomous mobile 
robots. Markovian experiments show that the QiRL 
approach outperforms conventional reinforcement 
learning in learning and beginning states. Quantum-
inspired Fuzzy Based Neural Network (Q-FNN) 
model, which is novel in learning for difficult two-
class classification, has also been presented by the 
authors. The accuracy, sensitivity, and specificity of 
this model are significantly higher. 
 

4.2 Bio-inspired AI 

Claims that bio-inspired representation learning 
creates a visual attention map by fusing high-level 
semantic features with low-level contrast features. 
As described in Using a neural network, one may 
instruct bio-inspired features. You may find a few of 
these instances.where Technologies based on 
biology are employed to replicate animal motions. 
when employed for aerial vehicles, self-contained 
navigation. Using a bio-inspired metaheuristic.  
Spam email detection methods are utilised, and uses 
a bio-inspired method for improving the The 
Internet of Things Another potential optimization 
method is utilised for UAV planning ,where it may be 
found. Picture 5 portrays the future of Privacy-
Preserving Cloud technology on the right side of the 
figure, while the left side depicts the technology's 
current condition. 
The Privacy-Preserving Cloud's arrows indicate in 
the direction of other technologies that it can 
combine with to produce new technologies. The 
DNA sign stands for biological science. 
Bio-Inspired Privacy-Preserving Cloud is created by 
combining Privacy-Preserving Cloud with Bio 
Science. The symbol for the atom stands for 
quantum science, which combines with privacy-
preserving cloud to form quantum-inspired privacy-
preserving cloud. 
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Fig. 2.  A bio-inspired and quantum-inspired AI-

assisted privacy-preserving cloud is created 
when bioscience and quantum physics join 

forces. 
 

5. Conclusion 

The Ecosystem, Applications, Architecture, and 
Lifecycle of Privacy-Preserving Cloud Computing 
have all been emphasised in this survey report. The 
advantages of cloud computing have led to its 
application in a variety of industries. However, a lot 
of sensitive data is potentially exposed due to the 
widespread use of cloud computing across several 
businesses and technologies. Regarding this topic, 
there is an increasing level of privacy issue with 
cloud computing. After considering this problem, 
privacy-preserving cloud computing technologies 
and procedures have evolved to offer security and 
privacy. Current surveys from 2010 have been 
evaluated in order to review the important topics, 
and the summary of them has been presented in the 
tables that can be found at the conclusion . The 
layers of a cloud computing system are also 
described in detail to clarify the interconnected 
technologies that guarantee a cloud system may 
remain private. Furthermore, the ecosystem has 
seen the advantages of privacy-preserving cloud 
computing. This study presents the future road map 
for quantum-inspired and bioinspired artificial 
intelligence. We would urge scholars who desire to 
carry on our work to look at these topics further in 
the future as technology advances. The applications 

for cloud computing as a tool might expand even 
further by utilising these new sectors. 
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