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Abstract- In this paper, the design and Field Programmable Gate Array implementation of a new
algorithm for image encryption systems based on stream cipher using multi-dimensional hyperchaotic
generators. In this new algorithm three different hyperchaotic generators are combined together to
generate new Pseudo-Random bit generator to be used for image pixels masking (encryption). Four
dimensional, six dimensional, and seven dimensional hyperchaotic generators are combined together
using XOR operation to generate the new random bit stream. The hyperchaotic dynamical equations
are solved by using Forward Euler integration method. The X-dynamics of each hyperchaotic system
has been converted to binary stream. The binary streams are combined to generate the random bits
generator to be used for encryption. The proposed system is tested for different image sizes (64×64,
128×128, 176×144, 256×256, and 2500×1875). The proposed system shows perfect encryption
performance. Different randomness tests and security analysis are used to analyze the proposed
encryption system such as, histogram, mean square error (MSE), peak signal to noise ratio (PSNR),
NPCR, UACI, entropy, correlation coefficients and key space. FPGA Co-Simulation based on Xilinx
PYNQ-Z1 zynq xc7z020 board is used to test the reality of the proposed image encryption algorithm.
The simulation and implementation results proof the strength, robustness and speed of the proposed
algorithm. The results proof that the proposed algorithm is suitable for stream cipher-based image
encryption systems and outperforms similar encryption algorithms.
Keywords— Cryptography, Hyperchaos systems, Image Encryption, FPGA Hardware Co-Simulation,
Xilinx system generator, Stream Cipher.
Number: 10.14704/nq.2022.20.7.NQ33073
1. Introduction
Hyperchaotic systems can be described as a
system with dynamical responses that expand in
multi-direction, because they characterized by
more than one positive Lyapunov exponents.
This fact leads to dynamical behavior with more
complexity than the ordinary chaotic systems.
Chaos and hyperchaos are systems that exhibits
random, unpredictable behavior, aperiodic, nonrepeatable, and highly sensitive to initial
conditions and system parameters [1]–[5].
Subsequently, that means the trajectories
(dynamical response) of any two identical
hyperchaotic or chaotic systems will be
exponentially separated even if they start from
eISSN 1303-5150
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very close position (initial conditions). Thus,
slight change in the system parameters or initial
conditions will lead to huge mismatching
between the used chaotic or hyperchaotic
systems. While in the other hand the
hyperchaotic systems still can be synchronized
to be used for message encryption purposes and
to provide secure transmission channel [6]–[10].
The communication systems based on
hyperchaotic schemes offer very high speed and
robust performance [5], which enable them to
be used for high-speed applications, such as real
time video/audio encryption systems [11][12].
According to the literature, chaos and
hyperchaos systems have become a central topic
www.neuroquantology.com
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with respect to the nonlinear science researches
especially in the data security field. Where many
techniques based on chaos and hyperchaos
theory have been proposed to be a security
algorithm for the communication systems and to
be an alternative technique to the traditional old
algorithms such as DES, AES, IDEA, 3DES and
RSA [13].
Usually, the security algorithms that built based
on chaos and/or hyperchaos theory, encrypt the
plain data (text, images, videos) using one of
three main techniques. The first technique is
named as additive chaos/hyperchaos masking
which proposed in [7]. In this technique, the
information signal is encrypted (masked) by
using one of the dynamics of the chaotic or
hyperchaotic system generator that used in the
design. Chaos shift keying or chaos switching is
the second technique that proposed in [14]. In
this technique type, the information signal is
mapped into binary form and the binary data
will be used as selector switch to select the
carrier
signal
from
the
different
chaotic/hyperchaotic generators. The authors in
[15] proposed the third technique in which the
information signal is used as input to modulate
the chaotic/hyperchaotic system parameters.
The demands for higher security level for the
user’s personal data are continuously in
increasing manner and this fact is pushing the
developers and the designers to develop and
design higher order of hyperchaotic based
cryptosystems in order to increase the
complexity of the encryption algorithms. A
hyperchaotic system with seven dimension is
proposed in [16] in order to enciphering the
data in the passive optical network that built
based on OFDM technique. On the other hands,
the researchers in [17] develop their own
hyperchaotic system with seven dimensions, in
which some important features that related to
the hyperchaos is analyzed and discussed such
as the Lyapunov exponents, equilibrium and
bifurcations. The Lyapunov exponents can be
defined as the measure of the exponential rates
of separation between the trajectories of the
dynamical nonlinear systems. The positive
amount of Lyapunov exponents indicates that
the nonlinear system is expand in more than one
direction and gives more complexity in its
behaviors. The seven-dimensional hyperchaotic
system designed in [18] has five positive
Lyapunov exponents, which indicates that the
eISSN 1303-5150

system is expand in more than one direction
with unpredictable and very complex behavior
which consequently makes it suitable for the
purposes of data encryption process. The
combination between multiple maps and
multiple nonlinear systems increases the
complexity of the cryptographic systems and 560
makes the hacking mission is too difficult for the
intruders, where the authors in [19] proposed a
cryptosystem with the combination of the
hyperchaotic Lorenz attractor with cat map to
encrypt the images with fast speed. From a
native mathematical perspective if we increase
the order of the mathematical differential
equations that composed a certain chaotic
system, this will lead to increase the complexity
of that chaotic system, and consequently this
will increase the complexity of the cryptosystem
that build based on that chaotic oscillator, all of
these facts lead to enhance the confidentiality of
the transmitted data over the public channels.
Based on this fact a new 9-dimensional chaotic
system is proposed in [20] for the purpose of
bitstream ciphering issues. The authors in [21]
and [22] proposed the logistic map to be
adopted for securing the image by means of bit
distribution balancing. Another work in [23]
presents an eight-dimension hyperchaotic
system with two positive Lyapunov exponents,
the proposed system is implemented then by
using the operational amplifiers with the help of
some resistors and capacitors. On the other
hand, the proposed system is simulated by
means of Multism software, where the
simulation and implementation results are in a
good agreement, and these results prove that the
system can be used for data protection purposes.
The authors in [24] take a step forward and
design an encryption system for the video
information, where some kinds of videos have
sensitive information especially those videos
that related to military issues, economics and
politics. The work depends up on the cloud
computing technology and extract its benefits
for the purpose of enhancing the speed of the
encryption process.
In [25], two different cryptography systems for
video encryption based on chaos is presented.
The first proposed system is based on 12dimensional chaotic map, while the other is
based on Ikeda delay differential equation
(DDE). The two proposed algorithms use the
substitution box (S-box) in order to diffuse the
www.neuroquantology.com

Neuro Quantology | Jul 2022 | Volume 20 | Issue 7 | Page 559-573 | doi: 10.14704/nq.2022.20.7.NQ33073
Hayder Mazin Makki Alibraheemi/Design and FPGA Implementation of High-Speed Cryptographic System for Wireless Communications Based
on Multi-Dimensional Hyperchaotic Generator

input video pixels and as result hiding the
relationship between the plain video pixels and
cipher video pixels. The field of data security
never stop and it is in constant development
especially for the very critical information that
related to the government and military, so there
is a continuous demand for more complexity in
the security system. Consequently, a new hybrid
security system based on Henon chaotic map
and optical phase modulation is proposed and
introduced in [26]. The proposed crypto-system
provides good performance and the calculated
histogram proof that the plain image frames and
cipher image frames are completely different. A
review paper is presented in [27], where the
selective encryption techniques and block cipher
with chaotic based s-boxes are discussed. This
type of encryption algorithms is adopted when
there is a limitation in the resources of the
network infrastructure of in the end devices. In
such algorithms only the compressed portion of
the bit stream will be encrypted. As
aforementioned any combination between two
or more security algorithms will lead to more
complexity in the system behavior and as result
achieve high data protection levels. In another
work, a system is proposed in [28] which
introduced the combination between the neural
networks and chaos theory, where the cellular
neural network of order five is combined with
Arnold Cat chaotic map with Chen’s
synchronization circuit of order four. The
combination result with suitable crypto-system
for enciphering the video streams. The authors
in [29] proposed neural network based chaotic
system with seven dimensional. The logistic map
is adopted in the proposed system that used for
video encryption. The video streams that
encrypted in the designed system are strongly
scrambled and the correlation between the
adjacent pixels is smaller with good anti-attack
ability that make the system good candidate for
video encryption systems.
In this paper, the design, simulation, and FPGA
implementation
of
a
multi-dimensional
hyperchaotic system for image encryption
systems is presented. The multi-dimensional
hyperchaotic system is composed of three
different hyperchaotic attractors, which are four
dimensional, six dimensional and seven
dimensional. The combination of these different
attractors produces more complexity and
unpredictable behavior compared with behavior
eISSN 1303-5150

of the single dimensional hyperchaotic system.
The proposed multi-dimensional hyperchaotic
system will be adopted to implement master
system that will encrypt the plain-images and
slave system which will decrypt the encrypted
images.
The rest of this paper is organized as follows,
section 2 presents the research method, which
contains the proposed research design, and the
mathematical description with necessary
synchronization units. The system design and
Matlab simulation, are presented in section 3.
Section 4 presents the results and the
performance of the proposed system with most
important security analysis. Such as histogram
and entropy. Finally, the FPGA implementation
and conclusions are presented in sections 5 and
6 respectively.
2. Research Method
The mathematical description for this research
is presented in this section, where the
differential equations, synchronization, error
calculations, and the numerical integration
method for solving the differential equations are
described and calculated as follows.
2.1. Multi-Dimensional Hyperchaotic System
The proposed multi-dimensional hyperchaotic
generator is composed from the combination of
three different hyperchaotic oscillators, the
dimensions of the oscillators are four, six and
seven as shown in figure 1 below. These
oscillators are combined together using XOR
logical operation. The output of the XOR
operation represents the Pseudo-Random Bits
Generator PRBG.

Figure 1 Proposed Multi-Dimensional
Hyperchaotic System
Each one has its own Lyapunov exponents,
attractors and differential equations that
describe their time response and behavior. The
differential equations are presented in equation
systems in 1, 2 and 3 as shown below in table 1.
www.neuroquantology.com
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Table 1 Differential Equations of Hyperchaotic Oscillators
Four Dimensional System

Six Dimensional System

Seven Dimensional System

dx / dt  a1 ( y - x)  w  u  v

dx / dt  a1 ( y - x)  w  u  v

dx / dt  a1 ( y - x)

dy / dt  a2 x  y - xz

dy / dt  - xz  a2 y - 5w  1

dz / dt  a3 z  xy

dz / dt  xy - a3 z
dw / dt  a4 y

(1)

dy / dt  a2 x  y - xz

562

dz / dt  a3 z  xy
(2)

dw / dt  a4 w  yz

dw / dt  a4 w  yz

(3)

du / dt  a5v  zy

du / dt  a5v  zy

dv / dt  a6 x

dv / dt  a6 x

dp / dt  a7 x  yz

The parameters and the initial conditions of the
exponents are calculated based on the algorithm
systems are selected as shown in table 2,
that developed by Wolf in [30]. At this point the
according to those values the systems exhibits a
Lyapunov exponents of each system are two
hyperchaotic behavior. In the other hand the
positive, one zero and the others are negative.
Lyapunov exponents are also calculated and
The sum of all exponents for each system is presented in table 2. The Lyapunov exponents
12.91147,
-14.733355,
-14.667183
can be defined as the measure of a system’s
respectively. Obviously, the sums are less than
predictability and its sensitivity to the dynamical
zero which proof that all of the dynamical
changes and initial conditions, Lyapunov
systems are in a hyperchaotic state.
Table 2 Characteristics of Hyperchaotic Systems
Hyperchaotic
System

Initial
Conditions

x(0)=0.1
y(0) =0.1
4-Dimensional
z(0) =0.1
w(0) =0.1
x(0)=1
y(0) =1
z(0) =1
6-Dimensional
w(0) =1
u(0) =1
v(0) =1
x(0)=1
y(0) =1
z(0) =1
7-Dimensional
w(0) =1
u(0) =1
v(0) =1
p(0) =1
2.2. Numerical Integration Method

Constants
a1=30
a2=20
a3=3
a4=0.1
a1=10
a2=28
a3=8/3
a4=-1
a5=8
a6=3
a1=10
a2=28
a3=8/3
a4=-1
a5=8
a6=5
a7=1

Hyperchaotic oscillators can be described as a
nonlinear dynamical system. Generally, the
dynamical nonlinear systems are expressed by
using a set of ordinary differential equations
ODEs. These ODEs require an integration
eISSN 1303-5150

Sum of
Lyapunov
Exponents

Lyapunov
Exponents

L1=2.1726
L2=0.01493
-12.91147
L3=0
L4=-15.099
L1=0.799484
L2=0.295845
L3=0
-14.733355
L4=-0.47744
L5=-0.659364
L6=-14.69188
L1=0.58845
L2=0.178183
L3=0
L4=-0.139483
-14.667183
L5=-0.404591
L6=-0.80156
L7=-14.088129
method to solve them which can be written as
the formula in 4.
t

y(t )  y(i)   f ( x) dx ……….(4)
i
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Where, i denotes to the initial state of the system
while t, represents the solution at the required
time. Solving the integration of the equation in 4
can be analytic, but practically this will be very
difficult and unsolvable. The most methods used
to perform this kind of integrations are
numerical integration, such as Forward Euler
integration method.
Forward Euler Integration Method
It represents one of the simplest numerical
methods that consumes low computational
resources in practical implementation due to its
simplicity. The general expression of this
method is described in equation 5 shown below.

yt 1  yt  hf ( xt , yt ) ……….(5)
Where, yt+1 is the next time variable value, yt is
the current time variable, f (xt, yt) and h
represent the interval of the computational time.

2.3. Transmitter/Receiver Synchronization
At the first glance making two chaotic and/or
hyperchaotic systems behave exactly the same
behavior practically is impossible, because this
type of systems is extremely sensitive to the
initial conditions and system parameters, so
563
they defy the synchronization fact. The
synchronization means that the behavior or the
response of the first system is converging
approximately to the same behavior or response
of the other one. The chaos or hyperchaos
synchronization remains unapplicable till the
proof of Pecora and Carroll, where they proof
that the synchronization of two or more
dynamical chaotic and/or hyperchaotic is
possible [6]. From that time the chaotic and/ or
chaotic systems are become a very good
candidates
in
the
field
of
data
encryption/decryption due to their superior
features.

The hyperchaotic systems that described in the
In this paper dynamic feedback modulation DFM
form of differential equations in 1, 2 and 3 will
technique has been adopted to provide the
be numerically solved using Forward Euler
necessary
synchronization
between
the
integration method. The X components of each
encryption and decryption sides. In DFM
system will be converted into bit stream. The
method the signal error is continuously
output of the XOR operation between the threecalculated between the encryption and
bit streams will be used as a pseudo random bit
decryption parts and gradually minimized to
generator PRBG for the purpose of image
zero as described in the mathematical
encryption (mask) process. The proposed multiexpressions shown below in tables 3, 4 and 5.
dimensional hyperchaotic system will be
The dynamical error has been calculated for
numerically solved two times, first for
each dynamic of the dynamical systems as
encryption side and the other for decryption. In
shown. The subscript e and d are referred to
order to meet the necessary synchronization
encryption and decryption sides respectively.
between the encryption side (transmitter) and
This error will be used through the design to
the decryption side (receiver) dynamic feedback
eliminate the signal variations between the
modulation technique is implemented, in which
encryption and decryption sides
the error between the transmitter signal and the
receiver generated signal is dynamically
calculated as shown in the next subsection.
Table 3 Mathematical Representation of 4D System
4D-Encryption

4D Decryption

Dynamical Error Error

dx e / dt  a1 ( ye - xe )

dx d / dt  a1 ( yd - xd )

ex  dx e / dt  dx d / dt

dye / dt  - xe ze  a2 ye - 5we  1

dyd / dt  - xd zd  a2 yd - 5wd  1

ey  dy e / dt  dy d / dt

dze / dt  xe ye - a3 ze

dzd / dt  xd yd - a3 zd

ez  dz e / dt  dz d / dt

dwe / dt  a4 ye

dwd / dt  a4 yd

ew  dw e / dt  dw d / dt

eISSN 1303-5150
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Table 4 Mathematical Representation of 6D System
6D-Encryption

6D Decryption

Dynamical Error Error

dxe / dt  a1 ( ye - xe )  we  ue  ve

dxd / dt  a1 ( yd - xd )  wd  ud  vd

ex  dx e / dt  dx d / dt

dye / dt  a2 xe  ye - xe ze

dyd / dt  a2 xd  yd - xd zd

ey  dy e / dt  dy d / dt

dze / dt  a3 ze  xe ye

dzd / dt  a3 zd  xd yd

ez  dz e / dt  dz d / dt

dwe / dt  a4 we  ye ze

dwd / dt  a4 wd  yd zd

ew  dw e / dt  dw d / dt

due / dt  a5ve  ze ye

dud / dt  a5vd  zd yd

eu  du e / dt  du d / dt

dve / dt  a6 xe

dvd / dt  a6 xd

ev  dv e / dt  dv d / dt

Table 5 Mathematical Representation of 7D System
6D-Encryption

6D Decryption

dxe / dt  a1 ( ye - xe )  we  ue  ve

dxe / dt  a1 ( ye - xe )  we  ue  ve

dye / dt  a2 xe  ye - xe ze

dye / dt  a2 xe  ye - xe ze

ey  dy e / dt  dy d / dt

dze / dt  a3 ze  xe ye

dze / dt  a3 ze  xe ye

ez  dz e / dt  dz d / dt

dwe / dt  a4 we  ye ze

dwe / dt  a4 we  ye ze

ew  dw e / dt  dw d / dt

due / dt  a5ve  ze ye

due / dt  a5ve  ze ye

eu  du e / dt  du d / dt

dve / dt  a6 xe

dve / dt  a6 xe

ev  dv e / dt  dv d / dt

dpe / dt  a7 xe  ye ze

dpe / dt  a7 xe  ye ze

e p  dp e / dt  dp d / dt

3. System Design and Simulation
In this section the design and simulation of the
proposed encryption/decryption system is
presented. The Xilinx System Generator XSG
blocks has been adopted to design and simulate
the proposed multi-dimensional hyperchaotic
system. The XSG blocks are configured with 32bits data format in order to design and construct
the encryption and decryption subsystems. The
Fix32_18 data format that adopted is consist of,
1 bit is assigned for sign, 13 bits are assigned for
integer, and 18 bits represent the fractional bits.
The set of equations in tables 3, 4, and 5 are
solved numerically to implement the two
subsystems.

eISSN 1303-5150

Dynamical Error Error

ex  dx e / dt  dx d / dt

3.1. Transmitter (Encryption) and Receiver
(Decryption) Subsystems
Figure 2, shown below illustrate the 32-bits
fixed point XSG model for the proposed multidimensional hyperchaotic system generator that
used to implement the encryption and
decryption
subsystems.
Encryption
and
decryption subsystems are designed based on
the solution of the ordinary differential
equations ODEs of the hyperchaotic systems
that described in tables 3, 4 and 5. The forward
Euler integration method has been adopted to
solve the ODEs equations numerically due to its
simplicity and ease of practical implementation.
The output binary random data stream of the
encryption and decryption subsystems will be
used to encrypt and decrypt the plain images
with any size.

www.neuroquantology.com
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Figure 2 32 bits Fixed Point Representation of System Generator for Encryption and Decryption
Subsystems
3.2. Preprocessing
The preprocessing subsystem is mainly used to
convert the input plain image matrix into serial
samples, each sample is consisted of 8 parallel
bits. These parallel bits will be converted into
serial bits as a beforehand stage of encryption
(Masking) process with XOR logic operation.
This subsystem is consisted of Transpose,
Reshape, To Frame, and Unbuffer Simulink
blocks.

Figure 3 Preprocessing Subsystem
3.3. Postprocessing
The postprocessing subsystem take the mission
of converting the parallel 8 bits back into image
matrix after the encryption or decryption
process has taken a place. The postprocessing
subsystem is consist of Buffer, Reshape,
Transpose and Uint8 as shown in figure 4 below.

eISSN 1303-5150

Figure 4 Postprocessing Subsystem
3.4. Overall System for Image Masking
(Encryption)
The combination of the encryption, decryption,
preprocessing, and postprocessing subsystems
with their connection is presented in figure 5
shown below. The plain image will be imported
to the system using the From File Matlab
Simulink block. Directly the imported image is
converted into serial samples through
preprocessing subsystem. Next the sampled
image will be converted to serial bits and
encrypted using XOR operation with help of the
random
bits
generated
from
the
multidimensional hyperchaotic system. In the
other hand, decryption system will generate
exactly the same random bit stream that
generated in the encryption subsystem due to
the perfect performance of the DFM
synchronization algorithm that used through
this design. The generated bit stream in the
www.neuroquantology.com
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decryption subsystem will be used to decrypt
the ciphered image and reconstruct it back. In
order to test the performance and behavior of

the overall the system, a 2500×1875 image size
is imported, encrypted and then decrypted back
as shown in figure 6.

566

Figure 5 Overall Encryption/Decryption System

Figure 6 Plain, Encrypted, and Recovered Image of the Proposed System
4. System Performance and Security Analysis

4.1. Histogram

The security analysis and system performance of
the proposed cryptographic algorithm will be
performed in this section by using six different
statistical tests with five different image sizes.
These tests are histogram, mean square error
MSE, peak signal to noise ratio PSNR, unified
average changed intensity UACI, entropy,
correlation and number of pixels change
intensity NPCR. These statistical tests are
calculated using their mathematical expressions,
where a Matlab code has been written to find the
results of these tests. Finally in this section the
key space of the proposed algorithm is also
calculated and compared with some widely used
similar algorithms.

Image histogram can be defined as a graphical
representation that presents the pixel’s intensity
values distribution. Generally plain image
histogram is fashioned in a specific oblique strip
or line which is full with information about the
image pixels distribution and this information is
very useful for hacker or intruders. In fact, the
hacker or intruders can use this distribution to
deduce or reconstruct the original plain image.
In order to cope with this type of threats, the
adopted encryption algorithm should be able to
hide or conceal pixels intensity distribution.
Figure 7 shown below depicts the histogram of
the plain and ciphered images and for different
sizes as indicated.

eISSN 1303-5150
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Figure 7 Histogram Analysis
The plain image histogram has nonuniform,
crispy and irregular distribution, and this
nonuniform distribution indicates the pixels
intensity which is informative for the intruders
as mentioned above. In the other hand, the
ciphered image histogram can be characterized
as flat, planned, and uniform distribution and
this indicates that the proposed cryptographic
algorithm can conceal the pixels intensity and
cope with histogram statistical attacks.
4.2. Peak Signal to Noise Ratio (PSNR) and
Mean Square Error (MSE)
The basic objective of any cryptographic
algorithm is to make the difference between the
ciphered and plain data is greater as maximum
as possible to cope with differential and
statistical attacks. The mean square error (MSE)
and peak signal to noise ratio (PSNR) has been
adopted in this paper to calculate the difference
between the plain and ciphered images. in the
other hand MSE and PSNR between the
recovered and ciphered image is also calculated
as shown in table 6. The mathematical
description [31] of MSE and PSNR is given in 6
and 7 respectively:
eISSN 1303-5150

MSE   [ I1 (i, j )  I 2 (i, j ) / m * n] ……….(6)
i, j

PSNR  10 log( R 2 / MSE ) ……….(7)
Generally, greater MSE and PSNR value indicates
that the two images are highly different while
zero MSE and infinity PSNR means that the
images are identical. The comparison results
presented in table 6 indicates that the proposed
cryptographic system can stands against the
intruders and hackers and can cope with cyberattacks.
Table 6 PSNR and MSE of the Proposed
Cryptosystem

Image
Size

Recovered
Image

Ciphered Image
& Plain Image
PSNR

& Plain
Image

MSE

PSNR

MSE

64 x 64

6.9019 1.3271e+04

Inf

0

128 x
128

8.3780 9.4467e+03

Inf

0
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176 x
144

9.4193 7.4328e+03

Inf

0

Entrop(s)=  P(si )×log 2 (
n=0

256 x
256

8.5495 9.0810e+03

Inf

0

2500 x
1875

8.2779 9.6671e+03

Inf

0

4.3. Correlation Coefficients
Any digital image is consisted of a number of
pixels, and these pixels are organized or paved
one beside the other. The pixels that sharing
their boundaries with other pixels are known as
adjacent pixels. The pixels can be vertically,
horizontally or even diagonally adjacent, and
these adjacent pixels are highly correlated with
each other. The main objective of any image
based cryptographic algorithms is to break this
correlation. The correlation quantity will be
calculated for these adjacent pixels by using the
mathematical formula shown in (8) [32]. Table
7, shown below presents the correlation of five
different image sizes that used to test the
proposed algorithm. The correlation coefficients
that close to zero indicate that there is no
correlation between the image pixels. The
correlation results presented in table 7 prove
that the proposed cryptographic algorithm
copiously reduces the correlation level and
breaks the correlation between the adjacent
pixels.

r

2 N -1

 ( A

mn

m

(( Amn  A) 2 )( ( Bmn  B) 2 )
m

In this type of attacks the hackers or intruders
get an access to the encryption machinery, the 568
intruder makes a slight change in a single pixel
of the input plain image and get two ciphered
images one without any changes and the other
one with slight change. These two ciphered
images have a potential relationship between
them. This relationship can be discovered and
exploited to break the cryptographic algorithm
and to deduce the encryption keys and
algorithm. In order to cope with this type of
attacks two metrics are used, which are NPCR
and UACI. The NPCR is stands for number of
pixels change rate, this metric is concentrated on
the number of changed pixels and it can be
calculated using the equation in (10). In the
other hand the UACI is stands for unified
averaged changed intensity. This metric
calculates and find the average difference
between two images. the mathematical
description for this metric is presented in (11).
The NPCR and UACI metrics should equal or
close to 100% and 33% respectively to stands
against the differential attacks. Table 7 depicts
the NPCR and UACI values for the proposed
system, the results prove that the system is
highly immune against the differential attacks.
M

……….(8)

n

4.4. Information Entropy
The unpredictability and randomness of any
information source can be determined by using
information entropy metric. The mathematical
description for the information entropy was
firstly introduced by Shannon in 1949 [33], as
shown in equation (9). The maximum value for
the information entropy is 8. The information
source that has 8 entropy value or close to it
means that system has high randomness level
and its prediction is too difficult. Table 7 shown
below show the entropy level for the proposed
cryptographic algorithm. The results proof that
the system is strongly rigid and can stands
against the different cyber-attacks.
eISSN 1303-5150

4.5. Differential Attacks Analysis

 A)( Bmn  B)

n

1
) ……….(9)
P(si )

NPCR 

N

 D(i, j )
i 1 j 1

M *N

100%

1, C1( j , j )  C 2( i , j )

D(i, j )  [

o , C1( j , j ) C 2( i , j )

where : M & N represent the image dimension
……….(10)
M

N

 C1(i, j) - C2(i, j)
UACI =

i=1 j=1

100%
255* M * N
where : M & N represent the image dimension
……….(11)
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Table 7 Correlation, Entropy, NPCR, and UACI
Results
Image
Size

64x64

128x12
8

176x14
4

256x25
6

2500x1
875

algorithm. The cryptographic algorithms that
have large key space offer higher security levels
and can be very much immune against the brute
force attack. The proposed multi-dimensional
hyperchaotic cryptographic system has 34 keys
represented by the initial states of the
hyperchaotic systems and the systems 569
parameters.
The
hyperchaotic
system
parameters and initial states required 32 bits to
represent them and this means that the key
space of the multi-dimensional system will be
(232)34. Based on this key space, the proposed
algorithm can effectively stands against the
brute force attack since it greater than 2100 [2].
A comparison is presented in table 8 regarding
to key space between the proposed algorithm
and traditional algorithms that are widely used
for image encryption systems.

Colo
r
Lay
er

Correlat
ion

Entro
py

NPC
R

UA
CI

Red

0.0263

7.945
7

99.
34

33.
4

Gre
en

0.0099

7.956
1

99.
68

33.
6

Blu
e

0.0042

7.958
2

99.
49

33.
5

Red

0.0245

7.987
3

99.
62

33.
8

Gre
en

0.0264

7.989
2

99.
62

33.
1

Blu
e

0.0015

7.988
1

99.
58

33.
2

Red

0.0024

7.993
8

99.
59

33.
1

Proposed System

21088

Reference [34]

245

Gre
en

-0.0020

7.991
3

99.
66

33.
8

Reference [35]

2199

Blu
e

99.
62

33.
7

Reference [36]

2203

-0.0034

7.992
1

Reference [37]

2149

Red

-0.0080

7.997
1

99.
61

33.
2

Reference [38]

2200

Gre
en

-0.0106

7.997
3

99.
57

33.
5

Blu
e

-0.0072

7.997
0

99.
58

33.
1

Red

-0.0013

8.000
0

99.
61

33.
2

Gre
en

-0.0011

8.000
0

99.
61

33.
7

Blu
e

-0.0014

8.000
0

99.
61

33.
2

4.6. Key Space
Key space is one of the most important factors in
the process of designing a cryptographic
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Table 8 Key Space Comparison
Encryption Algorithm Key space

5. FPGA Implementation
The proposed multi-dimensional hyperchaotic
system has been implemented with FPGA
PYNQ-Z1 evolution board using Xilinx System
Generator XSG. The XSG is used to obtain the
VHDL codes that used to configure and program
the board. Figure 8, depicted implementation of
the proposed cryptographic algorithm using the
FPGA board. JTAG link has been adopted for the
communication between the PC and the board.
The plain image is called from its location in the
PC and send to the board serially to encrypt
them, after completing the encryption process
the encrypted samples are sent back to the PC to
display the ciphered image as shown in figure 8
below.
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Figure 8 Hardware Co-simulation of the Proposed Cryptographic System
6. Conclusions
In this paper the design, simulation and
implementation
of
multi-dimensional
hyperchaotic system is presented. The proposed
cryptographic system is consisted of the
combination of three different dimensional
hyperchaotic systems. The dimensions of the
hyperchaotic systems are 4 dimensional, 6
dimensional, and 7 dimensional. The x
dynamical response of these three nonlinear
systems is combined together using XOR logical
eISSN 1303-5150

operation. The output binary stream of the XOR
operation is used to construct an image
encryption system. The proposed system is
tested for different image sizes (64×64,
128×128, 176×144, 256×256, and 2500×1875).
The proposed system shows perfect behavior.
The proposed system is also implemented using
FPGA PYNQ-Z1 board which its results are in
good agreement with simulation results. The
proposed system is highly recommended for real
time encryption system due to its reliability,
www.neuroquantology.com
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high performance and speedy behavior which
makes it very good candidate for the high-speed
applications such as wireless sensor networks.

extended active control,” Stud. Fuzziness Soft
Comput., vol. 337, pp. 53–73, 2016, doi:
10.1007/978-3-319-30340-6_3.
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